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PREAMBLE

WHEREAS Tender 2658/2019/20 was awarded to || NEGTNNEEE .- o
"I o 15 February 2021 in line with resolution SCMB 53/02/21 for the
Suoply. Suppert, Mainfenance and Services of ICT Secuiity related infrastructure,
software. services and licensing for the City of Cape Town for a period commencing

from the dcete of commencement of the contract until 30 June 2025 {“the Tender").

AND WHEREAS in line wiln resolution SCMB 53/02/21, the conclusion of this
Memorandum of Agreement between the Cily of Cape Town and the Supplier is
subject to the conclusion of the process presciibed by section 33 of the Local
Government: Municipal Finance Management Act 56 of 2003:

AND WHEREAS it ik recorded that this Contract will be governed by the provisions of the
Special Condtions of Contract, refening to the National Treasury — General Conditions
of Contract (revised July 2010) {"GCC"), read with the Confract Specific Data (“SCC")
as set out in the Contract,

NOW THEREFORE THE PARTIES AGREE AS FOLLOWS:
1. PARTIES

The Parties {o this Contract are:

1.1. The City of Cape Town, a metropolitan municipality, established in terms of
the Local Government: Municipal Structures Act. 117 of 1998 read with
the Province of the Western Cape: Provincial Gazette 5588 dated 22
September 2000, as amended (“the Purchaser”), herein represented by
the City Manager or his nominee and duly authorised hereto:

1.2 1 - oivote company registered in terms of the

laws of the Republic of South Africa with registration no | (ihe
“supplier or " | . 1< represented by its duly
authorised representative, | - his copocity os I

2




2.

Terzer 2658/2018/2020

each a "Party” and together the "Paries".

INTERPRETATION AND DEFINITIONS

2.1

2.2

23

2.4

2.5

The heaadings in this MOA are inserted for reference purpose onily and shall in no
way govem or effect the interpretation of this MOA nor modify or amplify the
terms of this MOA or any clause hereof.

Unless the context otherwise requires, reference 1o the singular shall include a
reference to the plural, and vice versa, reference io any gender shall a
reference to all other genders, and vice versa, and words importing natural
persons shall include legal persons, and vice versa.

Any reference to "“the Parties” or “a Party” will mean a reference to the City, the
Supplier or both, depending on the context.

All annexures to this MOA form an integral part hereof and expressions defined in
the MOA shall, unless the context otherwise requires, bear the same meaning in
such annexures.

In the event of any conflict between the provisions of this Contract, the GCC
and any Annexure attached hereto, or any other document incorporated by
reference to this Contract, save to the extent expressly stated fo the conirary,
such conflict will be resclved by giving precedence to such different parts of this
Contract in the following order of precedence:

2.5.1 first, the terms and conditions of the SCC;
2.5.2 second, the terms and conditions of the GCC:

2.5.3 third, Annexures and schedules o this Contract: and
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2.5.4 fourth, any other documents incorporated by reference.

2.6 The provisions of this Contract supersede and replace the provisions of any
previous agresment entered into between the Parties relating fo the same
subject matter.

2.7 Unless inconsistent with the context, the expressions set forth in this MOA shall
bear the following meanings:

2.7.1 “MOA" means this Memcrandum of Agreement entered intol
between the City and the Supplier and shall superced all

agreements previously entered into:

)
~1
ro

“the parties” means the Parties to this Agreement referred to in clause 1

and "Party” shall mean either of them:

18]
~1
(o]

“the tender" Means tender number 2658/2019/20 for the Supply
Support, Maintenance and Services of ICT Security related
infrastructure, software, services and licensing for the City

of Cape Town:

~l

4. | "the Commencementl Mecns the signature date:
Date”

]

2.7.5. | “the completion date’ | Means 30 June 2025; and

rJ
]
o

"Signature Date” mecns the date on which this Agreement is signed by the
Party signing last in fime.

3 CONTRACT PERIOD

3.1 The Parties agree and record herein that the contract period for the MOA shall
commence on the commencement date and terminate on the completion
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date.

3.2 Unless terminated eariier in accordance with the provisions as set out in the
GCC or any other provision in terms of this Confract, this Contfract shall
commence on the commencement date and will terminate on 30 June 2025,

4 MUTUAL GOOD FAITH / CO-OPERATION

4.1 The Parfies represent and undertake fo do all such things, perform all such
acts and take all steps to procure the doing of all such things and the
performance of all such acts, as may be necessary or incidental to give

effect 1o the execution of this Contract.

4.2 The Parties shall at all times during the continuance of this Contract
observe the principles of good faith towards one another in the

performance of their obligations in terms of this Confract,
5  OBUGATIONS OF THE PURCHASER

S The Purchaser undertakes to perform its obligations in accordance with
the Contract, including but not limited to, the provision of the Goods and
the supply of Services as set out in the conditions and specifications of the
Tender. and subject to the satisfactory fulfilment of the obligafions by the
Supplier as set out in this Confract.

9:2 The Purchaser shall monitor and evaluate the Supplier's performance in
respect of and in accordance with the provisions of this Confract, the
GCC and any annexure and/or appendix attached hereto, or any other
document incorporated by reference to this Contract, including the
specifications and conditions of tender for the Tender.
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é OBLIGATIONS OF THE SUPPLIER

o

The Suppler hereby agrees and undertakes to provide the Goods and
Supply the Services to the Purchaser as set out in this Confract, the GCC
and any annexure and/or appendix aftached hereto, or any other
document incorporated by reference to this Contract, including the

specifications and conditions of tender for the Tender.,

6.2 The Suppfer will perform its obligations as expeditiously as possiole and
furthermore agrees and undertakes to provide the Goods and supply the
Services in accordance with the operafional requirements of the
Purchaser.

6.3 The Supplier will ensure that the Goods provided and the Services supplied
will be of a satistactory qualty and fit for purpose.

6.4 The Supplier shall, ensure that its employeses, agents, representatives, sub-
contractors and suppliers comply with this Contract and all applicable
Laws in the execution of its obligations to provide the Goaods and supply
the Services.

6.5 The Supplier will not conduct any activity of whaotsoever nature which may

be detrimental to the Purchaser's reputation and goodwill.

6.6 The Supplier undertakes to and in favour of the Purchaser that it -
6.6.1 has the resources, necessary expertise and skill, capabilities and
technology fo provide the Goods and supply the Services; and
662  has effective, efficient and fransparent financial management

and control systems in place.

-- 6
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7 PRICING SCHEDULE

Z:) The Pricing Schedule for the provision of Goods and supply of Services
shall be as set out in this MOA under Appendix A5 below.

o

The Suoplier shall not be entitied to any other consideration for the
provisicn of Goods and supply of Services other than as provided for in this
Contract, the GCC ana any annexure and/or appendix hereto, or any
other document incarporated by reference to this Contract, including the
specifications and conditions of tender for the Tender.

8 ENTIRE AGREEMENT

8.1 This Agrieement constitutes the entire agreement between the Parties and
no amsndmenf, alteration, addition or variation of any right, term or
condition of this Agreement will be of any force or effect unless reduced

to wiiting and signed by the Parties to this Agreement.

8.2 The Parties agree that there are no conditions, variations or
representations, whether oral or wiitten and whether expressed or implied
or otherwise, other than those contained in this Agreement.

8.3 This Agreement replaces any other previous verbal or written agreements
entered into between the Parties.

8.4 Ihe Conditions of Tender, returnable schedules and annexures which are
required for tender evaluation purposes, shall form part of the contract
arising from the invitation to tender. Accordingly, the conditions of tender
and relevant returnable schedules, although not attached to  this
Contract, are specifically incorporated by way of reference and shall
form part of the Contract between the parties.

7 .
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WHOLE AGREEMENT, WAIVER AND VARIATION

This MOA embodies the whole agreement batween the Parfies. No other
agreement, whether oral. implied or otherwise, will be of any force and
effect unless it is reduced to wiiting and signed by the Supplier and the
City, or their duly appoinied representatives. There has been no
representation which forms part of this MOA which has not been

Included herein.

Any relaxation, indulgence or waiver which the City may grant to the
Suopker or any condonation by the City ot any breach of the terms of this
MOA will not become binding on the City. The City will at all times be
entitled to claim due and prompt performance by the Supplier of all of

the Supplier’s cbligafions in terms of this MOA.

Nc voriation of the terms of this MOA will be of any force or effect unless
recducec to wiifing and signed by the Supplier and the City, or their duly
apocinted representatives.

The Conditions of Tender, retumable schedules and annexures which are
required for tender evaluation purposes, shall form part of the contract
arising from the invitation to tender. Accordingly, the conditions of tender
and relevant returnable schedules, although not attached to this
Contract, are specifically incorporated by way of reference and shall

form part o° the Confract between the parties.
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THE CITY OF CAPE TOWN:

Name:

Capacity:

Date:

witness 2 I B

SUPPLIER :
Signature:
Name:

Capacity:

Jare:

Witness 1:

Withess 2:
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APPENDIXES

Al
A2
A3
A4
AS
Aé
A7

Form of Offer and Acceptance
Special Conditions of Contract
General Conditions of Contract
Supporting Schedules

Service Level Agreement
Pricing Schedule

Specifications

10
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Al: FORM OF OFFER AND ACCEPTANCE

(3) FORM OF OFFER AND ACCEPTANCE
TENDER 2685/20192020: SUPPLY, SUPPORT, MAINTENANCE OF ICT
SECURITY RELATED INFRAS TRUCTURE, SOFTWARE, SERVICES AND
LICENSHNG

PART A (TO BE FILLED IN BY TENDERER):
21 Requived Cotalle (Mease Crowde appicabls octsls b fa
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PART B (TO BE FILLED IN BY THE CITY OF CAPE TOWN})

By signing this Form of Cffer and Acceptance the City of Cape Town (also referred to
as {he ‘Purchaser’):

accepts the offer submitied by (_; ALSO REFERRED TO AS THE

“SUPPLIER")

thereby conduding a contract with the supplier for a contract period commencing from date of
commencement of contract anc terminating 30 June 2025;

undertakes to make payment for the goods/services dellvered in accordance with the tarms and
condit'ons of the Contract.

SIGNED AT ON THIS THE DAY OF __ 20
{PLACE) (DD) (MM) (YY)

Signature(s) and stamp of

I o s/ her delegated authority

Prirt name(s):
(duly authorised in terms of the System
of Dslegations as approved by Council)

12
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FORM OF OFFER AND ACCEPTANCE (continued)

(TO BE FILLED IN BY THE CITY OF CAPE TOWN)
Schedule of Devlations

Notes:
The extent of deviations from the tender documents issued by the CCT before the tender
clesing date Is limited to those permitted in terms of the conditions of tender.
A tencerer’s covering letter shall not be included in the final contract document. Should
any matter in such lstter, which constitutes a deviation as aforesaid. become the subject
of agreements reached during the process of offer and acceptancs, the outcome of such
agraemaent shall be recorded here.
Any other matter arising from the process of offer and acceptance efther as a
confirmaton, clarification or change to the tender documents and which it Is agreed by
the Parties becomes an obligation of the contract shall also be recorded here.
Any change or addition to the tender documents arising from the above agreements
and! recorded here, shall also be incorporated into the final draft of the Contract.

D T T

DIOUAIISE o o i imons o soms e i g AR N T T S8R R AR RTA

I Bubject ..o v v e R RS T N 5 Mo e 8 i e e it
DBUHETE. & . cvosmiovatonntosesmiorsssies e s oo R O A SRR 4
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4 SUDJECT s e s T 2 e

Details........

By the duiy authorised representatives signing this agreement, the CCT and the
tenderer agree to and accept the foregoing schedule of deviations as the only
devations from and amendments 1o this tender document and addenda thereto as
isted In the returnable schedules, as well as any confirmation, clarification or changes
to the terms of the offer agreed by the tenderer and the CCT during this process of
offer and acceptance.

It is expressly agreed that no other mattsr whether in writing, oral communication or
mplied dunng the period between the issue of the tender documents and the receipt
by the tencerer of a completed s.gned copy of this Agreement shall have any meaning
or effect in the cortract betwesn the parties arising from this agreement.

14
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A2: SPECIAL CONDITIONS OF CONTRACT

The following Special Cenditions of Confract, refening to the National Treasury —
Condtions of Contract (revised July 2010), are applicabls to this Confract:

1. Definitions
Defete Ciause 1.15 and substitute with the following

1.15  The word 'Goods’ is to be replaced everywhere it occurs in the GCC with the
phrase 'Goods and / or Services' which means all of the equipment, machinery,
materials, services, products, consumables, etc. that the supplier is reguired to
deliver 1o the purchaser under the contract, This definition shall also be
applicable, as the context requires, anywhere where the words “supplies” and
“services” occurs in the GCC.

Detets Clause 1.19 cnd substitute with the following

1.19 The word 'Order' is to be replaced everywhere it occurs in the GCC with the
woras 'Purchase Order’ which means the official purchase order authorised and
relecsed on the purchaser's SAP System and the date of the Purchase Order will
be the confract commencement dare

Delete Ciquse 1.2t and supstitute with the following:

~

121 ‘'Furchaser' means the City of Cape Town. The address of the Purchaser is [l

I Ccpe Town, 8001.

Add fhe following affer Clouse 1.25:

15
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.26 ‘Supplier’ means ony provicer of goods and / or services with whom the contract is
ceoncluded

| Obligation

Deiete Ciquse 3.2 in its enfirety and replace with the following clauses.

w
Ny

The parties will be liable to each other arising out of or in connection with any

oreach of the obligations detailed or implied in this contract, subject to clause
28,

W
[#¥]

Al parties in a joint venture or conscrtivm shall be [cintly and severally liable to
the purchaser in terms of this contract and shall carry individually the minimum

levels of insurance stated in the contract, if any.

3.4 The parties shall comply with all faws, regulations and bylaws of local or other
autherities having jurisdiction regarding the delivery of the goods and give all
notices and pay all charges required by such authorities.

3.5  The supplier shall:

3.5.1 Amange for the documents listed below 1o be provided to the Purchaser prior
to the issuing of the crder;

Q) Preof of Insurance (Refer to Clause 11) or Insurance Broker's Warrantee
b) Letter of good standing from the Compensction Commissioner, or a
licersed compensation insurer (Refer to Clause 11)

8]

) Init'al delivery programme
d) Other requirements as detailed in the tender documents

3.5.2 Only when ncfified of the acceptance of the bid by the issuing of the order, the
suopler shall commence with and camy out the delivery of the goods in
accordance with the coniract, to the satistaction, of the purchaser

16
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3.5.9
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Provide all of the necessary materials, labour, plant and equipment required for
the delivery of the goods including any temperary services that may be required
Insure his workmen and employees against death o injury arising out of the
delivery of the goods

Be continuously represented during the delivery of the goods by a competent
representative duly authorised o execute instructions:

In the event of a loss resulting in @ claim against the insurance polficies stated in
clause 11, pay the fist amount (excess) as required by the insurance policy
Comply with all written instructions from the purchaser subject fo clause 18
Complete and deliver the goods within the period stated in clause 10, or any
extensions thereof in ferms of clause 21

Make good at his own expense all incomplete and defective goods during the
warranty period

3.5.10 Pay fo the purchaser any penalty for delay as due on demand by the purchaser.

The supplier hereby consents to such amounts being deducted from any
payment to the supplier.

3.5.11 Comply with the provisions of the OHAS Act & il relevant regulations.

3.5.12 Comply with all laws relating to wages and conditions generdlly governing the

employment of labour in the Cape Town area and any applicable Barggaining
Council agreements.

3.5.13 Deliver the goods in accordance with the contract and with all reasorable care,

3.6

3.6.1

3.6.2
3.6.3

diigence and skil in accordance with generally accepted professional
technigues and standards.

The purchaser shall:

Issue orders for the goods required under this Confract. No liability for payment
will ensue for any work done if an official purchase order has not been issued to
the supplier.

Make payment to the supplier for the goods as set out herein.

Take possession of the goods upon delivery by the supplier.

17
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Regularly inspect the goods to estalblish that it is being delivered in compliance
with the contract.

Give any instructions and/or exolanations and/or variations to the supplier
including any relevant advice 1o assist the supplier to understand the contract
documents.

Giant or refuse any exfension of time requested by the supplier to the pericd
stated in clause 10,

inspect the goods to determine if. in the opinion of the ouichaser, it has been
delivered in compliance with the contract, clternetively in such a state that it
can be property used for the purpose for which it was intended.

Brief the supgplier and issue all documents, information, eic. in accordance with

the contract.

5. Use of contract documents and information: inspection, copyright, confidentiality

eic.

Add the following after clouse 5.4:

8.5

5.6

Cepyright of ali documents prepared by the supplier in accordance with the
relevant provisions of the copyright Act {Act 98 of 1978] relating to contract shall
be vested in the purchaser. Where copyright is vested in the supplier, the
purchaser shall be entitled to use the documents or copy them only for the
purposes for which they are intended in regard to the contract and need not
obtain the supplier's permission to copy for such use. Where copyright is vested in
the purchoser, the supplier shall not be liable in any way for the use of any of the
information other than as originally intended for the contract and the purchaser
hereby indemnifies the supplier against any claim which may be made against
him by cny party arising from the use of such documentation for other purpcses.

The ownership of data and factual information collected by ‘he supplier and
peid for by the purchaser shall, ofter payment, vest with the purchaser

Publicity and publication
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The supolier shal not release public of media statements or publish material
refated to the services or confract within two {2) years of completion of the
services without “he wiitten approval of the purchaser. which approval shall not

oe vnreasonably withheld,

confidentiality

Beth perties shal keep all informotion obtained by them in the context of the
Confract confidential and shall not divulge it without the wrilien approval of the
other party.

7. Performance Security

Delete ciause 7.1 to 7.4 and replace with the following:

Not Applicable. Tenderers must disregard Form of Guarantee / Performance Security
and are not required tc complete same

8. Inspections, tests and analyses

Delete Ciause 8.2 and substitute with the following:

8.2

fitis a bid condition that supplies to be produced or services to be rendered
shouka at any stage during production or execution or on completion be subject
fo inspecticn, the premises of the bidder or contractor shall be open, at all
reasonable hours, for inspection by a representative of the purchaser or an
organ'sation acting on behalf of the purchaser.

10. Defivery and documents

Defete clauses 10.1 and 10.2 and replace with the following:

10.1 Delivery of the goods shall be made by the supplier in accordance wiih the terms

specified in the contract. The time for delivery of the goods shall be the date as
stated or the order.

19
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RS million in respect of each and every claim during the contract period.

n tne event of under insurance or the insurer's repudiation of any claim for

whatever reason, the CC1 will retain its right of recourse against the supplier.

11.3 The suppiier shall be obliged to furnish the CCT with proof of such insurance as the
CCT may require from fime to fime for the duration of this Contract, Evidence that
the insurances have been effected in terms of this clause, shall be either in the
form of an insurance broker's waranty worded precisely as per the pro forma
version con‘ained in the Proof of Insurance / Insurance Broker's Warranty section
of Ine document or copies of the insurance policies.

15. Warranty

Add to Clause 15.2:

15.2 This wamranty for this contract shall remain valid for six (6} months after the goods
have been delivered.

16. Payment

Delefe Clause 16.1 in its entirety and replace with the folfowing:

16.1 A monthly payment cycle will be the norm.  All invoices which are dated on or
before the 20th of a particular month will typically be paid between the 23rd and
26th of the following month. The supplier may submit a fully motivated application
regarding mere frequent payment fo the Employer for consideration. Requests for
more frequent payments will be considered at the scle discrefion of the Employer

and is not a right in terms of this confract,

Defete Clause 16.2 in its enfirety ond replace with the following:

2]
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10.2 The purchaser shcll determine. ir its sole discretion, whether the goods have been
delivered in compliance with the contfract, alternatively in such a state that it can
be oroperly used for the purpose for which it was infended. When the purchaser
Jdefermines that the goods have been satisfactorly delivered, the purchaser must
ssus an appropriate certificotion, or written approval, to that effect. Invoicing
mav only occur, and must be dated, on or after the date of acceptance of the
goods.

11. Insurance

Add the following after ciause 11.1:

11.2 Without limiting the coligafions of the supplier in terms of this contract, the suppiier
shall effect and maintain the following additional insurances:

al Pudlic liability insurances, in the name of the supplier, coverning the supplier
ard the purchaser against liability for the death of or injury to any person,
or loss of or damage {0 any property, arising out of or in the course of this

Contract, in an amount not less than R2C million for any single claim;

b) Motor Vehicle Liab'ity Insurance, in respect of all vehicles owned and / or
lecsed by the supplier, comprising (as a minimum) “Balance of Third Party”
Risks including Passenger Liability Indemnity;

¢} Registration / insurance in terms of the Compensation for Occupational
Injuries and Disease Act, Act 130 of 1993. This can either take the form of a
cetified copy of a valid Letter of Good Standing issued by the
Ccmpensafion Commissicner, or proof of insurance with a licenced
compensation insurer, frem either the bidder's broker or the insurance
company ifself (see Proof of Insurance / Insurance Broker's Wamranty section
in documer:t for ¢ pro forma version).

¢} Professicnal indemnity insurance providing cover in an amount of not Isss than
20
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16.2 The supplier shall fumish the purchaser's Accounts Payable Department with an
original tax inveice, clearly showing the amount due in respect of each and every
claim for payment.

Add the following after clause 16.4

16.5 Nofwitnstanding any amoun® stated on the order, the supplier shall only be
entiied to payment for goods actually delivered in terms of the Project
Specification and Drawings, ¢f any variations in accordance with clause 18. Any
contingency sum incluced shall be for the sole use, and at the discretion, of the
purchaser.

The CCT is not liable for oayment of any invoice that pre-dates the date of
deiivery of the goods.

16.6 The purchaser will only make acvanced payments to the suppiier in strict
compliarce with the terms and details ¢s contained on Proforma Advanced Payment
Guarantee.

17. Prices
Add the folowing after clause 17.1

17.2 The prices for the goods delivered and services performed shall not be subject to
centract price adjustment

18. Contract Amendments and Varigtions

Add the folowing fo clouse 18.1:

Variatfions means changes to the goods or any extension of the duration of the
contract that the purchaser issues to the supplier as instructions in wrifing, subject
fo prior approval by “he purchaser's delegated authority as reflected on an
authorised amended order. Should the supplier deliver any goods not described

22



Tender 2655/2019/2020

in a written instruction from the purchaser, such work will not become due and

payable unlil amended order has been issued by the purchaser.

21. Delays in the supplier's performance

Delete Clause 21.2 in its entirety and replace with the following:

21.2

213

If at any time during the performance of the confract the supplier or its sub-
contractors should encounter conditions beyond their reasonable control which
impede the fimely delivery of the goods, the supplier shali notify the purchaser in
wiiling, within 7 Days of first having become aware of these conditions, of the
facts of the delay, its cause(s) and its probable duration. As soon as practicable
after receipt of the supplier's nofice, the purchaser shall evaluate the situation,
and may at his discretion extend the time for delivery.

Where additional time is granted, the purchaser shall also determine whether or
not the supplier is entitled to payment for additional costs in respect thereof, The
principle to be applied in this regard is that where the purchaser or any of its
agenis are responsible for the delay, reasonable costs shall be paid. In respect of
delays that were beyond the reasonable control of both the supplier and the
purchaser. additional time only (no costs) will be granted.

The purchaser shall nofify the supplier in writing of his decision(s) in the above
regard.

No provision in a contract shall be deemed to prohibit the obtaining of goods
from a national department, provincial department, or a local authority.

22, Penaltles

Defete clause 22.1 and replace with the following:

23
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22.1 Subject to GCT Clause 25, if the supplier fails to deliver any or all of the goods
within the period(s) specified in the contract, the purchaser shall, without
prejudice to its other remedies under the confract, deduct from the contract
price, as a penally, a sum as stated herein for each day of the delay until actual
delivery ¢or performance.

The penalty for this contract shall be as per the Service Level Agreement.
23. Termination for default

Delete the heading of clause 23 and replace with the following:
23. Termination

Add the following to the end of ciause 23.1;

if the supplier fails to remedy the breach in terms of such notice
Add the following after clause 23.7:

23.8 In addition to the grounds for termination due to detault by the supplier, the
contract may aiso be terminated:

23.8.1 Upon the death of the supplier who was a Sole Proprietor, or a sole member of a
Close Corporation, in which case the contract will terminate forihwith.

23.8.2 The parties by mutual agreement terminate the contract.

23.8.3 If an Order has been issued incomectly, or to the incomect recipient, the resulting
contract may be terminated by the purchaser by wiitten notice

23.9 It the contract is ferminated in terms of clause 23.8, all obligations that were due
and enforceable prior to the date of the termination must be performed by the
relevant party.

27. Settlement of Disputes

Amend clause 27.1 as foliows:

24
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If any dispute or difference of any kind whatsoever, with the exception of
termination in ferms of clause 23.1(c), arises between he purchaser and the
supplier in connection with or arising out of the contract, the parties shall make
every eifort to resolve such dispute or difference amicably, by mutual
consultation.

Deiete Ciause 27.2 in its entirety and repiace with the foffowing:

should -he porties “ail to resolve any dispute by way of muiual consultation,
ei'her party shall be entitled to refer the matter for mediation before an
indeperdent and impartiai person appointed by the City Manager in
accordance with Regularon 50(1) of the Local Government: Municipal Finance
Mancgement Act 56 of 2003 - Municipal Supply Chain Management
Regulations {Nofice 848 of 2005). Such referral shall be done by either party
giving written nofice to the other of ifs intention o commence with mediation,
No medation mey be commenced unless such notice is given to the other party.
Irespective whether the mediation resolves the dispute, the parties shall bear
their own costs concemning the mediation and share the costs of the mediator
and related costs equaily.,

Ths mediafor shall agree the procedures, representation and dates for the
mediation process with the parties. The mediator may meet the parties together
orindividually o enable a settlement.

Whrere the pariss reach seftlement of the dispute or any part thereof, the
mediater shall record such agreement and on signing thereof by the parties the
agreement shall be final and binding.

Save for reference 1o any paoition of any settlement or decision which has been
agreed to be final and binding on the parties, ne reference shall be made by or
on beholf of either party in any subsequent court proceedings, to any outcome
of an amiccble setflerrent by mutuval consultation, or the fact that any particular
evidence was given, or t¢ any submission, statement or admission made in the
ccurse of amicable settlement by mutual consultation or mediation.
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28. Limitation of Liabllity

Delete ciause 28.1 {b) and replace with the following:

{b)  the agaregate liability of the supplier to the purchaser, whether under the
confract, in lort or otherwiss, shall not exceed the sums insured in terms of
ckawse 11 inrespect of insurable events, or where no such amounts are
stated, 1o an amount equal to twice the contract price, provided that this
limitation shall not apply to the cost of repairng or replacing defective

equipimernt,

Add the following after clause 28.1:

[}
@
(9]

283

28.4

Without defracting from, and in addition 10, any of the other indemnities in this
confract, the supplier shail be solely liable for and hereby indemrifies and holds
harmiess the purchaser against all claims, charges, damages, costs, actions,
liability, demands and/or proceedings and expense in connection with:

Q) personal injury or loss of life 1o any individual;

b) loss of or damage to property;

arising from, out of, or in connection with the performance by the supplier in
terms of this Contract, save to the extent caused by the gross negligence or
wilful misconduct of the purchaser.

The supplier and/or its employees, agents, concessionaires, suppliers, sub-
contractors or customers shall nct have any claim of any nature against the
purchaser for any loss, damage, injury or death which any of them may directly
or indirectly suffer, whether or not such loss, damages, injury or death is caused
through negligence of the purchaser or its agents or employees.

Notwithstanding anything to the contrary contained in this Contract, under no
circumstances whatsoever, including as a result of its negligent (including grossly
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neglgent) acts or omissions or those of its servanis, agents or contractors or other
persons for whom in law it may be liable, shall any party or its servants {in whose
favour this constitutes a stipulatio afferi) be liable for any indirect, extrinsic,
special, penal, punitive, exemplary or conseguenliai loss or damage of any kind
whatsoever, whether or not the loss was actually foreseen or reasonably
foreseeable), sustained by the other party, its directors and/or servants, including
but not limited to any loss of profits, loss of operation time, coruption or loss of
information and/or loss of contracts.

285 Each party agress to waive all claims against the other insofar as the aggregate

of compensation which might otherwise be payable exceeds the aforesaid
maximum amounts payable.

31. Notices
Delete clauses 31.1 and 31.2 and replace with the following:

311 Any notice, request, consent, approvals or other communications made
between the Parties pursuant to the Contract shall be in wiiting and forwarded
to the addresses specified in the confract and may be given as set out
hereuncer and shall be deemed fo have been received when:

a) hond delivered - on the working day of delivery
b) sent by registered mail - five (5) working days after mailing
c) sent by email or telefax - one (1) working day after transmission

32. Taxes and Duties
Delete the final sentence of 32.3 and replace with the following:
In this regard, it is the responsibility of the supplier to submit documentary

evidence in the form of a valid Tax Clearance Certificafe issued by SARS to the
CCT at the Supplier Management Unit located within the Supplier Management
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/ Registration Office, 2 Aocr (Concourse Level), Civic Centre,

I Ccoe Town (Te! Q.

Add the foliowing after clause 32.3:

32.4The VAT registration number of the City of Cape Town is | .
ADDITIONAL CONDITIONS OF CONTRACT

Add the following Clause after Clause 34:

35. Reporting Obligations.

35.1 The supplier shall complete, sign and submit with each delivery note, all the
documents as required in the Specifications. Any failure in this regard may result in a
delay in the processing of any payments,

36. Contract Perlod

36.1 It is the intention of the City of Cape Town to run this tender subject to Section 33 of
The Local Government Municipal Finance Management Act 56 of 2003 whersby this
tender willimpose financial obligations on the City for a period longer than the three (3)
financial years. The tender period is initially valid for the 3-years. ihereafter the
additional 2 years that is addressed in this tender document is subject to the City of
Cape Town's Council approval via the Section 33 process.
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A3: GENERAL CONDITIONS OF CONTRACT

{National Treasury - General Conditions of Contract (revised July 2010}))
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24. Dumping and countervailing duties

25, Force majeure

26. Termination for insolvency

27. Settlement of disputes

28. Limitation of liability

29. Governing language

30. Applicable law

31. Nofices

32. Taxes and duties

33. National Industrial Participation Programme (NIPP)

34. Prohibition of restrictive practices

1. Definltions

1. The following ferms shall be interpreted as indicated:

1.1 ‘Closing tfime’ means the date and hour specified in the bidding
documens for the receipt of bids.

1.2 'Confract’” means the written agreement entered intc between the
purchaser and the supplier, as recorded in the conitract form signed by
the parties. including all attachments and appendices thereto and all

documents incorporated by reference therein.

1.3 ‘Confract price’ means the price payable to the supplier under the
contract for the full and proper performance of his or her contfractual

obligations.
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1.4 'Corupt practice’ means the offer ng. giving, receiving, or soliciting of
anvihing of value o infiuence the action of a public official in the

procurement proceass or in contract execution,

1.5 'Countervailing duties' are imposed in cases in which an entferprise
atread s subsdised by its government and encouraged to market ifs

oroducts intemationally.

1.¢ ‘Country of crigin' means the place where the goods were mined, grown
or produced or from which the services are supplied. CGoods are
producec when, through manufacturing, processing or substantial and
mgajer assembly of comocnents, a commercially recognised new product
resuls that is suostantially different in basic characteristics or in puroose or

ulility from its components.
1.7 'Cay' means calendar day.

1.8 'Delivery’ means delivery in compliance with the conditions of the

contract or crder.

1.9 ‘Delivery ex stock' means immediate dslivery directly from stock actually

or hand.

1.1¢ 'Delivery irto consignee's store or to his site' means delivered and
Jnioaded in the specified store or depot or on the specified site in
compoliance with the conditions of the confract or order. the supplier
oearing all risks and charges involved untll the supplies are so delivered
ard a valid receipt is obtained.
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111 "Dumping' occurs when a private enterprise abroad markets its goods on
its own intiative in the RSA aof lower prices than that of the country of
arfgin. and which action has the potential to harm the local industries in
the RSA.

1.12 "Force majeure’ means an event beyond the control of the supplier, not
involving the suppiier's fault or negligence, and not foreseeable. Such
events may include, but are not restricted to, acts of the purchaser in its
sovereign  capacity, wars or revolutions, fires, floods, epidemics,

quarantine restrictions and freight embargoes.

1.13 "Freudulent practice’ means a misrepresentation of facts in order to
nfluence a procurement process or the execution of a contract to the
detriment of any bidder, and includes collusive practice among bidders
fprior to or after bid submission) designed to establish bid prices at
artificial. non-competitive levels and to deprive the bidder of the benefits
of free and ooen competition.

14 G

1.14 'GCC' means the General Conditions of Contract.

1.15 ‘Goods’ means all of the equipment, mcchinery, and/or other materials

that the supplier is requirec to supply to the purchaser under the confract.

1.16 'Imported content' reans that portion of the bidding price represented
by the cost of components, parts or materials which have been or are still
fo be imported (whetner by the supplier or his subcontractors) and
wnich costs cre inclusive cf the costs abroad, plus freight and other direct
impertation costs such as landing costs, dock dues, import duty, sales duty

or other similar tax or duty at the South African place of entry as well as
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Tonsportat'on and hand 'ng charges to the factory in he Republic where
ine supplies covered by the bid will be manufactured.

.17 "Local content' mears that portion of the bidding price which is not
included in the imoorted content, provided that local manufacture does
tcke place.

1.18 "Manufacture' means the production of products in a factory using
labour, malerials, components and machinery, and includes other,

reiated value-adding activities.

1.1¢ ‘Orcer’ means an official written order issued for the supply of goods or

works or the rendering of a service.

1.20 *Project site’, where applicable, means the place indicated in bidding

decuments.

1.21 *2urchaser’ means the organisction purchasing the goods.

1.22 'Republic’ means the Republic of South Africa.

1.23 'SCC" means the Special Conditions of Contract.

1.2+ Services” means those functional services ancillary to the supply of the
goods, such cs transportation and any other incidental services, such as
nstallation, commrissioning.  provision of technical assistance, training,

cetenng, gardening, security, maintenance, and other such obligations of

the supplier covered under the contract.
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1.25 'Wntten" or ‘in wiiting’ means handwritten in ink or any form of electronic

or mechanical writing.

2. Application

2.1 These general condifions are applicable to all bids, contracts and orders,
incleding bids for functional and professional services. sales, niring, letting
and the granting or acquiring of rights, but excluding immovable

property, unless otherwise indicated in the bidding documents.

2.2 Where applicaole, specicl conditions of contract are also laid down to

cover specific supplies, services or works,

2.3 Where such special conditions of confract are in conflict with these
general conditions, the special conditions shall cpply.

3. General

3.1 Unless otherwise indicated in the bidding documents, the purchaser shall
not be liable for any expense incurred in the preparation and submission
of a bid. Where applicable, a non-refundable fee for documents may be
charged.

3.2 With cerlain exceptions, invitations to bid are only published in the
Government Tender Bulletin, The Government Tender Bulletin may be
obtained directly from the Government Printer, Private Bag X85, Pretoria

0001, or accessed electronically from www.treasury.qov.za.
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4, Standards

4.1 The goods supplied shall conform to the standards mentioned in the
bidding documents and specifications.

5. Use of contract documents and information; inspection.

3.1 The supplier shall not, without the purchaser’s prior written consent,
disclose the contract, or any provision thereof, or any specification, plan,
drawing, pattern, sample, or information furnished by or on behalf of the
purchaser in connection therewith, to any person other than a person
employed by the supplier in the performance of the contract. Disclosure
to any such employed person shall be made in confidence and shall
extend only so far as may be necessary for the purposes of such

performance.

5.2 The supplier shall not, without the purchaser’s prior written consent, make
use of any document or information mentioned in GCC clause 5.1, except

for purposes of performing the contract.

3.3 Any document, other than the confract itself, mentioned in GCC clause
5.1 shall remain the property of the purchaser and shall be returned (cill
copies} to the purchaser on completion of the supplier's performance

under the contract if so required by the purchaser.

5.4 The supplier shall permit the purchaser to inspect the supplier's records
relating to the performance of the supplier and to have them audited by

auditors oppointed by the purchaser, if so required by the purchaser.
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6. Patent rights

5.1 The supplier shall indemnify the purchaser against all third-party claims of
infingement of patent, frademark, or incustrial design rights arising from

the use of the goods or any part thereof by the purchaser.

7. Performance Security

7.1 Within 30 {thirty] days of receipt of the notification of contract award, the
successful bidder shali fumnish to the purchaser the performance security

of the amount specified in the SCC.

7.2 The proceeds of the performance security shall be payable to the
purchaser as compensation for any loss resulting from the supplier's failure

to complete his obligations under the contfract.

7.2 The performance security shall be denominated in the curency of the
contract or in a freely convertivle currency acceptable to the purchaser,
and shall be in one of the following forms:

a) a bank guarantee or an irrevocable letter of credit issued by a
reputable bank located in the purchaser’'s country or abroad,
acceplable to the purchaser, in the form provided in the bidding
documents or another form acceptable 1o the purchaser: or

b} a cashier's or certified cheque.

7.4 The performance security will be discharged by the purchaser and
returned to the supplier not later than 30 (thirty) days following the date of
completion of the supplier's performance obligations under the confract,

including any warranty obligations, unless otherwise specified in the SCC.
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8. Inspections, tests and analyses

8.1

8.2

‘(}J
(5]

8.4

8.5

8.6

All pre-bidding testing will be for the account of the bidder.

If It is @ bid condition that supplies to be produced or services to be
rendered should at any stage during production or execution or on
completion be subject to inspection. the premises of the bidder or
confractor shall be open, at all reasonable hours, for inspection by a
representative of the Department or an organisafion acting on behalf of

the Department,

If there are no inspection requirements indicated in the bidding
documents and no mention of such is made in the contract, but during
the confract peried it is decided thai inspections shall be camied oul, the
purchaser shall itself make the necessary amangements, including

payment arangemenis with the testing authority concerned.

If the inspections, tests and analyses referred to in clauses 8.2 and 8.3
show te supplies to be in accordance with the coniract requirements,
the cost of the inspections, tests and analyses shall be defrayed by the

purchaser.

Where the supplies or services referea to in clauses 8.2 and 8.3 do not
comply with the contract reguirements, irespective of whether such
supplies or services are accepted or not, the cost in connection with these

inspections, tests or analyses shall be defrayed by the supplier.

Supplies and services which are referred to in clauses 8.2 and 8.3 and

which do not comply with the contract requirements may be rejected.
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8.7 Any contract supplies may on or after delivery be inspected, tested or
andlysed and may be rejected if found not to comply with the
requirements of the contract. Such rejected supplies shall be held at the
cost and risk of the supplier, who shall, when called upon, remove them
immediately at his own cost and forthwith subsfitute them with supplies
which do comply with the requirements of the confract. Failing such
removal, the rejected supplies shall be returned at the suppliers cost and
risk. Should the supplier fail to provide the substitute supplies forthwith, the
purchaser may, without giving the supplier further opportunity to substitute
the rejected supplies. purchase such supplies as may be necessary at the
expense of the supplier.

8.8 The provisions of clauses 8.4 to 8.7 shall not prejudice the right of the
purchaser to cancel the contract on account of a breach of the
conditions thereof, or to act in terms of Clause 23 of the GCC,

9. Packing

9.1 The supplier shall provide such packing of the goods as is required to
prevent ther damage or deterioration during transit to their final
destination, as indicated in the contract. The packing shall be sufficient to
withstand, withou limitation, rough handling during transit and exposure
to extreme temperatures, salt and precipitation during transit, and open
storage. Packing, case size and weights shall take into consideration,
where appropriate, the remoteness of the goods’ final destinaticn and the

absence of heavy handling facilities at all points in transit,

9.2 The packing, marking, and documentation within and outside the

packages shall comply striictly with such special requirements as shall be
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expressly provided for in the coniract, including additional requirements, if
any, specified in the SCC, and in any subsequent instructions ordered by
the purchaser.

10. Delivery and documents

10.71 Delivery ¢f the goods shall be made by the supplier in accordance with
the terms specified in the contract. The details of shipping and/or other

documents 1o be furnished by the supplier are specified in the SCC.

10.2 Documents to be submitted by the supplier are specified in the SCC.

11. Insurance

1.1 The goods supplied under the contract shall be fully insured, in a freely
convertivle cumercy, against loss or damage incidental o manufacture
or cccuistion, transportation, slorage and delivery in the maonner
soectied in the SCC.

12. Transportation

2.1 Snould a price other than an all-inclusive delivered price be required, this
shall be specifiez in the SCC.

13, Incidental Services

13." The sLoplier may be recuired fo provide any or all of the following
services. inclucing additional services (if any) specified in the SCC:
(a} performarce or supervision of on-site assembly, and/or commissioning

o the supplied goods;
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(£} furnishing of tcols required for the assembly and/or maintenance of
the supplied goods;

(¢} furnishing of a detailed operations and maintenance manual for each
appropricte unit of the supplied goods:

{d) performance or supervision or maintenance and/or repair of the
supplied goods, for o period of time agreed by the parties, provided
that this service shall not relieve the supplier of any wamranty
obligations under this contract; and

(e} frairing of the purchaser's personnel, at the supplier's plant and/cr on-
site, in assembly, start-up, operation, maintenance, and/or repair of
the supolied goods.

13.2 Frices charged by the supplier for incidental services, if not included in
the confrazt crice for the goods, shall se agreed upon in advance by the
oarties anc shall not exceed the pravailing rates charged to other parties
oy the supplier for similar services.

14. Spare parts

14.1 As specified in the SCC, the supplier may be required to provide any or
all of the following materials, notifications, and information pertaining to
spare parts manufactured or distributed by the supplier:

{ajsuch spare parts as the purchaser may elect to purchase from the
supplier, provided that this election shall not relieve the supplier of any
wamranty obligations under the contract; and

{b}in the event of termination of production of the spare parts:

{i) Advance nofification to the purchaser of the pending termination, in
sufficient time to permit the purchaser to procure needed
requirements; and



Tender 2655/2019/2020

il following such termination, fumishing at no cost 1o the purchaser, the
blueprints, drawings, and specifications of the spare  parts, if
requested.

15. Warranty

15.1 The supplier warrants that the goods supplied under the confract are
new, unused, of the most recent or cument models, and that they
incorporate all recent improvements in design and materials unless
provded otherwise in the contract. The supplier further warrants that all
goods suppled under this confract shall have no defect arising from
design, matericls, or workmanship (except when the design and/or
matericl is required by the purchaser's specifications), or from any act or
omission of the supplier, that may develop under normal use of the
suppiied goods in the conditions prevailing in the country of final
destination.

15.2 This warranty shall remain valid for 12 (twelve)} months after the goods, or
any portion “nereof, as the case may be, have been delivered to and
accepted at the final destination indicated in the contract, or for 18
(eighteen) months after the date of shipment from the port or place of
loading in the source country, whichever period concludes earlier, unless
specified otherwise in the SCC.

15.3 The purchaser shall netify the supplier oromptly, in writing, of any claims

arnsing under this warranty.,
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15.4 Upen receipt of such notice, the supplier shall, within the period specified
in the SCC and with all reasonable speed, repair or replace the defective
geods or parts thereof, without costs to the purchaser.

15.5 If the supplier, having been notified, fails to remedy. the defect(s} within
the period specified in the SCC. the purchaser may proceed to take such
remedial action as may be necessary, at the supplier's rick and expense
and withcut prejudice to any other rights which the purchaser may have

against the supplier under the contract.

14. Payment

16.1 The method and conditions of payment ‘o be made io the supplier
under this contract shall be specified in the SCC.

16.2 The supplier shall furnish the purchaser with an invoice accompanied by
a copy of the delivery nete and upon fulfilment of any other aobligations

stipulated in the contract.

16.3 Fayments shall be made promplly by the purchaser, but in no case later

than 30 {thirty) days after submission of an invoice or claim by the supplier.
o.4 Payment will be made in Rand unless otherwise stipulated in the SCC.
17. Prices
17.1 Prices charged by the supplier for goods delivered and services

performed under the contract shall not vary from the prices tendered by

the supplier in his bid, with the exception of any price adjustments
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auvthorized in the SCC or in the purchaser's request for bid validity

extension, as the case may be.

18. Contract Amendments

18.1 No variation in or modification of the terms of the contract shall be made

except by wiiten amendment signed by the parties concerned.

19. Assignment

19.1 The supplier shall not assign, in whole or in part, its obligations to perform

under the contract, except with the purchaser’s prior written consent.

20. Subcontracts

20.1 The supplier shall nofify the purchaser in writing of all subcontracls
awarded under this contract if not already specified in the bid. Such
nofification, in the original bid or later, shall not relieve the supplier from

any liability or obligation under the confract.

21. Delays in the supplier's performance

21.1 Delivery of the goods and performance of services shall be made by the
supplier in accordance with the time schedule prescribed by the

purchaser in the contract.

21.2 If at any time during the performance of the contract, the supplier or its
subcontractor(s} should encounter conditions impeding timely delivery of

the goods and performance of services, the supplier shall promptly
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noti'y the purchaser in writing of the fact of the delay. its likely duration
and its cause(s}. As soon as practicable after receipt of the supplier's
notice, the purchaser shall evaluate the situation and may at his or her
discreton extend the supclier's time for performance, with or without the
imposition of penalties, in which case the extension shall be ratified by the

parties by amendment of contract.

21.3 No provision in @ contract shall be deemed to prohibit the obtaining of
suppilies or services from a national department, provincial department, or
a local authority.

21.4 "he right is reserved to procure, outside of the contract, small quantities
of supplies: cr o have minor essenticl services executed if an emergency
aises, or “he suoplier's point of supply is not situated at or near the place
whnere the supplies are required, or the supplier's services are not readily
availakle.

21.5 Except as provided under GCC Clause 25, a delay by the supplier in the
performance of its delivery obligaticns shall render the supplier liable to
the impcsition of penalties, pursuant to GCC Clause 22, unless ¢n
extension of fime is agreed upon pursuant fo GCC Clause 21.2 without the

aoplication of penalties.

21.5 Upon any deay beyend the delivery period in the case of a supplies
confract, the purchaser shall, without cancelling the contract, be entitled
0 purchase supplies of a similar quality and up fo the same quantity in
substitution of the goods not supplied in conformity with the contract and
o retum cny goods delivered later af the supplier’s expense and risk, or to

cancel the confract and buy such goods as may be required to
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complete the contract and, without prejudice to his other rights, be
entitted to claim damages from the supplier.

22. Penalties

22.1 Subject to GCC Clause 25, if the supplier fails to deliver any or all of the
goods or to perform the services within the period(s) specified in the
contract, the purchaser sholl, without prejudice to its other remedies
under the confract, deduct from the contract price, as a penalty, a sum
calculated on the delivered price of the delayed goods or unperformed
services, using the current prime interest rate, calculated for each day of
the delay unfil actual delivery or performance. The purchaser may also
consider termination of the contract pursuant to GCC Clause 23.

23. Termination for default

23.1 The purchaser, without prejudice to any other remedy for breach of
confract, by written notice of default sent to the supplier, may terminate

this contract in whole or in part:

(a)if the supplier fails to deliver any or all of the goods within the period(s)
soecified in the contract, or within any extension thereof granted by
the purchaser pursuant to GCC Clause 21.2;

(b)if the supplier fails fo perform any other obligation{s) under the
confract; or

(c}if the supplier, in the judgment of the purchaser, has engaged in
conupt or fraudulent practices in competing for or in executing the
contract.
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23.2 In the event the purchaser terminates the contract in whole or in part,
the purchaser may procure, upon such terms and in such manner as it
deems appropriate, goods, works or services similar to those undelivered,
and the supplier shall be liable to the purchaser for any excess costs for
such similar goods, works or services. However, the supplier shail continue

performance of the contract to the extent not terminated.

23.23 Where the purchaser terminates the confract in whole or in part, the
purchaser may decide fo impose a restriction penalty on the supplier by
prohibiting such supplier from doing business with the public sector for a
period not exceeding 10 years.

23.4 If a purchaser intends imposing a restriction on a supplier or any person
associated with the supplier, the supplier will be allowed a time period of
not more than 14 (fourteen) days to provide reasons why the envisaged
restriction should not be imposed. Should the supplier fail to respond within
the stipulated 14 {fourteen) days the purchaser may regard the intended
penalty as not objected against and may impose it on the supplier.

23.5 Any resticton imposed on any person by the Accounting
Officer/Authority will, at the discretion of the Accounting Officer/Authority,
also be applicable to any other enterprise or any partner, manager,
director or other person who wholly or partly exercises or exercised or may
exercise control over the enterprise of the first-mentioned person, and with
which enterprise or person the firsi-mentioned person is or was, in the

opinion of the Accounting Officer/Authority, actively associated.

23.4 If aresiriction is imposed, the purchaser must, within 5 (five) working days
of such imposition, furnish the Natfional Treasury with the following

information;
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{it the name and address of the supplier and/or person restricted by the
purchaser;

(il the dafe of commencement of the restriction:

(il the pericd of restriction; and

(iv) the reasons for the restriction.

These details will be loaded in the National Trecsury's central database
of suppliers or persons prohibited from doing business with the public
sector.

23.7 If @ court of law convicts a person of an offence as contemplated in
sections 12 or 13 of the Prevention and Combating of Conmupt Activities
Act, Act 12 of 2004, the court may also rule that such person’s name be
endorsed on the Register for Tender Defaulters. When a person's name
has been endorsed on the Register, the person will be prehibited from
deing business with the public sector for a period of not less than five
years and not more than 10 years. The National Treasury is empowered to
determine the period of restriction, and each case will be dealt with on its
own merifs. Accordirg to secticn 32 of the Act the Register must be open
tc the public. The Regisier can be perused on the National Treasury
website,

24. Anfi-dumping and countervailing dufies and rights

24.1 When, ofter the dare of bid, provisional payments are required, or anti-
dumping or countervailing duties are imposed, or the amount of a
provisicnal payment or anti-dumping or countervalling right is increased in
respect of any dumpec or subsidised import, the State is not liable for any
amount so required or imposed, or for the amount of any such increase.

When, ofter the said date, such @ provisional payment is no longer
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required or any such anti-dumping or countervailing right is abolished, or
where the amount of such provisional payment or any such right is
reduced, any such favourable difference shall, on demand, be paid
forthwith by the contractor to the State, or the State may deduct such
amounts from moneys (if any) which may otherwise be due to the
confractor in regard to supplies or services which he or she delivered or
rendered, or is fo deliver or render in terms of the contract or any other

contract or any other amount which may be due to him or her.
25. Force majeure

258.1 Notwithstanding the provisions of GCC Clauses 22 and 23, the supplier
shall not be liable for forfeiture of its performance security, damages, or
termination for default if, and to the extent that, his delay in performance
or other failure to perform his obligations under the confract is the result of

an event of force majeure.

25.2 If a force majeure situation arises, the supplier shall notify the purchaser
promptly, in writing, of such condition and the cause thereof. Unless
otherwise directed by the purchaser in writing, the supplier shall confinue
to perfom its obligations under the contract as far as is reasonably
practical, and shall seek all reasonable alternative means  for
performance not prevented by the force majeure event.

26. Termination for insolvency

26.1 The purchaser may at any fime terminate the contract by giving written
nofice to the supplier if the supplier becomes bankrupt or otherwise
insolvent, In this event, fermination will be without compensation to the

supplier, provided that such termination will not prejudice or affect any
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right of action or remedy which has accrued or will accrue thereafier o
the purchaser.

27. Settlement of Disputes

27.1 If any dispute or difference of any kind whatsoever arises Setween the
purchaser and the supplier in connection with or arising out of the
confract, the parties shall make every effort to resolve such disoute or

difference amicably, by mutual consultation.

27.2 IF, aofter 30 (thirty) days. the parties have failed 1o resolve their dispute or
difference by such mutual consultation, then either the purchaser or the
supplier may give notice to the other party of his intentfion to commence
with mediafion. No mediation in respect of this matter may be
commenced unless such notice is given to the other party.

27.3 S$hould it not be possidle to settle a dispute by means of mediation, it
may be settled in a South African court of law.

27.4 Mediction proceedings shal be conducted in accordance with the rules
of procedure specified in the SCC.

27.5 Notwithstanding any reference to mediation and/or court preceedings
herein,
(@) the parties shall continue to perform their respective obligations under
the contract unless they otherwise agree; and

(b) ine purchaser shall pay the supplier any monies due to the supplier.

28. Limitation of Liability
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28.1 Except in cases of criminal negligence or wilful misconduct, and in the
case of infringement pursuant to
Clause 6.

(a) the supplier shall not be liable to the purchaser, whether in confract,
tort. or otherwise, for any indirect or consequential loss or damage, loss
of use, loss of production, or 0ss of profits or interest costs, provided
that this exclusion shall not apply fo any obligation of the supplier to
pay penalties and/or damages to the purchaser; and

(b) the aggregate liability of the supplier to the purchaser, whether under
the contract, in tort or otherwise, shall not exceed the total contract
price, provided that this limitation shall not apply to the cost of
repairing or replacing defective equipment.

29. Governing language

29.1 The contract shall be written in English. All comrespondence and other
documents perfaining 1o the contract that is exchanged by the parties
shall also be written in English.

30. Applicable Law

30.1 The conlract shall be interpreted in accordance with South Afican laws,
unless otherwise specified in the SCC.
31. Nofices

31.1 Every written acceptance of a bid shall be posted to the supplier
cencemed by registered or cerlified mail, and any other rotice to him
shall be posted by ordinary mail, to the address furnished in his bid or to
the address nofified later by him in writing: and such posting shall be
deemed fo be proper service of such notice.
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31.2 The time mentioned in the contract documents for performing any act
affer such aforesaid notice has been given, shall be reckoned from the

date of posting of such nofice.

32. Taxes and Duties

32.1 A foreign supplier shall be entirely responsible for all taxes, stamp duties,
licence fees, and other such levies imposed outside the purchaser's

country.

32.2 A local supplier shall be entirely responsible for all taxes, dufies, licence
fees, etc.. incurred unfil delivery of the contracted goods to the

purchaser.

32.3 No contract shall be concluded with any bidder whose tax matters are
not in order. Prior to the award of a bid the Department must be in
possession of a tax clearance cerfificate submitted by the bidder. This
cerfificate must be an original issued by the South African Revenue

Services.
33. National Industrial Participation (NIP) Programme
33.1 The NIP Programme administered by the Department of Trade and
Industry shall be applicable to all confracts that are subject fo the NIP

obligation.

34 Prohibition of Restrictive practices

51



Tendey 2655/2019/2020

34.1 In terms of section 4 (1) () (i) of the Competition Act, Act 89 of 1998, as
amencied. an agreement between or concerted practice by firms, or a
decision by an association of firms, is prohibited if it is between parties in a
harizontal relationship and if a bidder(s) is/are or a confractor(s) was/were

invoived in collusive biading {or bid rigging}.

34.2 If o bidder(s] or contractor(s), based on reasonable grounds or evidence
obicined by the purchaser, nas/have engaged in the restrictive practice
refered te above, the purchaser may refer the matter to the Competition
Commission for investigation end possible impaosition of administrative

penalties as contemplated in the Competition Act, Act 89 of 1998.

343 f o bidder{s! or contractor(s) has/nave been found guilty by the
Competition Commission of the restrictive practice referred to above, the
pu-chaser may. in adciticn and without prejudice to any other remedy
provided for. invalidate the bid(s) for such item(s) offered, and/or
termnate the contract in whole or part, and/or restrict the bidder(s) or
contractor(s) frem conducting business with the public sector for a period
not exceeding 10 {ten) years and/or claim damages from the bidder(s) or

contractor(s) concemed.
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TENDER NO-28582¢ 182020
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_Schedule 10: Certificate of Independent Tonder Determination

o unders g, b redvriding s foace

BUPPLY, SUPRORT, wﬂw OF ICT SECURITY RELATED INFRASTRUCTURE, SOFTWARE,

BERVICES AND LICENSING
D M bender rtion moda by THE CITY OF CAPE TOWN, 20 haveby moke 16 bawing siatements. shich

\wn 1o e lrue end cowpleto In every sompeut

e o[ o pmedtam

Ihivo et el | vderstond the comants of ths Cotiiceke.

Vumdomiand hul Fx fendor wit bo Cogueliod f this Collicale 0 ound 7ot 1 bn fup see’ osTglets ¥ evory
mpeot

1 am suhoriead by e lenderis 4 #4)+ ihis Corloatr, anc) ks swbiod 1hia toadin, on et of Sy Wncdorer,

mwmm-w-nummmmumwmwhmunmhm

of o tn s, B dmariar s bl of s b

wwwansmmmm | understand et the word ‘Compotic’ shal inchuoy any

pr o o it o 1o allesied with (ho NS who!

(0) H8s boen icuesied 10 subenk & ke b reporie 1 this Lender inviiation

() voukd polnustaly s omi| & moder is (espo0 0 NS Hader IBU0N Dased o e queN Kadons. Eotes of
pentnce ax

{o) provus tho 5ma good el vervices & e tenderes and/or B 10 e saTe W o DU es 55 00 WIdwre

Tle Wondomer has anved ol N bence: wq.mmwmm-wmm Agrenmest
0 aEeonentnt wih oy SONXINE Howery, QOWLrIczion DEWELh paner i 3 fnk verkine of CORSartisn '
ﬂuum:m.mq.mg

I poticuta withoul Iating the geacesity of pregysphe 6 mxd 6 sbove, fere has been no comuuon

vomRiunicalion, opreenen! of rangem el with ony cow s regarding:

(o) pwoey;

1b) whare product o alicitia), »
(<} Mndllﬂuuwk‘i\lﬂu.dbmtm

{a Tha Infencon o deckion D BT 51 M0t 10 YY1 3 lendes

{o) e wurbrokisiun O 3 L ader which doos ot ment B pocfcations sod cond s of tve tander, Ur

] NGE£NG wih e nlenkon 1ol o e e condadl.

1 #KBom, there hovo boen OF HTID0RRGOIS, WD 3y SoepGIEor -
u.-\liq ::uy. Wv.mwmlhnuu iy poctiodars of mmuaumb

mmw-hmunmmwmuumwum rectly o ndictly, 10 any
COmpAC, price (0 e ol K13 WMo ¢f e oI tende eoming ox of the msariag of e oot
mmm-mwmmmmmmmnywmbmummmm
WNM'!NMthmmMu(!lW % i Compelion, Coamilzsin for
mwhlmumssuumuw
mnfmqmrn/oew he N g Auihoséy (NPA) for eriminal o
oy cting businas wits o publc spetor for 0 posk
o mmydmmamnuuzoMuuqmamuuw

20 March 2620
Dun

For and on dehai® of 2w Tandersr (dudy EaNor sed)}

55



Tender 2658/2019/2020

AS5: SERVICE LEVEL AGREEMENT

SUPPLY, SUPPORT, MAINTENANCE AND SERVICES OF
THE PROVISION OF

ICT SECURITY SERVICES’
these being
Reverse Proxy Services
Vulnerability Management Services
Citrix Virtual Desktop Infrastructure or equivalent
IT Secunty Intelligence Systems (managed by The City)
IT Security intelligence Systems (managed by the Service Previdar)
Data Loss Prevention Soluticns
Anti-malware solutions & Email Hygiene

Security Assessment Services
Cloud Access Servics Broker

Between

CITY OF CAPE TOWN

{of the one part)

and
D -

{of the other part)
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INTERPRETATION AND DEFINITIONS

1.1 In this Agreement and unless the context otherwise requires: -

1.1.1  words, including their definitions in clause 1.4, which import the singular
number only, shall include the plural and vice versa;

1.1.2  words importing persons shall include bodies corporate:

1.1.3 words importing the singular, includes the plural and vice versa.

1.2 The head notes to the various clauses of this Agreement are inserted for
reference purposes only and shall in no way govern or affect the construction

hereof.

1.3 All references to this Service Level Agreement shall be references to this
Agreement and all Annexures hereto, which Annexures form an integral part of
this Agreement, and expresslons defined in this Agreement shall bear the same
meanings when used in any Annexure to this Agreement and vice versa.

1.4 Unless the context otherwise requires, the under-mentioned expressions shall
have the meanings respectively assigned to them hereunder, namely; -

Access

Accessories
Accident

Authorised
representative

“City’

“Commencement
date”

“Contract

right or opportunity to reach or visit (to gain access);
security and keys;

not part of basic equipment, additional or extra items;

unfortunate,  usually  harmful  event, caused
unintentionally
Third Party Liability: __(Company)

must in i entuality (personal or equipment)
at mmommny)’s expense,
comply witl

Refer to Clause 11: Insurance under the General
Conditions of Contract as contained on page 193 of the
Tender Document and Special Conditions of Contract as
contained on page 184 of the Tender Document;

Person appointed and duly authorised respectively by the
City and the Supplier, to act (and speak) upon the
respeclive parties’ behalf;

City"” means the City of Cape Town, a municipality
established by the City of Cape Town Establishment
Notice No. 479 of 22 September 2000, issued in terms of
the Local Government: Municipal Structures Act, 1998,
(Act 117 of 1998) or any structure or employee of the
City acting in terms of delegated authority;

date of signature of last party hereto or date as agreed
by both parties in this agreement — kicks in 30 days after
golng live, anticipated date is 1 JULY 2020;

Monthly statistical reporting on service levels;
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Management”

Defects

Equipment

Failure

Guarantees

Grief Point

Job Completion

Line departments
Malfunction
Misuse
Negligence

Normal working
hours

“Parties”

Repairs

“Reporting”

Resolution

Response

Tender 2658/2019/2020

faults, imperfection in manufaclure or shortcoming of
equipment possibly causing other components to
become fauity;

Any associated material required for  solution
infrastructurs;

1. breaking down or ceasing to function
2. non-performance of duties or responsibilities;

undertaking to answer and compensate for the loss of
performance or for an obligation by another person
Refer to Clause 7 of the Special Conditions of Contract;
Annexure 1: Form of Guarantee / Performance Security
in the Tender Document;

Objective measure of a penalty to he applied in the event
of a required performance metric not being met as
defined by the City

To be considered complete, each job must be signed off
by the line department before the City will entertain
honoring an invoice.

Departments within the organizational structure of the
City.

When equipment fails to function normally;

wrong or improper use or application of equipment;

Lack of proper care and attention;

Hours between 08:00 and 16:30 from Monday to Friday,
excluding public holidays;

the City and the Suppller collectively;

Restore to good, working condition after damage, wear
or malfunction;

Timely periodic reporting on monthly meetings in the
n between City of Cape Town and
{Company);

System is repaired and made operationally available;

Representative from !(Company)

i i il acknowledgement that
mmompany) has received a
request Tor wo

58



Servics agert

“Service Level”

Sarvice Level

Agreement ("SLA"Y"

‘Service Level
Measure”

‘Service Leval
Temination Event

‘Service Penalty”

“Stock
Management”

Sundries

‘Supplier’
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Autharised technician, able to perform to specified

requiraments

the required quantitative level or degree of performance
of the Services by the Supplier as sat out by Service
Level Measure, see the Sarvice Level Measurements

Section;

the agreement

concluded between the parties as

evidenced in this written document. any annexures and

the related tender;

the method specified in this Service Level Agreement for

quantitatively
performance
compared w

Supplier's  actual

The results of these calculations are
th Service Leve's to evaluate the Supplier's

compiiance with Service Levels, see the Service Level

Measurements Section;

an event wheren the City shall have the option, but not
the obvigation, to terminate this agreement without further

obligations;

the amount calculated which the City shall have the
option, but not the obligation, to recover as a reduction in
the fee payable for the Services, sach time the Supplier
fails to meet the Service Levels, reference clause 22:
Penalties of the Special Conditions of Contract

Stock evels of appropriate spares and equipment of the
right cuality and quantity in the right location to enable

the Supplier
response;

to operate within the agreed upon for

items or cddments not mentioned individually;

Number:

in accordance with the
represented herein by

Company), Registration
____of physical address.
ostal address:
. @ company duly incorporated

of South Africa,
, who

warrants that he’she is duly authorised by board
resolution to sign this Agreement for and on behalf of the

Supplier.
The Supplier warrants tha-
it is registered under the Regional Services Council
Act, 1985, under registration number. CMC RSC
, for the purpose of
the payment of all levies payable by it under that Act;

Ny

all levies due by it under such Act to date hereof,
have been paid;
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2.2

2.3
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“Supplier” is a generic term which may include
suppliers of goods and services, contractors and/or

consultants;
Technlcal skiils technical ability / expertise of installation and test
equipment technicians
Useful life Minimum duty cycle of equipment or components
Warranties undertaking as to the ownership or quality of an item,

accepting responsibility for defects or repairs over a
specified period. Refer to Clause 15 of the General
Conditions of Contract as contained on page 185 of the
Tender document and Clause 15 of Special Conditions of

Contract;
Working day Any day between Monday and Friday, 08:00 till 17:00,
excluding Saturdays, Sundays and Public Holidays
Working hours Eight hours in any given working day
SERVICE LEVELS

These Service Levels are the minimally acceptable level of service as detailed
hereunder for the Services and failure to comply may give rise to the calculation of
Service Penalties and they may give rise to a Service Level Termination Event.

Any failure to meet a Service Leve! is unacceptable and may constitute a material
breach of the Supplier's obligations.

Maximum Delivery Period - on-site within six weeks of purchase order date. Failure to
comply may result in defaulting the preferred supplier and ultimately, suspension.

Communication Plan

E-mail is the preferred means of communication between the Supplier and the City of
Cape Town.

4 horised representatives, see names below, will provide
(Companyy's authorised representatives, see names below,
with an Otder number by Fax or email. This number must be reflected on the related
invoice. {Company)'s must send an email acknowledgement
within the following timeframes of receiving an order or request for a warranty repair or
replacement:

o e ' i After 17:01 and
When order received 08:00to 17:00 weekends

Before 17:00 next Before 17:00 next
Response business day business day ]
(Company)’s contact details:

Procurement or orders
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Authorised
Representative
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Name:

Tel number:

|

Email add
- w!

Fax Num

Escalation Level 1

Provide
Percentage of not
meeting Service
Level (Example
60%)

Name:

Tel number:_ IR

emes oo [

Fax Hum

Escalation Level 2

Provide
Percentage of not
meeting Service
Level (Example
80%)

Name:

| Tel number:

Fax Num

Warranty or fault Repairs / Replacement

Authorised
Representative

Name: NN~
Tel number:_

Fax Num

email o

Provide
Percentage of not
mesting Service
Level (Example
60%)
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Escalation Level 1

Provide
Name: — Percentage of not
meeting Service
Level (Example
80%)

!|f

Tel number:

Email add

Fax Num

Escalation Level 2

Name:

Tel number:

Email add

Faz Num
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City of Cape Town contact detail:

Procurement

Authorised representative:
E-Mail address:
Telephane Number:

Fax Number: ]

City of Cape Town Procurement process:

Dspartment
compleles the
"Request for
computer hardware
o |

P [

IT Procurement |

Business Unit

croates

create

Furchase Purchase

Cost Centra
Manager
releases
Purchase

Procurement
creales
Purchase Order

Purchass Order

faxes or e-malls to

Vendor confirm

receipl of

Warranty Repairs / Services / Fault Reporting
Authorised representative: |

E-mail address: ]

Telephone number:

{Insert your process flow to request warranty repairs or a service or o report a fault]

Insert process flow from above and modify — just log call
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City Security Team
menitors health

.

City Security Team
delects emvor and

3

City Security Team
logs call with
<supplier- Service
Delsk
¥
<Supplier>
performs third fine
S rt
T
<Supplier>
escalate lo vendor
if required

analyse

Call resoived and
City informed
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2.5 Roles and Responsibilities
The Supplier
Party Functional Role Service Responsibility
Service Maintain guaranteed | Logging and tracking of contractual incidents for all
Provider service levels and problems from receipt of issue from City to resolution.
service assurance
Service Performance Quarterly reports to the City
Provider Management
Report
Service Contractual Quarterly reports to the City
Provider Incident Report
Service Supply and delivery Supply and deliver of equipment within a period of six
Provider of goods weeks from date of purchase order received from City
Service SLA measurement Calculation of any Service Credits if due
Provider
Servics Adherence to alt Communication with Clty contacts only
Provider change control,
maintenance and
emergency
procedures
Service Support and Provide support and maintenance services from receipt
Provider maintenance of logged call from City This includes managing
escalation procedures to the vendor support centre
Service Solution Design Drafting of solution designs, scenarios and associated
Provider quotations in order to meet the
information security requirements of the City of Cape
Town
Service Maintain guaranteed Logging and tracking of contractual incidents for all problems
Provider service levels and from receipt of issue from City to resolution.
service assurance
Service Performance Quarterly reports to the City
Provider Management Report - B
Service Contractual Incident Quarterly reports to the City
Provider Report
Service Supply anc delivery of | Supply and deliver of equipment within a period of six weeks
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Providsr goods from date of purchase order recelved from City
Service SLA measurement Calculation of any Service Credits if due
Provider

Sarvice Adhsrence to all Communication with City contacts only
Provider change control,

malntenance and
emergency procedures

Service Support and Provide support and maintenance services from receipt of

Provider maintenance logged call from City This includes managing escalation
procedures to the vendor support centre

Service Solution Design Drafling of solution designs, scenarios and associated

Provider quotations in order to meet the information security

requirements of the City

26
26.1

26.2

2.7

Line departments other than IS&T

Request quotes from IS&T

Raise Purchase Requisition

Release Purchase Requisition on SAP

On delivery of ordered equipment, sign the Receipt or Delivery note
GRN the Purchase Order

ahwN=

Scope
In-Scope
+ Quotations
+ Solution design and proposals
« Supply and delivery of services, licenses, goods, and support and maintenance
certificates
Support and maintenance processes with supplier

Qut-of-Scope
« Informal telephonic queries

Description of Services:

Quotations

Support and maintenance

Log calls with vendor

Management of vendor processes on behalf of the City

¢ o o o

Types of equipment:

+ Appliances - varlous
e Servers
« On premise

Refer to Pricing Schedules within the tender document, regarding the SLA costs to be
provided in order to meet the terms and conditions of the Service Level Agreement
measurements as per Schedules listed below.
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3.2

SERVICE LEVEL MEASUREMENTS
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The provision of each Service will be measured by comparing the level at which the
aclual Services are provided against the levei at which the parties agreed that the
Services will be provided as set out below;

The method that the parties will use to make this comparison is set out below:

3.1 Schedule A: Reverse Proxy

# Service Element Service Measure Service Metric Grief Points
Incurred for non-
performance

1. Device Availability Uptime of each Not defined -
individual Reverse
Proxy Device
2. | Service Availability Uptime of the Not defined --
Reverse Proxy
service
3. Incident Response Mean Time To Less than 80 minutes 5 Grief Points
Respond (MTTr) -
Priority 1,2 & 3
Incidents
Maximum Time To Remediate 5 Grief Points
Restore (TTRM) - configuration issues
Priority 1 & 2 within one (1) full
Incidents Working Day
Maximum Time To Five (5) full Working 5 Grief Points
Replaca (TTRpM) Days
4, Provide Maintenance and | Technical support Provided (yes / nc) 5 Grief Points
Technical Support services available as
specified Assessed monthly by
random check
Note: non-availability of
technical support may
result In Device and/or
Service Unavailability,
and wil! be penalised
consaquently
5. Provide and maintain Provide and maintain | Provided (yesino) 2 Grief Points
Contact Information contact detalls
Assessed monthly by
random chack
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| Service Element

Grief Points

# Service Measure Sarvice Metric
incurred for non-
performance
Key Contact Person | Not defined -
responds timeously
Adhere to procurement, Responses to Design Propaosals 5 Grief Points
ordering, delivery and requests for Design provides within ten {10)
payment process Proposals as required | full Working Days (yes /
no)
Responses te Quotations provided 1 Grief Point
requests for within seven (7) full
Quotations provided Working Days (yes / no)
as required
Equipment Dellvery Specified items --
process followed as delivered - not defined
specified
Packaging as specified | —
- not defined
Labeliing as specified — | --
not defined
Delivery within quoted -
lead time - not defined
Delivery at the place -
speclfied in the
Purchase Order - not
defined
Fault handling Not defined -
process followed
Repair or Not defined -
replacement process
followed
Report to the City Provide monthly Provided within seven 2 Grief Points
Summary Reportas | (7) full Calendar Days
specified, including after the last day of
record of all Incidents | each month {yes/no)
and related
resolutions, plus root | Assessed monthly
cause when
requested
Report on an Provided within seven 2 Grief Points

outstanding software
updates, security
updates and related
recommendations

{7) full Calendar Days
after the last day of
each month (yes/no)

Assessed monthly
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8 Service Element Service Measure Service Metric Grief Points
incurred for non-
performance

8. Attend Senvice Review Fhysical attendance | Present as per 2 Grief Points

Meetings

at ths Sarvice Review
Meeting of the Key
Contact Person

attendance register
{yes/no)

Assessed per meeting
as evidenced by
Attendance Register
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3.2 Schedule B: Vulnerability Management (VM)

# Service Element Service Measurs Service Metric Grief Points
Incurred for non-
performance

1. Device Ava lability Uptime ¢f szch Not defined -
irdividual Device
2. Service Avai ability Uptime of the Not defined --
Vulnerabifity
Manzgement service
3. Incicent Responss Mean Time Te Less thar eight (8) § Grief Points
Respond (MTTr) — consecutive hours
Priority 1,2 & 3
Ircidents
Maximum Time To Remed|ats 5 Grief Points
Restere (TTRMv) — reconfiguration issues
Prionity 1 & 2 within three (3} full
Incidents Working Days
Maximum Time To Five (5) full Working § Grief Points
Replace (TTRpMx) Days
4 Provide Maintenance and | Tachnical support Provided {yes / no) 5 Gref Points
Technicai Support services available as
specified Assessed monthy by
random check

Note: non-avaiiability of
technical support may
result in Device and/or
Service Unavailability,
and wll be penalised

consequently
5, Provide and maintain Provide and maintain | Provided {yes/no) 2 Grief Points
Contact Information contact details
Assessed monthly by
random check
Key Contact Person Net defined -
respends timeously
6. Adhere to procurement, Reasponses to Design Proposals 5 Grief Points
ordering. defivery and requests for Design provides within ten (10)
payment process Proposals as required | full Werking Days (yes /
noj
Reasponses to Quotatons provided 2 Grief Foints
requests for witnin seven (7) full

Quotations provided | Working Days (ves / no)
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# | Service Element

Grief Points

Service Measure Service Metric
’ Incurred for non-
; performance
as raquired
Equipment Delivery Specified items -
process followed as delivered - not defined
specified
Packaging as specified | --
- not defined
Labelling as spscified - | --
not defined
Delivery within quoted -
lead time - not defined
Delivery at the place -
specified in the
Purchase Order — not
defined
Fault handling As spacified (yes / no) 3 Griof Points
process fol owed
Repair or As spacified (yes /no} | 3 Grief Points
replacemert process
followed
7 Report to the City Provide monthty Provided within seven 2 Grief Points
Summary Report as (7) full Calendar Days
specified after the last day of
each menth (yes/no)
Include record of all
Incidents and Assessed monthly
consequent
resolutions, plus root
cause when
requestad
Report on an Provided within seven 2 Grief Points
outstanding software | (7) full Calendar Days
updates, security after the last day of
updates and related each month {yes/no}
rececmmendations
Assessed monthly
Monthly report to Provided within savan 1 Grlef Point
include five (7) full Calendar Days

assessments of
vulnerability scans as
per schedule, to be
provided by the City,
t5 ensure appropriate
configuration using
bast practice

after the last day of
each month {yes/no)

Assessed monthly
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# | Service Element

Service Measure Service Metric Grief Points
Incurred for non-
performance
Atlend Service Review Physical attendance | Present as per 2 Grief Points

Meetings

at the Service Review
Mesting of the Key
Contact Person

attendance register
(yes/no)

Assessed per meeting
as evidenced by
Attendance Register

N
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3.3 Schedule C: Citrix Virtual Desktop Infrastructure or equivalent

# | Service Element Service Measure Service Metric Grief Points
incurred for non-
performance

1. Device Availability (ref. Uptime of each Not defined -
clause 6.1) Individual VDI server
2 Service Availability (rsf. Uptime of the VDI Not defined -
clause 6.2) service
3. Incident Response Mean Time To Less than 80 minutes 5 Grief Points
Respond (MTTr) —
Priority 1,2 & 3
Incidents
Maximum Time To Remediate 5 Grief Points
Restore {TTRMv) - reconfiguration issues
Priority 1 & 2 within three (3) full
Incidents Working Days
Maximum Time To Five (5) full Working 5 Grief Polnts
Replace {TTRpM») Days
4, Provide Maintenance and | Tachnical support Provided (yes / no) 5 Grief Polnts
Technical Support services available as
specified Assessed monthly by
random check
Note: non-availability of
technical support may
resuft in Device and/or
Service Unavallability,
and will be penalised
consequently
5. Provide and maintain Provide and maintain | Provided (yes/no) 2 Grief Points
Contact Information contact details
Assessed monthly by
random check
Key Contact Parson Not defined -
responds timaously
6. Adhere to procurement, Responses to Design Proposals 5 Grief Points
ordering, delivery and requests for Design provides within ten (10)
| payment procsss Proposals as required | full Working Days (yes /
no)
‘ Responses to Quotations provided 1 Grief Point
‘ requests for within seven (7) full
Quotatlons provided | Working Days (yes / no)
2s required
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Service Element Service Measure Service Metric Grief Points
Incurred for non-
performance

Equipment Delivery Specifled items -
process followed as delivered - not defined
specified
Packaging as specified | —
— not defined
Labelling as specified - | --
not defined
Delivery within quoted | —
lead time - not defined
Delivery at the place -
specified in the
Purchase Order - not
defined
Fault handling Not defined -
process followed
Repair or Not defined -
replacement process
followed
Report to the City Provide monthly Provided within seven 2 Grief Points
Summary Reportas | (7) full Calendar Days
spacified after the last day of
each month (yes/no)
Assessed monthly
Attend Service Review Physical attendance | Provided within seven 2 Grief Points
Mestings at the Service Review | (7) full Calendar Days
Meeting of the Key after the last day of
Contact Person each month (yes/no)
Assessed monthly
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3.4 Schedule D: IT Security Intelligence (managed by The City)

# | Service Element Service Measure Service Metric Grief Points
incurred for non-
performance

1. Device Availapility Not applicable Not defined --
-3 Servica Avzilabiilty Not applicadle Not defined -
3, Incident Response Mean Time To Less than four (4) hours | S Grief Points
Resoord (MTTr) -
Pricdty 1,2 & 3
Incidents
Maximum Time To Not defined -
Restore (TTRM«) —
Priority 1 & 2
Incidents
Maximum Time To Five {5) full Working 5 Grief Points
Replace (TTRpM=) Days
4. Provide Maintenance and | Technical support Remediate 5 Grief Points
‘ Technical Support services available as | configuration issues
\ speclfied within three {3) full
Working Days
5. Provids and maintain Srovide and maintain | Provided (yes/no) 2 Grief Points
| Contact Information contact details
Assessed monthly by
random check
<ey Contact Person Not cefined -
responds timecusly
8. | Adhere to procurement, Resporises to Quotations provided 2 Grief Points
ordering, delivery and requests for within seven (7) full
payment process Quotations provided Working Days (ves / no)
as raquirec
Equipment Delivery Specified items -
process folowed as deliverad - not defined
specified
Packaging as specified | --
- nol defined
Labelling as specified - | --
not defined
\
Delivery within quoted -
| lead time ~ rot defined
Delivery at the place -
speacified in the
Purchase Order — not
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Service Element Service Measure Service Metric Grief Points
incurred for non-
performance

defined
Fauit handling Not definad -
process followsd
Repair or Not defined --

replacement process
followed

Repart to the City

Provide monthly
Summary Report as
specified

Inchude record of all
incidents and
consequent
resolutions, plus root
cause when
requested

Provided within seven
(7) Calendar Days after
the last day of each
month (yes/no)

Assessed monthly

2 Grief Points

Include detalls of
outstanding security
updates, software
updates, and any
related
recommendations

1 Grief Point

Attend Service Review
Meetings

Physical attendance
at the Service Review
Meeting of the Key
Contact Person

Present as per
sttendance register
(yes/no)

Assessed per meeting
as evidenced by
Attendance Register

2 Grief Points
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3.5 Schedule D: IT Security Intelligence (managed by the Service Provider)

®

Service Element Service Msasure Service Metric Grief Points
incurred for non-
performance

1. Device Availability Uptime of sach Betier than or equal to 10 Grief Points
individual logging unit | 99% over the period of
or appliance each Calendar month
Z. Service Availability Uptime of the IT Better than or equal to 15 Grief Points
Security Intslligence | 99.9% over the period
Platform of each Calendar month
3 ncident Respense Mean Time To Lass than thirty (30) 5 Grisf Paoints
Respond (MT7r) - minutes
Pricrity 1,2 & 3
Incidents
Maximum Time To Not dsfined -
Restore (TTRM«) -
Priority 1 & 2
Incidents
Maximum Time To Five (5 full Working S Grief Points
Replacs (TTRpMy Days
4, Provide Maintenance and | Technlcal support Remediate 5 Grief Foints
Technical Support services available as | configuration Issues
spacified within three (3) full
Working Days
Train City staff on the | Eight (&) full Working 2 Grief Points
functionality of the Hours per Calendar
platform sufficientto | Month, as evidenced by
ensure service signed ob card
continurty
5. Provide and maintain Provide and maintain | Provided (yes/ino) 2 Grief Points
Contact Information contact details
Assessed monthiy by
random check
Key Contact Person | Not defned -
responds timeously
6. Adhere to procurement, Responses to Design Proposals 2 Grief Points
ordering, delivery and raquests for Design provides within ten {(12)
‘ payment process Proposals as required | full Working Days (yes /
noj
Responses to Quotations provided 1 Grief Point
requests for within seven (7) full
[ Quotations previded Working Days (yes / no)
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Service Element Service Measure Service Metric Grief Points
incurred for non-
performance

as required
Equipment Delivery Specified items -
process followed as delivered - not defined
specified
Packaging as specified | --
- not defined
Labelling as specified - | —
not defined
Delivery within quoted -
lead time — not defined
Delivery at the place -
specified in the
Purchase Order — not
defined
Fault handiing As specified — not -
process foliowsd definad
Repair or As specifled - not -
‘ replacement process | defined
followed
‘ Report to the City Provide monthly Provided within seven 2 Grief Points
\ Summary Report as | {7) Calendar Days after
specified the last day of each
month (yes/no)
Include record of all
Incidents and Assessed monthly
consequent
resolutions, plus root
cause when
requested
Include details of 1 Grief Point
outstanding security
updates, software
updates. and any
relatad
recommendations
Attend Service Review Physical attendance | Present as per 2 Grief Points

Meetings

at the Service Review
Mesting of the Key
Contact Person

attendance register
{yes/no)

Assessed per meeting
as evidenced by
Attendance Register
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# Service Element Service Measure Service Metric Grief Points
incurred for non-
performance

1. Device Ava lability Uptime of Devicas Not defined -
2 | Service Avallability Uptime of the Service | Not defined -
3. Incidgent Response Mean Time To Less than four (4} hours | 5 Grief Points
Respond (MTTr) -
Priority 1,2 & 3
Incidents
‘ Maximum Time To Not defined -
Restere (TTRMA) -
Priority 1 & 2
Incidents
Naximum Time To Five (5} full Working 5 Grief Points
Replace (TTRpM«) Days
4 Provide Maintenance and | Tschnical support Remediate 5 Grief Points
Technical Support services available as | configuration issues
specified within thres (3) full
Working Days
5. Provide and maintain Provide and maintain | Provicad (ves/no) 2 Gref Points
Contact infermation contact details
Assgssed monthiy by
random checs
Kay Contact Person Not defined -
responds timeousiy
6. Adhere to procurement, Responses to Cesign Propesals § Grief Points
ordering, defivery and requests for Desgn prevides within ten full
payment process Propesals as raquired | Working Days (yes / no)
Responses to Quotations provided 1 Grilef Paint
requests for within seven (7) full
Quotations provided Working Days (yes / no)
as requlired
Equipment Delivery Specifisd tems -
process followed as delivered — not defined
specified
Packaging as specified | —
(yes / no)
Labelling as spacified = | -
noi defined
Delivery within quoted -
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# | Service Element Service Measure Service Metric Grief Points
‘ Incurred for non-
‘ performance

lead time - not defined
Delivery at the place -
specified in the
Purchase Order — not
defined
Fault handling Not defined -
process followed
Repair or Not defined -
replacement process
followed
Ts Report to the City Provide monthly Provided within seven | 2 Grief Points
Summary Reportas | (7) Calendar Days after
specified the last day of each
month (yes/no)
Include record of all
Incldents and Assessed monthly
consequent
resolutions, plus root
cause when
requested
Include detalls of 1 Grief Point
outstanding security
updates, software
updates, and any
related
recommendations
8. Attend Service Review Physical attendance | Present as per 2 Grief Points
Meetings at the Service Review | attendance register

Mesting of the Key
Contact Person

{yesino)

Assessed per meeting
as avidenced by
Attendance Register
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3.7 Schedule F: Anti-malware solutions & Emall Hygiene

® | Service Element Service Measure Service Metric Grlef Points
incurred for non-
performance
1. Device Availability Uptime of Devices Not defined -
2. Senvice Availability Uptime of the Not defined -
Malware Protection
service
3. Incident Response Mean Time To Less than two (2) hours | 5 Grief Points
Respond (MTTr) -
Priority 1,28 3
Incidents
Maximum Time To Four (4) hours 10 Grief Points
Restore (TTRM~) —
Priority 1 & 2
Incidents
Maximum Time To Five (5) full Working 5 Grief Points
Replace (TTRpM:x) Days
4. Provide Maintenance and | Technical support Remediate 5 Grief Points
Technical Support services available as | configuration issues
specified within three (3) full
} Working Days
5. | Provide and maintain Provide and maintain | Provided (yes/no} 2 Grief Points
Contact Information contact details
Assessad monthly by
random check
Key Contact Person Not defined -
responds timeously
6. i Adhere to procurement, Responses to Design Proposals 5 Griaf Points
ordering, delivery and requests for Design provides within ten full
payment process Proposals as required | Working Days (yes / no)
‘ Responses to Quotations provided 1 Grief Point
requests for within seven (7) full
Quotations provided Working Days (yes / no}
as required

Equipment Delivery Specified items -
process followed as deliverad - not defined

specified
Packaging as specified | —
(yes / no)

Labelling as specified - | --
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Service Element Service Measure Service Metric Grief Polnts
incurred for non-
performance

not defined
Delivery within quoted -
lead time — not defined
Delivery at the place -
specified in the
Purchase Order — not
csfined
Fault handling Not defined -
process followed
Repair or Not dsfined -
replacement process
followed
7. Report to the Tity Provide monthly Provided within seven 2 Grief Points
Summary Reportas | (7) Calendar Days after
‘ specified the last day of each
month (yas/no)
‘ Include record of zll
Incidents and Assessed monthly
‘ consequent
resolutions, plus root
‘ cause when
‘ requestsd
Include details of 1 Grief Point
outstanding security
updates, software
updates, and any
related
recommendations
8. Attend Service Review Phyzsical attendance Present as per 2 Grief Points

Mestings

at the Service Review
Meeting of the Key
Contact Person

attendance reglster
{yesino)

Assessed per mesting
as evidenced by
Attendance Register




3.8 Schedule G: Security assessment services
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# | Service Element Service Measure Service Metric Grief Points
incurred for non-
’ performance
s H ‘ Device Availability Not applicable Not defined -
2. [ Service Availability Not applicable Not defined -
3. ‘ Incident Response Mean Time To Not defined -
‘ Respond (MTTr) -
attributed to a
security risk
assessment
Maximum Time To Not defined -
Restors (TTRWx) —
Priority 1 & 2
Incidents
Maximum Time To Not defined --
Replace (TTRpM)
4. Provide Maintenance and | Technical support Not defined -
Technlcal Support services available as
speclfied
5. Provide and maintain Provide and maintain | Provided (yes/no) -
Contact Information contact details
Assessed monthly by
random check
Key Contact Person Not defined -
responds timeously
' 6. Adhere to procurement, Responses to Not defined --
ordering, dellvery and requests for Design
payment process Proposals as required
Responses to Quotations provided -
requests for within seven (7) full
Quotations provided | Working Days (yes / no)
as required

Equlpment Delivery
process followed as
specifiod

Specified itams
delivered — not defined

Packaging as specified
(¥s5 / no} - not defined

Labelling as specified ~
not defined

Delivery within quoted
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Service Elemant

Service Measure

Service Metric

Grief Points
incurred for non-
performance

lead time - not defined

Delivery at the place
specified in the
Purchase Order - not
defined

Fault handling
process followad

Not definad

Repair or
rsplacement process
followed

Not defined

Report to the City

Previde monthly
Summary Report as
specified

Include record of all
Incidents end
conssquent
resolutions, plus root
cause when
requestad

Not defined

Include details of
outstanding security
upcates, software
upcates, and any
related
recemmendations

Attend Servics Raview
Mestings

Physical aftendance
at the Service Review
Mesting of the Key
Contact Person

Not defined
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Service Element Service Measure Service Metric Grief Polnts
incurred for non-
performance

Device Availability Uptime of CASB Not defined -

devices

Service Availability Uptime of the CASB Not defined -

sarvice

Incident Response

Mean Time To

Less than five (5)

5 Grief Points

Respond (MTTr) - minutes
Priority 1,2 & 3
Incidents
Maximum Time To Not defined -
Restore (TTRM~) —
Pricrity 1 & 2
Incidents
Maximum Tima To Five (5) full Working 5 Grief Paoints
Replace (TTRpM™) Days
Provide Maintenance and | Technical support Remcdiate S Grief Points
Technical Support services available as | configuration issues
specified within three (3) full
Working Days
Provide and maintain Provide and maintain | Provided (yes/no) 2 Grief Points
Contact Information contact details
Assessed monthly by
random check
Key Contact Person | Not defined -
responds timeously
Adhere to procurement, Responses to Design Proposals 5 Crief Points
ordering, delivery and requests for Design provides within ten (10)
payment process Proposals as required | full Working Days (yes /
no)
Responses to Quotations provided 1 Grief Point
raquests for within seven (7) full
Quetations provided Working Days (yes / no)
as required

Equipment Delivery
process followed as
specified

Speafied items
dellvered — not defined

Packaging as specified
(yes/ no)

Labelling as specified -
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Service Measure

Service Element Service Metric Grief Points
incurred for non-
performance

not defined
Delivery within quoted =
lead time — not defined
Delivery at the piace -
specified in the
Purchase Order — not
defined
Sault handling Not defined --
process fol owed
Repair or Not defined -
‘ replacement process
‘ follewed
7. \ Repor: to the City Provide monthly Provided within seven | 2 Grief Points
‘ Summary Report as | (7) Calendar Days after
specified the last day of each
| month {yes/no)
include record of all
Incidents and Assessed monthly
consequent
resolutions, plus roct
cause when
requested
Include details of 1 Grief Point
outstanding security
updstes, software
updates, and any
related
recommendations
Aftend Service Review Fhysical attendance | Present as per 2 Grief Points
Mestings atthe Service Revisw | attendancs register
Meeting of the Key (vesino)
Contact Peson
Assessad per meeting
as evidenced by
Attendance Register
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FREQUENCY FOR REPORTING COMPLIANCE OF THE SERVICE LEVEL

The Measurement Period will be dally and the Reporting Period will be monthly.
Information, such as grief points, termination events and performance statistics against
service levels, will be consolidated in the form of a Report and presented at the scheduled
monthly meetings. Meetings to be scheduled post award with successful bidder. The
supplier will compile a monthly report and deliver the report to the City of Cape Town
authorised representative two days prior to the scheduled meeting date.

Communication to be done by the City’s delegat ormation Technotogy Manager and
authorised representatives from H_ {Company).
SERVICE PENALTY

In each case of a failure to satisfy a Service Level, the Supplier will salisfy the applicable
Service Level within seven days from date of notification of service leve! failure.

In addition, in each case that a Service Level is not complied with, the City shall be
entitled (but not obliged) to recover a Service Penalty, calculated in the manner described
in the Service Penalty Calculation Section.

SERVICE PENALTY CALCULATION
Each Service Penalty is made up of an accumulation of Grief Points.

Grief Points are accumulated automatically by the City due to failures by the Supplier to
meet Service Levels.

Grief points shall be allocated for each failure to meet any Service Levels in each
calendar month.

Each bleck of 15 (fifteen) Grief Points that is accumulated by the City in each month will
constitute a Service Penalty, which may be dlaimed by the City. Consistently high
monthly Grief Points over several months will be reviewed and consideration given to
this constituting a Service Level Terminal Event.

Before every monthly SI A meeting the Supplier will generate a report with all the details
of the non-compliance of the service levels and the grief points that the City is entitled.

The City may claim a Service Penalty by informing the Supplier at the SLA meeting or in
writing that it is claiming the Service Penalty.

On the first accumulation of a Service Penalty, the penalty which may be claimed will be
5% (five percent) of the Order or Service Fee affected that the City must pay the
Supplier in terms of this agreement for the month in which the Grief Paints were
incurred.

The penalty will be claimed as a discount in following month’s account.
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A 12-month rolling period will commence on the first {1 ) day of each month. A 12-
month rolling period is defined as the current month and the previous 11 manths.

At the second accumulation of a Service Penalty in any 12-month rolling period, the
penalty that may be claimed will be 10% (ten percent) of the Order or Service Fee
affected for the month in which the Grief Points were incurred.

On the third and subsequent occurrence of a Service Penalty in any rolling 12-month
period, the penalty that may be claimed will be 15% (fifteen percent) of the Order or
Service Fee affected for the month in which the Grief Points were incurred and may
constitute a Service Level Termination Event.

TERMINATION — GENERAL EVENTS
Termination for default: See clause 23 of the GCC

Termination for insolvency: See clause 26 of the GCC

NOTICES

All notices glven by any party to any other hereunder shall be given in writing and shall
be sent by prepaid registered post, or shall be delivered by hand, to the recipient’s
domicilium for the time being.

Notwithstanding anything to the contrary herein contained, a written notice or
communication actually received by a party shall be an adequate written notice or
communication to him notwithstanding that it was not sent nor delivered to the recipient's
chosen domicilium.

DOMICILIA CITANDI ET EXECUTANDI ADDRESSES

For all purposes of, and arising in connection with, this Agreement the parties choose as
their respective domicilia citandi et executandi addresses the above addresses.

Any party may from time to time change its address for the purpose of this clause to any
other address within South Africa upon not less than 10 (ten) days’ notice given to the
other party to such effect.

GENERAL

This Agreement and the refated tender sets out the entire agreement and understanding
between the parties in connection with the subject matter hereof and supercedes all prior
agreements, if any, between them.

None of the parties shall be bound by any express or implied term, representation,
warranty, promise or the like, not recorded herein.

No addltion to, vanation or consensual cancellation of this Agreement, shall be of any
force or effect unless in writing and signed by or on behalf of all parties.
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No indulgence which any party may grant to the any other shall constitute a waiver of
any of the rights of the grantor who shall not thereby be precluded from exercising any
rights against the grantee which might have arisen in the past or which might arise in the
future.

All partles acknowiedge that, in entering into this Agreement, they are not relying upon
any warranties, representations or undertakings howsoever or to whomsoever made,
save and except in so far as same are embodied in this Agreement.

This Agreement is read together with the General Conditions of Contract and the Special
Conditions of Contract as contained in the Tender Document.

APPLICABLE LAW

This Agreement shall in al respects be construed in accordance with, and shall be
governed by, South African law.
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Aé: PRICING SCHEDULE

Schedule F: Anti-malware and email hyglene solution

Fricing provided must be for a fully working and licensed product. Provide options and fully explain
altematives. Products must be abie to integrate into the axisting environment. Any ambiguity must
be explained as part of the pricing provided. Where additional licenses or modules are
recommended to enhance protection, indicate as recommended and not part of the base product.
This approach will assist in comparing varicus technologies.

Sections provided are an indication of anticipated requirements. Where additional sections or
components must be added, do so by expanding the table,

1. FPrice as per below tables.

2. Provide an SLA cest In order to be able to meet the terms and conditions of the service
level agresment. All SLA amounts must be provided on an annual basis. If necessary,
during evaluation the Bid Evaluation Committee may also divide the Year amounts by 12,
In order to detemine the appropriate monthly cost.

3. Ad hoc labour costs wiil be considered for evaluation purposes.

4. Failure to provide pricing for each component of the solution will render the tender
nonrssponsive, unless the functionality has been included elsewhers within the same
saction. Do not leave any component blank; an explanation must be provided.

Please Indicate the Mark-up percentage: ___ 0%

Please provide your partnership status by identifying the relevant technology area and your
partnership status:

Technology area (Original Equipment 2
Manuf rer) Current Partnership Status

Trend Micro Trend partnershlip letter




Schedule F: Anti-malware and email hygiene
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Fl

Anti-malware solutlons or equivalent

Required Item / Description
of fem

QrY

Part number

Supplier OEM
Price (Excl VAT)

Mark-up
Percentage (%)

Trend Micro Smart Protection
Compleie. Renew: Renew.
Normal, 5001 - 100000, 12
months or equivalent

CT1095107¢

R 2320 551,77

0%

F1.2

Deep Discovery Analyser
HW+SW  Appliance Renew:
Renew, Normal 1 - 1, 12
months, or equivalent

AD10912554

R 382 591,10

0%

F1.3

Deep Discovery Email
Inspector — Advanced Threat
and Gateway modules, SW:
Renew: Renew, Normal,
10001 — 20000, 12 months, or
equivalent

LS

DE10996128

R 145,62

0%

Deep Discovery Web
Inspector HW-Appliance
(Software - Hw 1 Gbps
model] English: New: New,
Normal, 1- 1,12 months or
equivalent

DW10000078

R 173326822

0%
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F2 Premium Support Services
Suppller OEM
Pty Part Mark-up
R fred i H
equir em / Description of Hem QrY i gt A Prlc: A(TE)xcl. Percentage (%)
Trend Micre - Premium Support
F2.1 Service, New: New, Normal, 1-1, 12 1 PS00991177 | R 766 172,83 0%
maonths or equivalent
F3 Labour costs — ad hoc
Services / Price Year | Price Year Price 5::: 4 | Price Year §
Resource Unit 1 {Excl | 2 (Exct | Year 3 (Excl Excl VAT)
Description VAT) VAT) (Exci vaT) | & :{‘) {Exc
F3.1 Project Manager Per Hour | R 950,00 R 988,00 R 102800 |R1074,00 | R 112200
F3.2 Architect Per Hour | R1030,00 [R1071,00 |R1114,00 | R1164,00| R 121600
SME (Subject
F3.3 Matter Expert) Per Hour | R 1300,00 | R135200 | R 140600 | R)449,00|R 153500
F4 Service Level Agreement
Annual Annual Annual Annual
Annual Rate
Rate (Rand) | Rate {Rand) Rate (Rand) | Rate (Rand)
SLA Description | ver 1 (Excl | Yoar 2 (Excl :::;"3,}#' 3 | Year 4(Excl | Year 5 (Excl
VAT) VAT) VAT) VAT)
F4.1 ’S‘fA per relevant | £ 21036000 | R21877400 | R22752500 | R 237 76400 | R248 463,00
F5 Training or equivalent solution
Supplier OEM | Mark-up
Required Item / Description of tem | QTY Part number Price (Excl. Percentage
VAT) (%)
F5.1 Trend Micro Apex One or equivalent 1 TR10984427 & 750,00 5%
Trond Micro Deep Discovery . ; 0,
F5.2 Analyser or squivalent 1 TR10984427 &6 750,00 5%
Fs3 | Trend Micro Deep Discovery Web 6 TR10084427 40 500,00 5%
Inspector or equlivalent
Irend Micro Deep Discovery Email 5
F5.4 Inspector or equivalent 2 TR10984427 13 500,00 5%
Trend Micro Apex Central or
F55 squivalent 6 TR10984427 40 500,00 5%
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SAP E-Services Portal Project

G1
Services / Resource Description Rate (Excl. VAT)
G141 Securlty assessment £ 135 700,00
G1.2 Draft detailed report R 19 500,13
G13 Exacutive overview presentation R 9 800,00
Gi4 Final detailed report R & 800,00
R 174 800,00
G2 Microsoft, Linux, Unix and any other applications project
Services / Resource Description Rate {Excl. VAT)
G2.1 Secunity assassment R 174 000,00
G2.2 Draft detalled report R 35 200,00
G2.3 Executive overview presertation R 8 800,00
G2.4 Final detailed report R 8 800,00
R 228 800,00
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A7: SPECIFICATIONS

5.1. Introduction
The City's IS & T department has deployed a variety of IT security fechnologies
and confrols as part of the City's IT Security roadmap, in order to ensure
confidentiality, integrity and availability of City data.
As part of the previous IT Securily Tender 3025/2016/17, a number of fechnologies
that were obsolete have now been replaced with modern technologies. In
addition, as part of the previous tender, new technologies have been deployed
providing new functionality.
Itis therefore the City's intention fo expand, support, maintain and mature these
newly deployed cyber security environments. These environments are therefore
requesting pricing on specific technologies or equivalent as per pricing
instruction 4.17.
For new requirements and where no solution has been deployed, service
providers may propose solutions that fit the City's defined requirements.
in terms of providing available documentary evidence, details of any additional
documentation provided should be included in Schedule 14: List of other
documents attached by tenderer, below, and clearly referenced in your answer
page/s in its respective answer area. And, where requested in the document, all
relevant reference documentation to be attached in Schedule 16, cross
referencing the applicable question which should be clearly marked in the
deocument AND within Schedule 1é: Information to be provided with the tender.

1.1 T ARCHITECTURAL STANDARDS AND GUIDELINES

This section provides prospective vendors with technical information regarding
the City's current IT environment. For this tender the City's IT Architectural
standards are categorized into Compulsory, Prefered and Not Supported for the
proposed solufions.
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o Compulsory IT Architectural Standards
These standard are mandatory and the proposed solution(s) must adhere
1o these standards to ensure interoperability with existing IT landscape and
to be accepted by the City's IT Archilecture governance.

e Preferred IT Architectural Standards
These standard are recommended for proposed solution(s) to ensure
seamless integration with the City's existing IT landscape and would be
considered for acceptance under the City's current [T Architecture

governance.

+ Not Supported IT Architectural Standards

These standard have already been considered under the City's [T
Architecture governance framework and rejected or does not comply to
the City's standards and therefore must not be considered in the proposed
solutions.

5.2.1 Compulsory Mirimum [T Architectural Standards

IP protocol only on the network

The use of Secure Transport Layer Security (TLS) version 1.2 between all
application components

Encryption of all data in transit which has been classified as confidential,
sensitive and personal identifiable information.

Separate database and application server architecture.

ODBC or OLEDR connections betweaen applications and databases

Full relational database design, using stored procedures.

All DLLs must be wrapped as COM+ objects (preferably written in \NET|

Minimum .Net Framework to be used version 4.7.1 in order to fully support TLS
version 1.2

Scheduled events via DTS on SQL Server.

Application security (i.e. user accounts} at the application or database level
{not at the OS level)

Applications and Databases hosted on Virtual Machine (VM) Servers created
using MS Hyper-V (only)
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» Solution must function within a Microsoft Managed Environment

» PC thick clients must net function requiring administrative rights

« PCThick clients must be packabie and deployable across a network using
System Centre Configurafion Mancger [SCCM! to locked down mcnaged
oC’s

« Soltioninterfaces with SAP must be SAP architectural compliant lpreferably
certified]

* All confidentfia data must be encrypted

» Applications

5.2.2 Preferred IT Architectural Standards

» Application Solutions hosted on Microsoft platforms

e Web applications rather than thick client/server applications

« If thick client applications are used, these needs to be packaged in the
Microsoft Installer format (MSI)

» Business logic implemented in stored procedures rather than in inline code.

¢ The ability to co-exist with other 3rd party applications on the same hardware.

* Application solutions not hosted on Microsoft piatforms but on platforms such
as Linux will be reviewed and considered based on the proposal put forward

and as it complies with the requirements above
5.2.3 Not Supported IT Architectural Standards

« Acfive X Controls ~ the managed desktop enviionment does not permit these.

* Mapped Network Drives or UNC poths between workstations and application
severs

e Maopped Network Dnves between application/web/database servers

» Mapped Network Drives or UNC paths between waorkstations

+ P addressing - use DNS addressing instead

* Application and database on same server

o Custom-developed Windows server services

26



Tarder 2655/2019/2020

» User/Application accounts requiring a permanent server login
»  Microsoft Access on a server

» Applicatfions written in such a manner whereby usemames and password are
embeadded in the application code

¢ Insecure Secure Socket Layer Security (SSL) protocols e.g. SSL version 3

1.28COPT

For this tender it is requires tor suppliers to supply and implement the goods and
services for the idenfified 12 sections or technology areas within the IT Secuiify
doemain, This supply anc implementation will happen within the current 11 Secunty
operational ervironment and care must therefore be taken to ensure at all times
continued IT Security operations and the no exposure or increased risk is
infroduced from the program or any individual sub-projects that will be required
to defliver on al the tender requirements.

In general, the gcods and services scope of the tender includes:

+ The solution design, supply and implementation of Hardware components
including appiances, storage, servers,

* The solution design. supply and implementation of Software components
including appiicction, licensing, subscriptions, maintenance, monitoring tools,
management tocls etc

» Services: upgrade, implementation, fraining, operation, support,

maintenance, service level agreements, managed services, security
assessments efc.

« Anv other interrelated components fo ensure a working solulion

The specific scopesin the fender in terms of specific solutions or technologies are

grouped in twelve solutions sections and include:

Schedule A: Reverse Proxy
Frovide a Citix or equivalent reverse proxy solution including load balancing
and web application firewall functionality as well as reporting and decryption
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and re-encryption selutions. Delivery metrics for this solution will be managed
through agreed Service Level Agreement (SLA)

Schedule B: Vulnerability Management (VM)

Provide a Tenable vulnerability management solution or equivalent for the
infrastructure, application, web application, database and firewall landscape
which include reporting and asset classification functionality. Delivery metics
for this solution will be managed throuah aareed Service Level Agreement
{SLA}

Schedule C: Cifrix Virtual Desktop Infrastructure or equivalent
In this section tenderers will be required to expand and provide support and

maintenance services for the Citrix VDI platform or equivalent.

Schedule D: IT Security Inteligence

Tenderers must propose a McAfee solution or equivalent for an IT Security
Infelligence Platform to facilitate the integration of the in scope services.
Delivery metrics for this solution will be managed through agreed Service Level

Agreement (SLA).

Schedule E: Data Loss Prevention

Provide a Data Loss Prevention (DLP) solution which will integrate with the
existing environment. The successful tenderer will also be required to project
mancge the implementation of this solution. Delivery metrics for this solution will
be managed through agreed Service Level Agreement (SLA).

Schedule F: Anfi-malware solutions & Email Hygiene

Provide -he requested Trend Micro Anfi-Malware solution or equivalent for the
City's environment. Provide Trend Micro emgil gateway functionality or
equivalent and Exchange 2013 antimalware protection in both Cape Town
and Goodwood data centres including advanced anti-spam and anti-

mciware capability. This solution must also provide reporting for anti-malware,
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content fitering and spam solutions. Delivery metrics for this solution will be
managed through agresd Service Level Agreement (SLA).

s Schedule G: Security assessment services
Security assessment services are required for the CCT's SAP Portall, including
application and infrastructure environments and a Microsoft Internet Services
project. Itis the intention that a panel(s) of service provider for each project will
be created. Work will be rotated according to a defined schedule.

e Schedule H: Cloud Access Service Broker (CASB)

Provide a Cloud Access Service Broker (CASB) solution which will integrate with
the existing environment and future planned cloud services and applications.
The successiul tenderer will also be required to project manage the
‘mplementation cf this solution. Delivery metrics for this solution will be managed
through agreed Service Level Agreement (SLA).

1.3 REQUIREMENTS
For each requested solution / goods / service section the background and
contextis provided foliowed by the requirements statement for the specific
section. Please respond within the table provided per section.

1.4 INFORMATION GUIDE ON FUNCTIONALITY SCORING

In preparnng your response to this request, your goal should be to maximise your
score by convincing cur evaluation and adjudication panels that you offer the
best solufion and service. Points will be awarded for completeness of responses.
You should address all the areas.

Answer each mandatory question inits entirety and insert your responses into
Annexures A1-Aé in this document and expand your answers where necessary.
Please respond fully to each question before proceeding to the next question.
Do noi place additional information in an appendix or annexure, rather place
any addifional answer to the question using the following numbering convention:
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If the answer for @ question is on page 10, you may append any further answer
pcges with the question clearly referenced at the top of the page and the page
should be numbered 10.1, 10.2, etc. at the bottom of the page (please see
pasitioning and numbering convention of this document);

In terms of providing available documentary evidence, details of any additional
documentation provided should be included in Schedule 14; List of other
documents attached by tenderer, below, and clearly referenced in your answer
page/s inits respective answer area. And, where requested in the document, all
relevant reference documentation to be attached in Schedule 14, cross
referencing ‘he applicable question which should be clearly marked in the
document AND within Schedule 16: Information to be provided with the tender.

If you feel that a question cverlaps another question, then repeat your answer as
different people may evaluate and adjudicate different answers.

Schedule B: Vuinerabillty Management - Background and Requirements

The City cumently uses the Tenable.SC Vulnerability Management plotform in
order to perform exiensive vulnerapility assessrents of the environment. It has
now become necessary to further expand the reach of the system due to the
City's IT security and compliance requirements,

the Tenanle SC web applicction scanner (WAS) currently does not meet the
City's requirements from a reporting perspective, which impacts the City's ability
fo remediate detected vunerabliities. Hence the reason for the City requesting
addifional bids for Web Application Scanner.

The vuinsrability management tool(s) is required to perform vulnerability scans
which conform to the CIS-cerfified (Cenfre for Internet Security} audit standards,
in order 1o comply to the standards. set by the Auditor-General of South Africa

for operating systems and databases. This requirement is mandatory.
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The following environments are to be scanned for operating system, database
and application vulnerabilities:
1. Windows Server 2012/2016/2019 and all variants
AIX 7.2
SUSE Linux 11, 12,15
Red Hat Linux 7, 8
Microsoft SQL Server 2014/2016 and all variants
Oracle 11.2/12¢ and later
SAP HANA
IS 7.5 and later
Apache 2.2 and 2.4
. MySQL 5.3 and later
11. MariaDB 10 and later
12. SAP Portal
13. ESRI ArcGIS
14. Microsoft technologies

02 NSO AN

(o]

15. SAP technologies

16. Frrewalls

In the following table, please respond to each item. Please complete the
“Description / Technical Response” column for each item that is included. This
section is a fechnical response section and must be responded in full. An
exiraction of these question will be repeated as evaluation questfions in
“Evaluation” section 4.5 where the scoring criteria will be provided. It is highly
recommended you review the scoring criteria in detail, prior to providing the

necessary defailed technical response.

Functional Questions
In the following table, please respond to each item. Please complete the
“Description / Technical Response” column for each item that is included. This
section is a technical response section and must be responded in full. An
extraction of these question will be repeated as evaluation gquestfions in
“Evaiuation” section 4.5 where the scoring criteria will be provided. It is highly
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recommenced you review the scoring criteria in detail, prior to providing the
necessary detailed technical response.

TEMDER NO:

Exchange e-mail Hyglene & Protection.

Functional Questions

In tw folowing tabie. please respond 0 each Rem, Pease compieta the “Desciiption / Technical
Rezponan’ coumn for sach item hat is Included. This ssction is @ lachnical reaponse section and must
o8 rasponded i il An extaciion of (hese queston will bo repesied &3 ovefuation questions in

*Evadvalion” section 4.5 whero e sooving critesia will be e, ILis highly you raviaw
M8 sooning creerna in detai, prov (0 providing the y Outadoed P
t[ Technics) Requrement / Cuestion l Dascripion / Technical Resporsa

For Offica 385. I ia necsssary 1o configurs the Inbound

an¢ Oudound Connectors (o wock with Mosled Email

‘ Secarity. This ls done from e 0385 admir
cenire.

Tha inbeund connacior shouid alow to recalved emall
F1. 1/ Dascide how you wil Integrate Trend MIcro | oniy from the foliowing 1P's:
HES or aquiveenl with OToadss? Pisase
DOVIe BTN dag/em. For Eurepe, the Middia East, Africa

« 524812710278
v 62386219078
¢ 5238830126

All cihey regiens.
o 54388354126
¢ BA210.491.075

The outtoune connactor should relay emeat 1o

relay.hes trendmicro.en  for  EMEA  ragion  or
relay.hes trendmicro com

Loaty your MX regorde sheuld ba pointed o the
following or ematl flow 1D be routed via Hosled Email
Sewurky:

EMEA: inhay trandmicrd 2y
Nor-EMEA: ir.hes rendmiero com

5o ,; «
K

=

Flar et = t{@J
- g

[ S 1 ey v o
Bk e
i

Refor o Annexure 14
Integration_Guide_HESand036S for the  full
configuestion detslls,
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TENDER NO:

DasabUmlTthRomnu

1.2 Dnuudmrmmmmnuoﬁum

the Trend Micro or equivalent Offica388
ntegration

F1.$ Describe how Trend Micro or equivslent
dota ls
d and further damago spreads

Trend Micto Hosted Emal Secuity provides the
following feakues -

L4
Source Varification (SPF,OKIM)
Source Vertication (DMARC)

]
?

‘I‘mnd Mlcvo Pvaadm Machine uwnan uses

FEEP I

gy to
nwnatlrﬂotmuonmdnrfamwmm
detect emenging unknown securky risks through digital
DNA fingerprinting, APl mapping, end other fie
festures. Prediciive Machine anlng Is 8 pawerful
1ol that helpe protect efrvironment  from
urwonlmodlhlea!sandmdayamdm

Afier Ban of o fie,
Trend Micro Pwdueu scans the file using the
Advanced Threat Scan Englne to extrect fds features
ond sends the report 10 (he Prediclive Machine
Laamlng mho Throuahusodmahnn modefing,
P the sampde (o
mmmmﬁ.mr\snwwmam

the pr Iype thei the fie

containg

la tura the file can be "Quarantined” 1o preven: the
(hwreat from coninuing Lo spresd SOross Your network.

Trend Micro Sender Aythentication. HES end DDE!
supports  Lhe i sendor  aulhenbcalion
standgrds o effectively defec! and fight agsinst
techniques ueed In emat phishing and spocfing:

+  Sender Policy Framewark (SPF)
+  Domainkeys icontifiod Mad (DXIM)
+  Domain-based Reporting &

In addition, you can configure Sender A

o
SIgN outgeing messages using DKIM signalres to

19
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:iina‘.b—sa;y added fosiuros that you
|provide o sim.Aste, Lest snd aducate

empoyees 0N How [0 6pot phishing attacks

2N Svokt allseks

Describe how your sofution combais

[mvoived in this process such 83 URL
|Anchysls, Sandboxng and Atlachwment
Anahysis. Flease Indlude dlagram

Tochnics! Requement / Question

ransomwars $nd how || carries out detection
nd Slocking. Please inciude wil the foaturos
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TENDER NO:

D ioion / Technical R

L L |

Trend Micro Phish [nsight is o compietoly free phishing
simuiation sarvica that tests (ha security awareness of
employeas againsl social engineering and educalos
tham to quickly and efficiantly apol attmcks. Phish
Insipht Jeis you test what could happen 1© your
organizstion baforo the hackars try

Phish invight gives you the ebilily ko isunch a roak-life.

phishing campaign with customizebla phishing emell
P that ask reciplants to ciick knks, enler data

or gownlosd an atlachment.

Start 8 Reslistic and Safe Phishing Atlack in less than

& Minytes

Trend Mico ot
Layers.

« Emall Security

+ Natwork Security

«  Endpolnt Securily |

Atany of he above sscuily laysrs Ihe following wii be.
used to check for ransomware - |

+  URL analysls

+ Behaviour Monitorng {checks for unauthorized
ancryplion)

«  Predictive Maching Leaming

»  Vinerablity Prolection

» ATSE - wil send any suspicious file for
sancboxing to determing If it 8 mallcious (this:
inchuden URL's. attachmenis eic.) ‘

. e ety
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TENDER NO:

! & Ts Roquir 1 Quest l Descriplion / Technical Responss

| e e ]
leatures and sends the report to tho Predictive
Machine Learninp engine, hosled on the Trend
Micro Smart Protection Network.

*  Suspioious fies will de sont 1o the Virus!

| Anctyser {ODAN). Iif a file I3 found o be

| Suspicious § JUSPICIOUS object will be created,
and the fide will be delsted or quaraniined

| | | dapendng on the conliguralion.
Fq. g Denerde how Trand Micro SMEX Advanced | Trend Micro SMEX uses the latest version of lhe
Threat Protection or equiviaent is | Trend Mioro VSAPI scan engine 0 delect

Implemented? Please exploin ‘ v , 3pY Qray , worms, Trojans,
and olher maticious code. The Trend Mikro scan
engine uses patiern recognilion end rule-based

| technologles 1o scan el incoming end oulgoing:
messagas {of viruses/medware and other security risks

| inceal ime of on-demand.

SMEX also uses the Advenced Threat Scan Engine
(ATSE) which employs & comtinasion of patierm-
based Y and p ‘o detect
document explolls snd other Uvoats usad in 1argelad
aitscks. Adminisiystors can configure SMEX to send
suspkious fles (o Virtaal Analyza: (DDAN) for furthor

ySis.

Tho Advance Theast Scan Engine also uses Predctive,
Machire Leaming 1o query Trend Micro's cloud)
seivica when dolng viruz scanning for some 363, such|
65, Windows axeculabie lBe (PE) and script fRes. in
comrast to ftraditionsl signsture-bosed wmebvare
datechans, Predetive Machine Laaming has more'
abily io delect molere variants.

Providue soned reference ietters from
compernies of organisationa with i South
Alrics where you heve provided sechiteciure,
mplamentation and support services for the
propased soluton. Onfy officlal kelters wil be
recogniged which have been authorised by a

5F1 oodegam manager, Contsct daialls must be

"7 provided in order to parlorm verficaton of

Your saiulion. Il would be highly benaficty’ for
na refarence letters to indude detsls of he
project Inckuding refevant techrologies which
the Chty uses. Provice all required evidence
n Schedule 16: Information (0 be
provided with the tender
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| ¥ 1 Techical Requiremeni / Guestion

1.6 Desuiba how your sokullon combats
advanced malware and how & shares this
Information aoross olther soourly
spplications

£1. 7 Doscriba (he Inteligance thst your sokition

uses o slop phishing stscks.
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TENDER MO,

T e

- 3

Trend Mioro solulione use tha Advanoed Thieut Scan;
Engine (ATSE). ATSE scan enhances prolection on!
2evo-day otlock. It uvos VSAPT oulput as a basks lo do!
houristic  delection. On the even! hal the ﬁlol
chocacturtatios bt (he suke of GVE Exploll. & wil be!
datacted by ATSE scan engine.

Onoo » Trond Micro product using ATSE detocts u
susplolous a e t will sond it to Desp Discovery
Analyzer (DDAN) for Sendboxing,

Onca DDAN identifios & as suspicious file, k wil creale
0 suspicious object and then sends Il to the Apex
Central server. The Apex Contral will then deploy the
suspiclous objoct o ol comeclad Trend Wicro
products and notify them how {0 process the fie.
Bssod on configuralion, Sle can be quaraniine or
devetad.

This is raferred to o5 the Trend Micre Connacted
Theest Defence, Mveraghng tha muflipie layers of
producis peross your anganization to biock thvasts.

The wislbilly of these threals that genornios
susplolous objacts can be wiewed n Apex Centrol's
“Thraal Inte!” tab

'HES, DDE and SMEX wil usa the following o siop

phishing oitocks -

Sender  Authentication, Sender  euthenticalion
sfendands s used (0 efectively detect and fight
egainsl lechmiques used In emall phishing and
spooling:

* Sender Policy Framework (SPF)

¢ DomaiKeys identified Msil (DKIM)

« Domalrbased Message Authentgstion,
Reporting & Conformsnce (DMARC)

Wab Reputstion Services (WRS):

* Is comprised of several cocrelaledt services thatl
provide proaotk thon and ]
egeinst known bad web sites, fomsins, fles
and objects, 83 well &8 emoll related llems -
iInchuding enti-phanming and anl-phishing

dedection.

ATSE with Predictive meching lesming:
s Afer 9 0 unki oF losw-p
fide, the filo & scanned using the Advanced
Threat Scan Englne (ATSE) Lo extract Gle
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o rmmwnmiw r

£2,1 Describe Iheavshbloould the-box data loss
prevention policies

F 22 |Describs how Trend Micro Hosted Emall
‘Setvlt»l (HES) or equiveien! anc Deep

y Emet | {DDE) or equival
‘poriorm ig d for 3
anlispam, elc.

F23 Demolhamnp\muonmmmdby
this solution
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TENDER NO:

Wi'rwmo

TrmdMlaooﬂmundmmmmeonLP

which sseists you in quickly deploying DLP rules and
sliows 10 mast compliancy (n 8 fraction of Ihe lime
and cost compared to other solulions.

Date Loas Prevention templatus to tag and detect
sensiive conlent by o est combination of data
Identifiere. A lempiate combines data identiiiers end
operetors (And, Or) in condition statements. When e
8¢t of dats matches (he crileris of @ condition, Dala
Loss Prevention Wiggers a policy aclion. For
examplo, & file conlaining data malching the All:
Nemes from US Censue Buruu AND us: chN

(Health | Claim )
trippors the HIPAA policy.

Companies can 6lso credls custom lemplatas or,

modify exialing (ompiates (O Sul thakr Dusiness;

requirements.

'mnd mewggabnmmwm
2 of &l DOEI Soourty

interne!. Hostod Emsd Seeumy wl aulomalically

update withcut user sattings/intervention neadad as

It s Software as & Service.

You can also ulllise & Apex Canlrat server which will
download the updates fom the ActvoUpdsie
servers on the inernel and DDEI will dowwioad the
updates fram Apex Central,

Activelpdate supports Incremental updates of the
pattenn fe. Raiher than downtoad the entira palieen
fie sach time, AcliveUpdate can download only the
porton of the fée that ks now, and eppend i 10 the
oxisling pattem fle. This efficient update method can
eubstantioly reduce Lhe bandwidth needed to
update your entivirus software,

Wab Reputstion Services (WRS) - ks comprisad of
sevaral correlated oma that provido proaciive

L known bed web skes,
domains, files endob)oe(o 23 well et emsl related
fleme k-mmuwlm ent-pharming and ent-phishing
detactlon,

Domaln reputstion
Page repulation
Email reputation
File reputation

« s v
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! Techn'cal Raquirements ! Questions I

F 2.4 'Describa how your sokstion prolscis agains(
Social Engineering

£ 2.5 Describe the Businass Emall Compromisa
|kealures of thes sodution

F 27 Does Ihe proposed solulion parform Domeain-
'Beud Meszage Authenticaion, Reporting and |
‘Contormence (DARAC)? Piease axplain how. ]

I

(

l
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TENDER RO:

1 B

Description / Techni
ES ODEIs has Saaai Enumenng Nled\

detects suspicious bonsmur relatad lo soelal,
anginesnng atlaoho n emad messages. When!
Socisl Engl Amck s enabled.!
HES ond DOEI lc.-m suspicious dehsviow n;
severdl pans of each email ransmission, Including;
Iha emok header, subiect Ine, body, mwhmoml
oand the SMTP prolooo: information '

Additionally, when combined with a Virtual Anoryurf

{DDAN;) the amail will aso be depioyed In;
the sandboxing emvironment to scan fer Seelal’
_Enginepring. b

] v H

HES, DOEI and SMEX uses the nu:qlam
Antispam Engling, (& perform ha (ilowing lo
effectvsly protect orgenizations sgeinal BEC
scams:

*  Scon emell messages from speciied vgh-
profile users to block sockd engineering
attacks (Thess users con specifically be
idenlifisd by adding them, example would be
to add the CFO, C10 ole,)

*  Check sonder and reciplant domadn
information lo prevan! emal massago
8]

Bypass email from app d sende
_lo enhance oetowon
HES and DDEI p pwwuc- DMARC volidakon,
DMARC 8 designed to il Inio Ihe

email audhenticstion process of HES end DDEI
DMARC helps email reciplonts to determine i Ihs
purportod mossago allgns with whe! the recipiant
knows ebout (he sender. If rol. DMARC incudes
guidance on how 10 handie the non-oligned
messopes,

|
'DMARC raquires the following:

124

* A message Mol passes he SPF check

* A message hat passes the OKIM
authentcs Bon check

«  Alignmenl of identifier domains

By configuring DMARC satlings, HES and DDE!
allows you to specky actions (0 Lake On messages
Bnd adc enforced peers 1o maka sure email
messages from ceriain sender domaing atways
pass DMARC aulhentication,
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I

1 Requi s | Questk
Oescriba the Trend MNCro o equivalent emed
‘search and destroy capab iies.

£

F2s 'Doesmmmm UR. Protection?
Plase explan how.

F 2.10 Does your proposed soluthon offer DLP
cepabiities? Please explain offering, including
how Ihe sokition may de ntegrated into the
Eriecpeiss Caa Loss Prevention proposed, or
other.

F 2.11 Can your proposad solution periorm maly

Tender 2655/2019/2020

TENDER NO:

[} 1 Technieal R

v

SMEX has the Seach & Desyoy lesture. Seerah l
Destoy provides adminisirators the abiity 10 searchi
and mailbox (for !
emal maaa Mnos rnk:) from Exchanqe

3 3 can speciy defaied!
:umncmwrmmmmcpedﬁ:uywd
0, users, 3 P creation!

dates.

Yes, Trend Micto web reputation technology helps
bragk the Infection chain by assigning websites a
répuation based on an esszasment of the!
busiworthiness of & URL, d«mm-nmupb
of the domain. Wed ¥ -gdnslw»-
baged threats including zero-dsy stacks, belovo
they reach the network. Trend Micro web resutstion’
nchnology tracks the Slecycle of hundreds ol
millicns of web damains, extending proven Trene\
Micre anli-spem pvouabn 10 the intlemet. Trend!
Micro 5 pes off Sman sarvers n order,
moﬂmﬁowmnwﬁmum ths Smart
Protection Server has the most up-to-dete reputalion
Inform slion
Yes, Trend Micro approschas OLP with an
ntegraled approach meaning that HES, DDE) and;
SMEX has DLP funcsionsidy buslt In. You can choose!
'raanMdmboxmumrylemw
YOU Could edt or create your own based on’
koymrda,ﬁotwe fie stnbutes or by using a
combnakon of

Yes, oul of (he box HES, DDEl and SMEX has,

1

aratysn enc sandboxing andlysie on
atachments? Plessa explein how protectan
ege N3l expickable content and various filo
formals 's offered.

" exphoit capab'ﬂesvhlhe
Advanced Thweat Scen Engine. lnawlﬁngm
Virtusi Anglyser (DDAN) Tund Micro products Is!
sble to offoed suspoct files for furthar deep.

smuigbion and anshysis in an isolked virual:
environment to idenify characienslics commonly,
associsted wih many types of malware. In;
particutar, \rmlwwrmnmummw‘
messages coniain explod code. Supponed fie types!
include o wide range of Windows execuiathe files.!
Micresoft Office and Adoba PDF documents, -mb,
content and archive files.
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[ £ ] Tecwice! Recuienents / Questions Descriplion / Technical Response
F 2.2 Dows you solutkon offer GetsSod ve reporing |~ Yos.  HES, DDEl ond  SMEX  provides,
or & dashbears? 219039 exiain how adminislrotovs with an ovarview of the systom that!

keeps adminisirators mformed on the first sign of)

med procossing issves. Dotolad logging helps!

adminisirators posctively mensge issues before!

thay b nop The Is

comprisad of two componenis:

¢ Tada: ARow adminsralors K orea(s a screan
hal conlaing one or move widgets

*  Widgots: Provide speGTic information about
varlous security-refotod events

| e S e SO S
F 213 Now dows Trmd Micso HES 5 ODE! or SD e DOEL Snhvaeced qellin tachroedy

ooutvals Tt SORARONS Provide Advanced Threst dhcovers tsrgeled Uweats in omal meseeges,|

5 o7 Moass expn xduding spasr-phishing mnd soclal enginearing;

—c [ oltacks. The Advancod Threst Scan Engine’

[ (ATSE) Is vaed

|

o Repulaton und heurtstic lechnoioglas calch
uranown ihreats end document explolls File
hash anafysis blocks unsale flas and
applicaions

»  Osiocts tvons hiddon i pasewond-protected
flles and shortened URLs

«  Pradickve machine laarning technology
detacts emenging unknown securily reks

Blocks malcious URLS in emad mossages ot the
Lme of mousa cicks

F 214 | DeaRe how Tred Mo o equivatent Wilhin HES and DDEI you will need 10 sync wih.

|#ciution notifes users ihat iheir anslis have your Active Direclory o enable wser no'ification
boen quBTaNined and how users rlesse epecliically sol on policier. i humn the End User.
‘e ais oM quarsnding withau ssminsyative Cusrantine (EUQ) feature aliows usars 10 raview,
nhevOrLon calate, release, or approve emal for delvory via

te EUQ consolo. Automatcally send EUQ
nollfications with niline action links. Wilh the wab-|
bssed EUQ consoie, users can manags the spam.
QL ine of their accounts oand of
dsiribulion fists that (hey be'ong to ond add

fothe A dars [l

>

Provide signed roforence lewers from
comparias o organisalens with a Souih
Ala where ¥ou have provided srchitecture,
IMolaMentalion and suspor sarvicas 151 the
preposed soubon. Qnly official laters wiibe
irecognisad which have aeen aulhorised by a

E zﬁifu»egand manager. Contact datads must be

T lprodes in erder Lo perform verifcation of your

isohtion. F would be highly beneficial lor the
jreference leters o inciude cetal of the
ipresact NiuEng rekevani technolagies which
itht Ciy w304 Provide a roquired avidence in
lsmm 18: Information to be provided
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Funciional Questions

In the following table, please respond 1o each item. Pleaso P the “D ption | Tachnl

Responss” column for each item that Is Included. This section is o lechnical response section and must
be cespondad In full. An extraction of tese question will be repeated as evaluation questions in
Evnlmion'ud.lonlsmrothmmedmmlbapwviud ﬂllhbriyrwommmdodyoumw

lmwngmhddalwmmhom y detaiod lochni
[ wewmmm [ % =
PR R e et J Description / Technkos! Respanse

Tho proposed sulte is; Smer Protection Complele
(BPC).SPC is @ sulte of andpoinl proleciion products,
eppfication end network el the centrs of which Trend
Micro Apex One is.

Apex One provides next-g
Protacts endpolnts, on or off he corperate network,
ogainst viruzes, Trojana, worms, spyware, adware,

\ d epplicalk and new variants

F3.4 ‘PmluQad-mlmewo(meMm as thay amerge.
" |Apex One or equivalent solution VA OO, i ‘
X ot mod eal p Y

for ant-malware, packer varianls, device conirol,
command and control (CEC) wreffic, browsar expiolis,
behaviour mandioding. and web threate. k also fastures
client frewal, davice oonirol, emall ecanning, and
sandbox Integration for the bost poss iblo 0-day mabwaro

dataclion,
| 'Rafe A 16 + da_smat i
F.3.2 Provide a detaded overview of he Apex One Wm‘c""""‘ » ‘:m
mﬁ:m’mhwmm mnwuq«uswmnonﬂwmw’c The

of
sammypoldos mmm,mmoumm
every agent and server.
Nso.TrmdeAmCmﬁal Coma!ln'hredm
data 2 o with @ single
“‘ that and
mponcmammptolnwnofuum #s well a9
acoss on-prembso and coud deployment modals.
Coninuously monlior and rapidly understond your
ceuluypost\m entify threats, ond vupond!o

socurity
nmiyalcaervu mu&ple llvmofpvmdlenualed\o
defending agalnet advanced threats that expioll mulliple
fivaal vectors. No more coneole hopping—configure
poiicies from s ceniral consola for mulliple layers of
sacurily for all products in the suite.

m
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[ General End Point Protection - ] o = e
[ ® | Technical Recuirements / Quasfons 71 | e Bescription  Technical Response
:mOnc makes vse of components and programs 10|
- ‘ e agonl camputens proteced from tha test securty,
[mahwire compenent and associsted repodting neks, Keep these compenents and programs up-to-date
fand alorting. by running manual or schodued updetes.
I adoition 1o the companents. Apex One sgents also
feceive updalted configuration files fram the Apex One
sarver Apenis neec the configuration files to apply new
seltings. Each time you modify Apex One setiings
hrough the wed console. the confipuration Mes changa.
Components are grouped as follows:
¢ AniNius Components
Anll-spywars Compenenls
Dsmage Cleanup Services Compenents
Firewall Camponents
Bshaviow Monlicring Components
Suspicious Connections Components
Browser Exploit Solution

F.3.3 Detcride in datal the funcionality of the ant-

Progrems
Waebd Reputstion Componant

Apax Cantrol |3 also used for cantral msnagement and
vk iated  with  Apex One

X %
COmMponents.

F3.4 [Descrive In detald the mcoonsity of the host SPC a0 Includes Trend Mo Vuineradity Prolecton
T intrusion praventian component and (TMVR), aur host-dssed P'S fov endpoints. Trend Mkro
8850Ck3ted reporting end stertng. Vulnerabifity Profaciion provides acvanced vulnerabiity
shiniding againsi 2ero-day threats and blocks exploits

before a palch con even be deploysd. Trend Mo

Vulnerabilly Protection is infegrated o the Apax One

agsnl and managed via poficy.

Apex Central ks also used for central mansgement and
reporied/alerting ted  with  Vulnerablity
Protection.

A
| Apex One  frewal ides state’d packet-devel
F35 Descrize in delal U funclionaiily of the insoection for TCP, UDP, end ICM® rafic 1 heip
[personal fisewat component and essociled protect against network attacks, mcuding ones that
‘W“‘ﬂ and aderting. cciginate from within the network. The frewall a/s0
] provices application ftering which efther *allows" or
“blocks™ retwork paffic depending on the program

sanding or receiving the cata.

Apex Ceniral Is also used (o central manegement and
reported/plenting associsied with Apax One Firewall
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= SererdErd P Proion = | PR —

T | TecmenRaremens /veioes | Dewrpton! Technkl Rasporae =
Fag Descve In gelas the functiansitty of the full Trend tticro Endpalnt Encryptien (TMEE) & part of the
sk and removedle media n proposed sulle. TMEE includes certradly-mansged
|componsnt acd associsted teporing end fiefordar encryphion end fullcisk anonyption agents.
alenting. TMEE agunds can bo deployed vie Apex One plug-in

manager.

£.5.7 Doscxive in detal e functionaiy of the Intsgrated OLP ia part of the proposed sulls. Trend
7 andpoint dale o8 prevention companent and Micro's (alegraied DLP comes with hundreds of pre-
assoclaied reporling and alerting, defined compliance (empioles, and resdy cegex

patiorie end keyword lists for data delinition DLP Is;
cantraily managed from Apex Ceninal wnd (s Integrated!
within Apax One and ScanMail for Exchangs. On Apex
One, the Integrated OLP suppord ltip

includng HTTP, FTP, SMB, mall clients, webmad, M,
ooud slorape, USB, printer, Bletocth, CD/OVD
bumens, and moro

Device Contro! s 4 feature of Apax Cne.

F.3.8 Doscribe In deta the functionaiity of the port
ond dow N and associoled :aeu 0.'? Devics Oomrd‘wwam axchuding specific

of, device
ORENg oK slertng. efpontbopnonteld

Non-aiorage USB devices are configured soporately
from sicrage USE devices,

All the requesied device Lypes end more &re carrroliod!
by Apex One Device Contral fasture

Apex Caniral i a0 used for central manegemant and
reported/alerting associated wih Davica Control.

a in |

F3.9 |Descnbe now each componant of the soition Apax One components and programs include:
s regulaty updated from an engine end
|sigrature fis. Include aff components, Antivirus Components

Anll-spyware Components

55 88 s
:
5
§
]
g
;

£l component updales orginate from the Trand Micro
AotiveUpdite sorvar. When updeles ate avatlanie, the|
£pex Ono emever and smen prolection sourcat (Smort!
Protocion Senver or Smart Protection Network)l
ined (he updated 4 Thers are no
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F.3110 What is Ihe size of Ihe full signalure lie
gaployed ko Windows 10 endpoints? When is a
full signature fie deployed?

F.3.11 How fs zerc day mabware detected and
remediated by (he endpolnt system
adminisirator.

Tender 2655/2013/2020
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Descrinty

Technical R

el
bet lho Am: Ona!
sarver and Smart Protection surces because each!
one downloads a specific set of components.

Apex One server downloads most of the camponents
(hat agenls need. The oniy componant it does nol:
download is tha Smart Scan Pallem, which s,
downkaaded by st pratect l

I the Apax One servor manages a large number of|
agents, updaling may Ullize & signficant ennount of
server compuler resources, sflecting the server's!
stablity and performence. To address this issve, Apex!
One has an Updale Agent feaiure thal aows certpin
ogents to share the task of distryuting updates lo olher]
agents.

= Data the Configuration o
Apex One server 10 download componsnts from the,
Trend Mecra ActiveUpdsie servar or from anolher|
source If the Apex One server Is unable to reach ihe!
Activallpdato server diroclly.

After Ine sorver dJ it}

can  automatically nolify awnl: to updale helq
oompnncnu based on the edministrator spociod;

sottings. O Dalo ds tho usage af’
the Aulomatic Updates option.
Tho hat sig o siza s b 19~ 49MB

for differan| angine pattems, Only the firsl-tme agent;
reques! signelwre update, server will push the (uu
pstlern package, after thal will send the increments!.

Administrator can Isolate alvisk endpointa Lo run an
Investigalion snd rescive sacurity lssues Reslore the
connsckon promptly whan sil issues hsve been
rasoived.

Aleo, you can set Ihe Oulbreak Prevantion Policies (0!
oyen before receiving the appropriate pattarn file rvomi
Trend Micro, an anterprise can deflect, isolate and:
stom olitecks with the holp of aitsck-spacdic
Information and Outbreak Prevenion Policies from:
Trend Mcro Outbroak Prevenlion Servicas,
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ol Guwsmpmm
Techrica

WITWMW ]

Acommon lssneolme(:tylstm w-nrinao(
extemmal madia for matware, of the lack theneof.
Descride how Trend Micro Apex One or
equiva'en| can 2ssist by minimizing mabwere
infeckons hwgheayddeclnn and

F.312

Ten s

Dataut configuralion setlings ks to dlock the AuloRuN |
function inf) on US8 0o devices.

Also, we have two other aptions for the Scan
Sattings:

Scan the boot sector of the USH storage device
afler plugging in: Autometically ccans only the
mxwa.usauompmmumem
user phigs it in (Real-ime Scan)

Scan al filles in removable storege davices afler
plugging in: Automaticadly scans all des on o USB
slorage device every fime the user pugs it in
{Reaktime Scan).

F348 owehowmmporﬂmmhw Apsx One Imegrales with your Micosoft Active
with Actve Directery across the enlire salution. Direciory structure (o manage Apex Ons agents more'

Incdude all components, both egent end
management,

What eddiiconsd optiors or i,
£.2.14 Oside of the highlighted minimum
lmdmhlr. are avcldna to further protect
from

indactions?

endp

131

officiently, etsign web oconsole permissions nhg
Active Dlectory and
mmwmmnmmmm

Apex One pynchronizes dats with Active Diveclory
domans reguiary o keep the Apex One agent fre¢
structure up-to-dete and to quary Unmanegsd agents.
For dally, weolly. and monthty synciwonizations, the
periog is the number of hours during which Apex One
synchronlzes Aclive Direclory with the Apex One
sarver,
In Apex One, the admin can add mors domains 1o AD
inlcgration setings. ¥ necessary, specify domain
md-mhhlounydmosdmddmm
Web Reputation technotogy p
aamlmwmvﬂhhorwulﬂomwpmlo
and p

wamm wmmmmmmm
<chein and p g of code.

Boh Al

Manitoring ruonlon agents
for unusual modiicakions o0 the opereling system
or on inatalied softeare.

Pr Er scan f
can Idcnﬂylndbbckmnmmn programs (hat
larget documants that run on endpalnts by
mﬂyi\gwmwi‘ %wm

programs.

Damage Cleanup Services dleans computers of
filo-baned and aotork virutes, and virus ond

worm remnants (Trojans, tcawyenm mlfhs)
thrcugh & fully
mmm»mmadbmi
Pregictive Machine Lesrming engine cen protect
your vk from Row, previously unidontified, or
unknown Uweats thyough advanced file festure

andt p g
Predictive Machine Lesming can ascerlaln the
probablity tha! a threal axisis in a (e or process
and the probabdle (hreat type, protecting you from

zaro-day Rttacks
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4 |
F3 15,Deﬁcrl>ehcwthunqaolm solution s Heensed |
220 'lo' ench componand or suite of companents,

F.3.18 Diacues how the Trend Micro Apex One or
|equiveient client distribution is sutomated
|using the City's standard software distribution
|keol, SCTM.

F.3.17 How would you ansurs that once the Trend
Mo Apex One solytion o equivalen! has
been deployed. R cannot ba removed by tho

|end user? Consider both users with
lagmin erakr privieges and stendard users
|wilh no per o ingtatf or uninstall
lscftwere

R
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Dascripion | Technical Responss

Am_toxdléﬂ protection, Real-lime Scan sliows you '

1o detect and block tveals using Common
Vulnerablitles and Exposures (CVE) explotts.
Suspicious Connections C&EC, Yo can now
confipure the Suspicious Coanactions ‘salure to
log or block natwork conneciions detected by the
Giobal CAC P sl and mahware natwork
fingarprinting.

The SPC sulte s licensed on 3 per user basss end
the loensa number Is for all suile components.

Trond Micro Apex Cne supports the osatian of (he

Agent for deployment through 3ad party software
dstribution, such as SCOM,

Trend Mo Apex One Agont Peckages orasles an
Installation package thal can be sent ko users using
SOCM. SCCM pushes and runs tha package on Lhe
0pent endpoint to Inslall or wpgracde the Apax One
apant and update componants.

To use SCCM 2016 10 ceploy an Apex One agent,
sdminsiratore can prepare en MSI packege (hreugh
Agent Packager and axport i to SCCM.

The exporied MSI package can be imporfed [nio
SCCM with standard parameders for an aulome
- devioy 1o the endpol !

Apex One sgent se'i-prolection provides ways for the
Apax One sgent to prolect the procosses end other
resouvoss required o funclion properly. Apax One
ejent sof-proiscion halps thwarl attempts by
pogrems or oclusl users 10 dimable anli-maheare
podection,

Al adMiMsaiorn Can sl B password prolection kor
even f ussr with adminisialve permission waml o
uiinsiall or s10p e £oftwere musi provide & password.
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i | OomlcmMiPrm
T  Rac in 7 Quises

iF.3.19 Whalan the mmmdmmmm
ensina an andpoint saition does not “braak”™
8 endpoint by provkiing a feully updele.

F319 Frovike aigned reference  tolters  from
COMpanies ov ogentsations wilh In South Africa
whoro  you bave provided  architectume,

| implemenistion and support services ki the

H proposed sokition.  Only ofickal letters will bo

! recognised which have baen suthorised by a

| dologated menaper. Conuct Jalnks must be
provided in order fo pedform venfication of your

ot B woukd be Nighly beneficial for the
refenence [#1tevs 10 inciuds detals of the projoct

Including refavant tochnologios wivch the Cly

uses. Provide sll raquired  evidence In
Schadule 16: to be provi
\with Gre tender

(, Ancirowt Devices — Mabita phone and tabiots

| Technica) Requirements / Quastions

F4, tumbehowyourmﬁ'nndmo«
squivalent s0/ution would ba deployec to Android
davices, Thess devices ere mansged by SAP
Adoria as the mobile devico mgnagement (MOM)
tool of cholce.

133
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Desorintion / Technical Response
Apex One auppocts 16 (01l efopem PONENTS.
Roliback refers 1o raverting lo the previous versios of
mv:usm-ms::mm»thnmmav.m\
Scen Engino. ¥ these do nol f
properly, rod them back o lhelr previous vergions
Apox One rolmins the cwrent snd the pravious

mbmo(hav s Scan Ergine, 3nd the last five
varslons of the Virus Patiern and Smort Scan Agaat
Pattarn,

i
s
i
I
: 3

wmommmmmamwngma.

he following methods:

. Downlosid end Insiall the MDA diractly on & mobile
devioe from Google Play slore, Search for Trend
Micro Eniesprise Moblle Security on Google Play
and then download and insiall Enterprise Mobla
Securily applicstion.

. Download and install tha MDA directly on a mobiia
dovice from the Manapement Server
Ddminislrator can send o lext or emall messago

53

. Downioad the MDA Inslalstion pockage on @
u eb b , then transfer & to the

moblodeviumd nslat.

4. Downlosd the MDA instaiation package ona

computer using Mobde Davico Ma
console, then ransier K 1o the moddie cevice and
Instal

nz



(] mmm-ummmwm

# Tochnioal moots O

F4.2 Mobika davices arm connedad to the CRy" s
network via on premise WiFi or via a City
provided APN. How ofen ara anti-mah

Tender 2655/2019/2020
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Descriplion / Technice! Response l

Trend Micro Mobile Secunty for Entarprise 15 ol
comprohansive _6ocutily sakillon for your mohﬂe'
The

updetes deployed and over which
communscations medium cen of will this take
phaco?

F4,3 Dewbahowltnaoumboen:rollymmcd |

and Ardrold devices updated

F4. 4‘M does the proposed solution detect if apps
are behaving maticiously on the Androld device.

0 Riering funct
Moblle  Securlly to  Mock  unwanted mrwrk
communication 0 mobBe devices, Some of these
network sl Inchude: SMS
mesgages, WAP push malia and dodn rocolved thmugh
LTE/3G/GPRS and Wi connections.

To protect against the most current threats, you wnl
oither update Mobite Security manually or configura it
fo update avfomateally. To save cost, you cen siso set
a differont updato requancy for the mobile devices that
210 in roaming. Updam include companent updaies
and Mobda S y progeom palch upds

Tnnd Micro Mobtle s«urly OWS) has a typical

model,

BN

#nd 3 locs: communication mu {LCS).

The M Servar bdes you 1o

Moblle Davice Aganis from the administration web
console. Once mable davices a8 enrolled 1o (he
server, you can configud Mobile Device Agent palicies
and perform updales.

Tha C lcation Server handl
between the Managemont Server undMohleOovlu

Trend Mloro Mobile Security provides two types of
Communication Server:

Loeal Commmuon Sorver (LCSy—this in a
1 Server deployed loeslly o your

nmwom

Cleud Communication Server (CCS)--thls 15 @
Server depioyed In the cloud and

youwﬂlnoimodblnslaﬂhbmw Trond Micro

manages the Cloud Communication Server and + ¢

only need to connect 1o It from the Ma\og-m.,.'

Saerver,

The solution Is able fo scalo from » fow hundrad

g Y y 9
dovicos.
Yas Mobile Security Incerporates Trend Micro's nna-I
ogy b effectively detect tireats o
prevent efackers from lnklng sdvaniage ol
vuinerabdities on mobie devices. Moblie Security sl
specially designed to scan for mobils Lhreats, The,
.soi.uhon nadnb:.\aily perfcms Vuln!:rahity scans and

modification

Trend Micro Mobie S L1 Webn Ri

and Parental Controis to protect your mobie devicel
from unssfe websiles and the weobskes \hat may'
coniain objectionable material for children, teenagers
and other famy members. You can moddy your Web
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Technical Reguirements / Quastions

F4. 6 How 4oos the proposed sokion detect and take

action ¥ an Androkd dovice |8 “rooted” of hacxed.

.
.

.
.
.
.
.

Tender 2655/2019/2020

TENDER NO:

Description / Technical Response _]
E-oout—ilfon ond Pa'endr——cwfmn ;mng jevels 88 p;;
your deskred settings, MobMe Security also maintains

the log of the websktes thal were blocked by Webd
Repulaon or Panenta’ Controty in iheir speciic 1ogs. |

Mobse Security lsverages of Moblie App Repataton|
Servica of MARS which is 8 cloud-basad senaco that!
aviomaically identfics modiie Pwosts based on app:
behavicurs. !
The maware scan may have any of the (oliowing!
roguits:

Normal~No halware detected

PUA~ Potenkaly unwaed epp W or PUAs
are 0rayware spps that could possdly pose a high
rigk on user securlty andior privaecy.
Malwire~—~Known malwere

Tha vulnerabiity scan mey have any of the following:
riok ratings:

Normal

Megum

High

Unknown—No informalion avalable

The modified app scan may have any of the Tallowing
resuits:
Yes—Original app was modified of repackaged for;
possibly malicious purposes
Ho—No modificstions have been made to the'
orignal app
Unknown—No information gvsdsble

crianis for the mobile dovices. ¥ any mcbile device
does nol malch the criteria, Moblie Security displays Its
nen-comphant status on the eerver Ul Mobile Securly
also sends sn cmsi Lo the non-compien! 10S mobize!
device, while R displays & noi'ficalion on nan-comoliand
A0 mobike davices. The compliance check kst
Inchodes: |
RootedVJa broken—checiks whelher the mobde:
davica is rooted/jadbroken or not,
Unencrypled—chacks whalher the encryption is!
ansbied on e mobide devios or nol
QS version check—checks whether the OS version
matehas tha delinad criterta o nol.

Communication policies can be confipurad o
y pariorm & sek wipe (wipe email,
calendar and contsct list)  the davice Is rosted or

_ Jailbroken.
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L Technical Requivements / Quastions

F4.6 Provide signed raferance lellers from companie:
or oiganisations with in South Afrkca where you
have providad archidacture, implemantation and
support sarvices for tha propesed solution, Onl
official letters will be recognisod which have
been ised by 8 dolag. ger.
Comact cetalls must be providad in order to
petform verdfication of your sciution. It would be
{highly beneficial far (ha referenca laitars to
{inchuda details of tha projact inchuding relevant
Itechnologsas which the Clly uses. Provide all

s

y

“equeed ovidence In Schodule 16: information

{to be provided with the tender

Tender 2658/2018/2020

TENDER NO:

Cescripticn / Technical Response




g | pfSense Firewats

[

Technicst Regusments / Ques

TF3.1 Desonbe ihe Trond Miceo Deep Orsoovary Web

Inspecicr (DOWI1) o aquivaknt niay be

[impismentad 1 ocunple Mak fha exisiing proay

isanvery, highlighting ths Impact fo the proxy
sarvens.

137
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TENDER NO:

Descrption / Technical Response
Yes. Trond Mico Deep Drscovery Webd Inspecior:
{COWI} can da mpiamented In Forward Praxy or
Transparont Bridgs mode

Forwand Proxy mode - |
WY Forward Proxy mode, Deep Oiscovery Wob!
[nspeactr is configured 28 a praxy server for natwork
clenis. Cliard browser 3 must ba conligured to|

tokes aciion ¥ theso Is @ wafic maich cocordng o
configured pofickes. Deep Discovery Webd Inspector]
can bypass scanning and forward the traffic straight 1o
the endponts, block traffic withaut scanning it, or scan
the traffic and then either block or monitor traffic
depending on actions configured in policies

Forward Proxy mode also provides the addilonal
capadiity 1o forward all traffic to another upstrenm
proxy server

Transparen! Bridge mode ~

With Transparent Bridge mode, Deep Discovery Web)
Inspeclor (the appliance) acts os o layer 2 brdge
belween network devices (core switch. router, or
firawall) and is P onthe

Decp D y Web | e ¥
scans on HTTP/HTTPS traffic that passes through the
ingress and egress ports and takes action f there s a
Wraffic malch according to configured policies. The
appliance can bypass scanning and le! the Iraffic pass.
siraigh! through the appliance, block the traffic withou!
scanning, or scan the Iraffic and then either block or
monitor the Iraffic. depending on actions configured in
policies.

Transparent Bridge mode is sullable when you want o
use Deep Discovery Web Inspector as an inline device
and there is only one network path that you want lo
monitor, If you sel up the apphance in Transparent
Bridge mode, you do nol need Lo reconfigure your
network as you need only piace the appliance in the
network path that you want to secure

The flow of traffic wil be — User -> DOWI -> piSense
proxy -> |ntemel
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Fs.z WM! aMHna.\uwa oangines con be vead 1o mn
the network (reffic for matware? i multiple
engines gre used, what is the impact (o the
usens infemet Mowsing experiance.

Tender 2658/2019/2020

= -
Description / Tachnical Response
Yes, DDWI can scan HITPIS ond FTP traffic fix
viruses, nonvirus threats, end block certaln connt
from entedng the LAN scoording to its type. Creats
multipie polickes to heve DDW| epply different ccan
crilers  to  differend user groups WRhIn  your
organization.
Advanced  Threal Scm—cmeks (of hnu
thrents i
Semommﬁleoeouldboamwmodow
require further observalion and anelyzls in 2 vitusl
anvironment.
Vins Bcan (VSAPI) - provides signanro-besed
virus and malware scanning.
Fil Type Block - provides the abiiy to idaniify and
biock over 80 dWferent ke MIME Iypes, Thezw £en
Induda popuiar fles such as Jeva appists,
?mwuu. Microsoft Offica documents, and o
oh,
G Fie Scannlng - provides p X
apliml metware that I8 hddan in highty-
compressed MTas (het ere compressed meny times
ovar. Matware suthors use this common dellvery
mathod o by and evade traditional Anlsvirus
scanning software.
Large Fia Handling - Whan transforring large fias,
usars might notics » lag. or the dianl browser could
lime out whilo DD'W) Is scanning the fle. Tha impaat:
s not usuelly noliced on Wansfers of lasa fhan
100MB, bul the exact Upping point obviously
dopends on  bandwidth, proxy
performance, compreasion layers, and the fie size,

A percsniags of axternal dela received by DDWI Is
tent 10 the Browser In chunks withou! acanning.
The (a8t chunk is send 10 the browser Lo complete
the down'oad only afler the enlite el of dalg Is
fecalved and scannod. Sonding smelier chunks
nol only maintaine the DDWI - Web browzer
conneckion, bul also koeps end-users podted o!
the downlead progreos.
Spyware/Grayware Scanning - prolecte agsinst
spyware, Galors, hacking tools, psasword cracking
adware, joke programs, remole access
lools, enc other grayware types. This locad scen
enging provides prolection basad on spyware
signalures end (s used to compiiment the Spyware
URL category found in the URL Filering feature.
The local Spywara/Graywsre scan anging & used 1o
ecan against files downlosd or uploaded to the
Inarnet thal may be infected wilh spyware or
groyware. Wheress he URL Filtering Spywsre
calegory i used 10 proactivaly biock scce?s Lo siles!
known lo contaln spyware relaled fies and objects. l
Web Reputation Servicas (WRS) - ta comprised of
sevorgl correlated servicas Lhet provide proactive
detection end blocking agalnst kaown bad weob
sltes, domains, fdes and objects, es well 83 emall
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'F&3

F$4

'Wumrwmmmw

Trend Micro Deap Discovery ¥Web Inspecior
(DOW) 3¢ equivalent mmealn stable anc fully

functongl. if your proposs! is 10 keatly neplace
of soing £, wiNist heghlighting that the proposed

£olution meets Ihe sng raquiromants sor ol
Cohale )

Prowda signec refarence leters am

crpanies Of crperdsalons wih iy Sout Aldea

‘whinms you Nawe provided erchflecture,
Mpemeriation and suseont servicea for the
Trend Moo Cesp Disoovery Wat Inspectar

(DOWI) or equivslert. Only oficid Ictiers wil
De recogrisad whic hawe D620 euihonsed by a

dalegated monager. Covact etals must be

Providad in (ioe 10 parfirm vendication of your

sdution. t wiksd ba hignty beneficial for the

-draaoe Mmbmmdmlldhm

uses. Me s reculroc svidence in Sched
16: Information &0 be provided wikh the
tonger

which the Gty

ule

Tender 2658/2019/2020

Description / Technics! Response '

reigted Hems - inciuding ant-pharming end urmj
phishing detection,

o Domain rpitation

o Page reputation

o Emall repulstion

o Fle reputstion
Applels and ActiveX Scanning - wwmwo(wlm‘
from mabware ombedded In Jave applets 8nd modlle.
code such as AdliveX appications found on many
modem wob sites.
MeliTrap - provides hewristics scanning (o Identify
and protect ageinst msheara (ha! changes or
morphs from one stele to enother &5 § navigates
through the network.

Mumww:alwm)nmm

“‘flhuldylo
.iepby on )our Mmrﬁ as shipped from
manractarer,

Based on o below table wo wouki recommend two of
e DOWI mods! 1100 appllances.
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TENDER NO:
Ad d threat detection appit or
# voftwace - Deacription ! Tachnical Response 1
[Tachnical Requirements / Questions | - g S,

F6.1 Ducribe in delatl how the Trend Mm Donp Advanced Threel Scan Englng (ATSE) scan enhances,

! y Analyser o setects protection on zero-day altack Il uses VSAP! culput asi
_po(amul maliclous actvily on the endpaint, web 3 basis fo do heuristic detaction. On the event thal ihe
‘gateway and Exchange filg characteristics hit the nde of CVE Explolt, i will be

catectad by ATEE scan engine,

ATSE was odglnally wsed by other TrendMicro’

P !ooo‘ec! swarg samples ko do the '

. It uses hewi o analyse and;

dagnme unknown malware,

ATSE was designed 10 uso hol cods paﬂem

mechanism. it does nol need pallem to do the wus‘

colachon,

Once a Trend Micro product detects a suspicious a fie’

il will send W to Deep Discovery Anatyzer (DDAN) for
\ Sendbowng. . ]

IF8.2 'De-c:ln in detall how tho propased solution is Once sent (o the Doeh Ulwwory Anaiyaor (undhf "\
;oblo {o respond lo (he poteniial maikious sctivity for analyses the Suspoct Objects aee distribute:
on Ihe infected endpoint, web g y and suppanted Trend Micro products such 8s Apex One 30|
Exchango that the product has the necassary inforrution o]

remove the advanced threal and clean the endpoint or|
E Barver,

!'Fﬂ. ‘;Dotcrbs in dotaR how tho proposed solutlon is %ama(a Oubmhsion hopwm when Aocx One mm
‘able 1o detect and respond 1o newly (gund delects ¢ p file @
imallcious activity on el ofhvar end palnts Doop Dlu.ovcr/ Anatyzer (DDAN) lerve' for lMIy‘ll I
] Once DDAN identifles d as suspiclous fie, i wil send!

the fil's SHAT lo the Apex Cantral server. Apex!
Centrel will thea deploy the SHAT (o Apex Ono server,
end notily he agent ~ull agents- how 10 process lhe
3 H
Based on configuralion, file can be querantine or
Caleted.

F8.4 Doucribe how Ihe proposed solution tegrates. The Deep Of y Web ) {DDWI1) solutis
with the exisling pfSense proxy solution and has oul of the box intagration with Deep Discovery!
Trend Miczo Deep Discovery Web laspeclor Anglyser (DDAN). H
(ODWI1) or equivalent. !

I DOWI finds an advanca threat i wilt ho'd the féte and
sand a copy lo the DDAN to be analysed, Oncs

y the DDAN appli whl send the suspicious
objects information through to e DDWI and the DDW)
wil rgmove/ioch the theeal.
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TENDER NO:
b Ma‘mmwnmu 3 . f
‘software - Description / Technial Response
| | Techricsl Requiements / Quests
F8.8 Describe how sandboxing Is used lnlhuduhn DoepOhaoveryvnm ‘, (wndbcu) s
1o datect maficious activity, ¢ p y the” mme‘
sctivity. dynan'de i it that Includes decode document

141

sandbox, mulli-version PDF/Office coniroler, faked
browsaers, faked AV dlient, faked TCP saevices, AP
hooks, end numerous monitors.

Doep diecovery uses Cuslom Sandbox Anaiysis
nghmclbmmm-rewmdwprodmy
metch & system's configurason, drivers, Inatalied|
oppﬂmbm and lenguage versions. This eppronch
3 the detection rule of ady d threals that
nmmwmmmmmwlmm The
custom sendbox environment inciudes safe exlermal
access 10 identy and onalyse mult-stage d
URLs. command and control {CAC), and mors, o well
83 supporting manual or guiemaled fle and URL
submiseion

dia. 4 d hod

Doep
such es static andym houdsﬁc lnl!ym bahaviour
anolysis, web reputation, end fiko mpu\uuon enauw
Whraats are quickly, Analy
muiti-stage maliclous fiss, cutbound ...md
C&C from iclous (Mes.
Bmadfla -r‘lylhmmﬁummaudemmd
Windows executables, Microsoft Offico, POF. web
conlenl, mcompvmudﬂolwumlmmunbw
detection angines and dboxing. Custom pol
can be dalined by file type.
D t exploil d D end
emiom delvered ¢ n eommon documem (wnm by

URL onaiyoh Performs undbox amﬂy-ls o URLs
contained in emalis or manusily submited samples.
Web services AP1 end menuet submission,
Enables any product or malware analyst to submit
suspiclous samples. Sharex new 10C detaction
Intetigence automalically with Trend Micro snd
third-party products.
Deatect ransomware Dﬁedt script emulcﬁon 2ero~
day exp o and p
by wih AT
also uses information on known threats to awwer
rensomware Woum pul!um and reputation-based

modlﬁoulbm encryption  behaviour,  and
modificalions lo backup and rasiore,
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or
TQu
'F6.6Descibe how the Cily's standard opesating
isystem imagas will ba daployed in the

Wtion. 1.e. and Wi 10
‘Prolassional and Windows Secver 2012 R2

|
i
i
|

i

Tender 2658/2019/2020

TENDER NO:

ioomptbn 1 Technical Response

?é'.AP;'Jd'Q signed reference lellers lrom componios

or organisations with in South Africa where you
have proyided architecture, implementation and
'support services for the propesed sokdtion. Only
officlal lellars will be recognised which have been
authorised by a delegaied manager. Contact
detzils must be provided i order lo peform
uﬂﬁuwn of your wtulion (L would be highly
| for the latlers to Include
detaits of the project including refevent
‘technoiogias which the City uses. Provide al
irequired evid n Schedulo 18: Inf
ito be provided with tha tender

142

Deop thwery allows yvu o create your awn
customized sandbox inglances, to reflect your
ocnvironment. 'l'rus capabilly is unique and invaluable
for ized targeted which
allempts 10 de‘cct keyboard or QS language, Ihe
pesence of cerbaln  applications, eny  other,
environment-speciic criteria.

H
{
The cuskm Virual Anglyzer is 8 wviluslized:
envic designed 10 allow s of matware|
behaviowr ard inspection of untrusled peograms.!
Virtual Anslyzer alows adminisirators o upload!
custom Operaling System images with cuslom
software by creating e custom OVA, packaging the
Insialier as an 1SO fde and copy the ISO file a computer,
which can be used es an image import by the VnuaI!
Analyzer import tool. ‘

The custom image prepared con ghematively be‘
Imported Wrough an HTTP or FTP server. Deap!
Discovery inspecior can cannect to 1his server Ihlough
the web console for o complets he import
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TENDER NO:

Schedule G: Security Asssssment Services - Background and Requirements
From lime {0 ima the Cty of Cape Town undk an nd d 3l X O p

lwefwmmm rmwmmmmeaxyncvhﬁmumomsmw
g are primarlly performed from the Iniemel with skilad credble service

providers,

Currently the City does perform aut d ity ol I wuﬂmmmlm
2 wulr - 100l Tha | 15 for the WUl service provid
mlmmwﬁwa&“w&“ﬁonﬂmwhdmﬂmﬂwummm
and ghove avtomated tools,

Servics pt s must p the y skie and expers to parfe +)
for SAP, Ww%nmmmmmw wmaesmmeasmm
would be gn adveniege, due (o 8 ber of appiications having spatial epplication Intagration. Thess
#0 primarily web services published and readily accessivle from the Iniemel.

The City uses Microsaft ShacePoint, Intemet Informalion Servicas, Apache HTTP servere 8s well a3

cusiom deveioped applications.,
The Intention = 1o award Ihls seclion to two panats of service providers based upon skills end
: ns y for the ful service providers to provide on-site feadback end reports
mm
Experthe Required
Suppllars / Service Providers who respond Lo this section must first inds which envb do
the tander resp has the y skifls and Supphiern | Servica Providers wifl need
o demomsirate thew uedomue In the enviconments idenlifled In order to persuade the evaluation
commitise that you p y skliis and oxpe
# [environment ’brm Tammm
1 SAP pane! I o dwolopoda_m!
competencies and ssrvices thal defiver (o)
our customers specific needs and
provides mw into the oocumymnre
of thek and
sysiems. Our m»ms sitils are
d and d on
lmwm!awwm\omm”
offer our customers the istest thinking in
the Indusiry end ow expertisa spens
many tachnology and software {ypes such
as SAP, Microsoft, Linux, Cpen Souroe,
| | | CRM, Androld, I0S end mony more,
2 Microsofl end other panet Yes has developed a set of

compal and sarvices that deliver lo
our customers specific needs end
provides insight Into the security posture
of thelr Information end information
systems. Our analysts’ skils are
continuously sharpened and focussed on
Iindustry relevant areas o ensure that we
offer our customers the latest thinking n
the industry and our expertise spans
many technology and software types such
as SAP, Microsoft, Linux, Open Source,
CRM. Angroid. 10S and many more
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TENDER NO:
Functionaf Questions
in the followng Wbia, plosse respond 1o aach iten Planse P the “Description ! Techalcal
Response’ column for each llem thatis inchuded. This section ks a technical response aodlon and musl
bo rosponded In full. An extraction of thess lion witl bo led as ovol n
“Evaluntion” section 4 5 whero tha acoring criteria wil ba provided. it le Nghly rmmlmnocd you review
the scoring criteris In deteil, prior Lo providing the y detalt p
o J" ioal Requin 7 Qu BMW!TWMW
G 1 |Provida rolevant Wormution secnlly + CEM
[cortdications which enable the esrvics provider o, «  08CP
8. Enclose « I8P
in schedule 16 » CISM
*« MCSE
. CIeM
« CPTE
+ OPST
» Cyber Crimirology

(6 2 7F’ﬂ)vl«-i(l relaances of becurly BE60LEMONts of
ISAP bassd web epplications. Thess may be
tocal, nationel and Intornalional. Enclose

| avidance in schedule 16

Relerence List provided In Schedule 16

|Gs [What s common Issues that you have » Defaull or easily guessable passwords with o
discovared whilst perfarming security sbong p belng enf . All
e of SAP el which have dalwl psswd: would be chmoed upon
boon pubiished to tho Internet? and
mechanism reeds to be Inplamemed to anfnme
meot the org P d pokicy|
mulremmls

+ SAP Router miscondiguration plowing (o bypass'
access coaiols enc communicale with and exploft|
he d SAP ¢ from the:

Wm\uL Samo lcolln o lhc SAP  Inamet
{ICM). Adequats Acr a8
Conlml Lists (ACL's) need to be applied to re_. 1
access to aulhorised connections only
« For Aut 4 testa:
granted 10 users resulling In privilege eleulbn and
defoutts sccounts lelt from ceployments resuliing In
ts¢ of the onvé User aocess and
wmmulbn should bo repulaty roviewed, m
d to ermure effect
mmqemont of Ihe 1DM.
* Lack of Muinclu Aulhenﬂmon resulling in
I+l g SAP s based on
dersate via other attack
mothooa such & Phishing elc.
*  Unconirolled 3rd panty sccass to SAP anvircnments
10 conduct suppor. Methods for remole atcoss by,
3rd parties should be strictly veded, conirolied and;
| moniored, whikh Intludes acd the mocossary
| controls within SLA contracts.

| NS | S
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"G4 Provide re Mrmdmlyasmmol
M lications. The City used
Microsoft ShmPnint. Internat lalormation
Services as well a3 cutlom deveiopad
eppica!lons.‘fhmmwbobcal national and
Internath in scheduls 18

G 5 What aro common fssues that you have
discovered whiist performing securlty
assessmenis of Microsofl SharePoint
environmenis which have besn published to the
Infernel?

G 6 Provide references of securky escessments of
|Open 50urce based wed app!lcaﬁom T\‘\m
Imsy be local,
evidence in schedule 16

G 7 What are common istues that you have
dincovered whilst performing sequrity
283666MEnts of opan scurce environments
which have been published (o the Intemet?

145
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TENDER NO:

"Th Cahard & {s

List p

Poor authentication and suthorisation
configurations alfiowing uneulthorised access 10
resources, especially with regards to

acoounl gocess o resources. Limil privilege levels
for administrator accounts end deploy Whind-panty
security solutions thal enable encryption and access
control.

Defaull figurath Ing A
access and miscony d accoss s and
pormissions 1o resources.

Lack of Molfacter Authentication (MFA)
Fallure (o Secure Content in SharePoint Servers, in
Transil, end on Endpoints. Organieslions should
Implement solutions thet secwe conlent on
SharePoin servors and on backups through accass;
control and encryplion. In addition, tsams should’
consider  whole-disk encryplfon for  endpoins,
lally lapiops. Security can also
enable SSL cnawlbn for data in ransit.
Inadequate or Non-Existent Auvdil Tralls for
SharePoint Usage and Administrative Access

Reference List provided in Schedule 16

Depl i of CMS envi ts with defsulls
i i A nt should be
adoqumay hardened on inalall end reviewed

regularly
Excessive use of CMS Plugins and the lack of
upoﬂhg!huntopdohm\ym The use of
ging should y d and when used
should be routinely updated.
Oeflun urmuy gueusb‘e uedemmls All default
shoutd be d st install tme and
passwonds mnwﬂmh'wmmm sat
pastword policy
Unoonidledmss by the 3rd Party Contractors to
the

Remole
800056 shoum be restricted from known sources
and gularty for A actily.
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G 8 |Provide referances of securily essessments of

web applications which are integrated wih ESRI |
AreG1S products. Thess may be kocal, natons! |
ue\d international. Enclose evidencs in echedule |
1

)Gofbmfumquuesumtoduwwam

expose vuinerabiiitiss within the appiications 1
be assessed. Ba spaciic about SAP, Microsolt
und 0pen souUree & Wiionments.

1

.G 10 Afler 5 sacurity assessment has been per'oﬂmd.'

1 would be necessary for the servica provider 10
|provide resevant actionable feedback (0 both
‘mamgemenl and lechnical staksholders.
|Provide s communicalion pian which would
|satisfy the neads of all stakeholders. Include
[lessons leam! from previous exparience. Enclose
levidence in schedule 18
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TENDER NO:

Briaf Description / Technical Response

None svaliable

Techaiques msimhrms ah otelfom\saawe
fodlow & stict Methodology. The tec nclude
both manua! and emamcmd melhodl
Reconnaissanca: Datermine  what
services and applications ang exposed
Ewmeralion: Defermine lype and version »f
applications thet ere exposed and furthar detan._ »
what poteniist winerabiidos are polential targets.
Explo: Based on discovered vunembliiiles,
aoamno methods of exploil and prepare lo
the target vl bity, We then go
shsad and compromise (he anvircament.
Pivol (lsteral & vertical movementk Onco we Nwol
compromised @ hos!, wcullodn!momoncofoq
audnnl\andwmngwrpoou We then parform:
further xe 0 e otiver
paihs 10 move veriically and talerally eoross the!
network  envikonment  resulling In  further
compromise of olher hosis/applications.

Curing eech phass of ow methodology wey
communicate progress to m relgvant comaa
peopis for me project (Usualy a tech

and/or (T Manager)

i at any point during the (esling, we cetect critical
wuinerabilties which expose the organissbion wei
communicste this Immodiotaly with ecommer _ X
remadal action

Up felion of ha M, w2 prepare o,
technical draft raporl and satup 3 dete 10 work
(hrough ell the findings with relevam stakehokiers!
(non-executives)

Basgad on the above delailed findings review, we
update tha report and prepare it for fnel release.
Ve then prepare an Exacutive Summary report ang'
present this {o senior managemenl of relevant
stakehoider.

systoms,
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# |Technkal Requirements / Questions

G 11 |For information pupases only, Picase descrbe |

how you price & securtty assessment. bs |t
dapancent on lechnology Involved, nusnber of 1P
addresses o number of applications?
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TENDER NO:

}WD@WITWM:Q‘ \

B
.
°

o
o
o

Pricing in general Is based on time and material.
Both are determined by tha following fectors:

Type of assessment (SAP seview, Phishing attack,
wireless afc)

Amount of hosta/iP Addresses

Amount of Web Applications |
Whother authenticated tesling neads 1o be included
for web appications

The size of he web application
Py o i

Y d in {he project
When the above information Is not avalable, we,
fimebox the project to X amount of gays’ worth of
consulting Ume

131



	DD 65S_Redacted.11
	DD 65S_Redacted 1



