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PREAMBLE

WHEREAS Tender 265572019720 was awarded to ||| EGcNcNNGGTEE sooic
o | o 5 rcovory 2021 in line with resclution SCMB

53/02/21, for the Supply, Support, Maintenance and Services of ICT Security related
infrastructure, software, services and licensing for the City of Cape Town for a period
commencing from the commencement date enduring until 30 June 2025 (“the

Tender”).

AND WHEREAS in line with resolution SCMB 53/02/21, the conclusion of this Memorandum
of Agreement between the City of Cape Town and the Supplier is subject to the
conclusion of the process prescribed by section 33 of the Local Government: Municipail

Finance Management Act 56 of 2003;

AND WHEREAS it is recorded that this Contract will be govemed by the provisions of the
Special Conditions of Contract, referring to the National Treasury — General Conditions
of Confract (revised July 2010) ("GCC"), read with The Contract Specific Data (“SCC")

as sef out in the Contract.

NOW THEREFORE THE PARTIES AGREE AS FOLLOWS:
1. PARTIES

The Parties to this Contract are:

1.1. The City of Cape Town, a metropolitan municipality, established in terms of the
Local Govermment: Municipal Structures Act. 117 of 1998 read with the Province
of the Westem Cape: Provincial Gazette 5588 dated 22 September 2000, as
amended (“the Purchaser or the City and used interchangeably”), herein

represented by the City Manager or his nominee and duly authorised hereto;

1.1.1 — a private company registered in terms of the

laws of the Republic of South Africa with registration no _

(the "Supplier” or ‘—), herein represented by

its duly authorised representative, | IIIIIIIIEEE in his capacity as




Executive: Coastal (Western Region); each a “Party” and together the

“Parties”.

2. INTERPRETATION AND DEFINITIONS

2.1 The headings in this MOA are inserted for reference purpose only and shall in
no way govem or effect the interpretation of this MOA nor modify or amplify

the terms of this MOA or any clause hereof.

2.2 Unless the context otherwise requires, reference to the singular shall include a
reference 1o the plural, and vice versa, reference 1o any gender shail a
reference to all other genders, and vice versa, and words importing natural

persons shall include legal persons, and vice versa.

2.3 Any reference 1o "the Parties” or “a Party” will mean a reterence to the City, the

Supplier or both, depending on the context.

2.4 All annexures 1o this MOA form an integral part hereof and expressions defined in
the MOA shall, unless the context otherwise requires, bear the same meaning in

such annexures.

2.5 In the event of any confiict between the provisions of this Contract, the GCC and
any Annexure attached hereto, or any other document incorporated by
reference to this Contract, save to the extent expressly stated to the contrary, such
confiict will be resolved by giving precedence to such different parts of this
Contract in the following order of precedence:

2.5.1 first, the terms and conditions of the SCC;

?2.5.2 second, the terms and conditions of the GCC:

2.5.3 third, Annexures and schedules to this Contract: and




2.5.4 fourth, any other documents incorporated by reference.

2.6 The provisions of this Contract supersede and replace the provisions of any previous

agreement entered into between the Parties relating to the same subject matter.

2.7 Unless inconsistent with the context, the expressions set forth in this MOA shall bear

the following meanings:

2.7.1 “MOA” means this Memorandum of Agreement entered into
between the City and the Supplier and shall supersede oll}
agreements previously entered into;

2.7.2 | “the parties” means the Partles to this Agreement referred to in clause 1
and “Party” shall mean either of them;

2.7.3. | “the tender” Means tender number 2653/2019/20 for the Supply
Supporl, Maintenance and Services of ICT Security relaled
infraslruclure, software, services and licensing for the City
of Cape lown;

2.7.4. | "the Commencement | Means the signature date;

Date”

2.7.5. | “the completion date’ Means 30 June 2025; and

2.7.6. |"Signature Date” means the date on which this Agreement is signed by the|
Party signing last in fime.

3  CONTRACT PERIOD

3.1 The Parties agree and record herein that the conifract period for the MOA shalll

commence on the commencement dafe and terminate on the compietion

date.




3.2 Unless terminated earlier in accordance with the provisions as set out in the GCC
or any other provision in terms of this Contract, this Contract shall commence on

the commencement date and will terminate on 30 June 2025.

4 MUTUAL GOOD FAITH / CO-OPERATION

4.1 The Parties represent and undertake to do all such things, perform all such acts and
take all steps to procure the doing of all such things and the performance of all such
acts, as may be necessary or incidental to give effect to the execution of this

Contract.

4.2 The Parties shall at all times during the continuance of this Contract observe the
principles of good faith towards one another in the performance of their obligations

in terms of this Contract.

5  OBLIGATIONS OF THE PURCHASER

5.1 The Purchaser undertakes to perform its obligations in accordance with the Contract,
including but not limited to, the provision of the Goods and the supply of Services as
set out In the conditions and specifications of the Tender, and subject to the

satisfactory fulfiiment of the obligations by the Supplier as set out in this Contract.

5.2 The Purchaser shall monitor and evaluate the Supplier’'s performance in respect of and
in accordance with the provisions of this Confract, the GCC and any annexure
and/or appendix attached hereto, or any other document incorporated by
reference to this Contract, including the specifications and conditions of tender for

the Tender.
6 OBUGATIONS OF THE SUPPLIER
4.1 The Supplier hereby agrees and undertakes to provide the Goods and Supply the

Services 1o the Purchaser as set oul in this Confract, the GCC and any annexure

and/or appendix aftached hereto, or any other document incorporated by




reference to this Contract, including the specifications and conditions of tender for

the Tender.

6.2 The Supplier will perform its obligations as expeditiously as possible and furthermore
agrees and undertakes to provide the Goods and supply the Services in accordance

with the operafional requirements of the Purchaser.

6.3 The Supplier will ensure that the Goods provided and the Services supplied will be of

a satisfactory quaiity and fit for purpose.

6.4 The Supplier shall, ensure that its employees, agents, representatives, subcontractors
and suppliers comply with this Contract and all applicable Laws in the execution of

its obligations to provide the Goods and supply the Services.

6.5 The Supplier will not conduct any activity of whatsoever nature which may be

defrimental to the Purchaser’s reputation and goodwill.

6.6 The Supplier undertakes to and in favour of the Purchaser that it — 6.6.1 has the
resources, necessary experiise ana skiil, capabilities and technology 1o provide the
Gooas and supply the Services; and has effective, efficient and transparent financial

managemeni and confrol systems in place.

7 PRICING SCHEDULE

7.1 The Pricing Schedule for the provision of Goods and supply of Services shall be as

set out in this MOA under Appendix A5 below.

7.2 The Supplier shall net be entitled to any other consideration for the provision of
Goods ana supply of Services other than as provided for in this Contract, the GCC
and any annexure and/or appendix hereto, or any other document incorporated
by reference 1o this Contract, including the specifications and conditions of tender

for the Tender.




8 ENTIRE AGREEMENT

8.1 This Agreement constitutes the entire agreement between the Parties and no
amendment, alteration, addition or variation of any right, term or condifion of this
Agreement will be of any force or effect unless reduced fo writing and signed by

the Parfies to this Agreement.

w0
9]

The Farties agree that there are no  conditions, variations or representations,
whether oral or written and whether expressed or implled or othemwise, other than

fhose contained In this Agreement.

92
(9]

This Agreement replaces any other previous verbal or writien agreements entered

into between the Parties.

8.4 The Conditions of Tender, retumable schedules and annexures which are required
for tender evaiuation purposes, shall form part of the contract arising from the
invitation to tender. Accordingly, the conditions of tender and relevant returmable
schedules, athough not attached fo this Contract, are specifically incorporated

oy way of reference and shall form part of the Contract between the parties.

9 WHOLE AGREEMENT, WAIVER AND VARIATION

2.1 This MOA embaodies the whole agreement between the Parfies. No other
agreement, whether oral, implied or otherwise, will be of any force and
effect unless it is recuced to writing and signed by the Supplier and the
City, or their duly appointed representatives. There has been no
representation which forms part of this MOA which has not been

included herein.

9.2 Any relaxation, indulgence or waiver which the City may grant to the
Supplier or any condonation by the City of any breach of the terms of
this MOA will not become binding on the City. The City will at all times be
entifled to claim due ancd prompt performance by the Supplier of all of

he Suppliers™ ooligations in terms of this MOA.




2.3 No variation of the terms of this MOA will be of any force or effect unless
reduced to writing and signed by the Supplier and the City, or their duly
appointed representatives.

9.4 The Conditions of Tender, refurnable schedules and annexures which are
required for tender evaluation purposes, shaill form part of the contract
arising from the invitation to tender. Accordingly, the conditions of tender
and relevant retumable schedules, although not aftached to this
Coniract, are specifically incorporated by way of reference and shall
form part of the Contract between the parties.




THE CITY OF CAPE TOWN:

Name:

Capacity:

Date:

Witness 1:

Witness 2:

SUPPLIER:

Signature:

Name:

Capacity:

Date:

Witness 1: Date: | 2 8\24)2.4

Witness 2: Date: | 2,\ = \202,4
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A1 - FORM OF OFFER AND ACCEPTANCE

B ~ (3) FORM OF OFFER AND ACGEPTANCE |

TENDER 2658/2019/2020: SUPPLY, SUPPORT, MAINTENANCE OF ICT
SECURITY RELATED INFRASTRUCTURE, SOFTWARE, SERVICES AND
LICENSING

PART A (TO BE FILLED IN BY TENDERERE
21  Reguired Detalis (Plesse provide applicable delails in ful:

momnnﬁwmby(umdnm
R - ™ =

HEREBY AGREES THAT by signing the Form of Offer and Acceplance, the tenderer
1. confirms that & has axamined the cocuments isted In the Index (including Schedules and Annexures)
and has accepied all the Condiions of Tender;

2, wmnmmmwmymumw»mmwwu

3. confirms thal & has sstisfiod Reel! as 1o the comectness and valldity of the tender offer; that the
price(s) and raie(s) offerad cover all the goods and/or services specified in the tender documents; that
m.pncc(u)nnama(-)mduounm-mnmmxmmmpmm)
rete(s) and caiculations Wil be ot its own rieic

4. offors 1o supply sl or sny of the goods end/or rendar all or any of the servicss deocribod In the tender
documant 1o the CCT In socordence with tha:
4.1 termne and conditions stipulated in this tender dooument;
4.2 specifications stipulated in this tender document; and
4.3 ptthe prices as set cut In tha Price Schedule (Section 4),

5. acooepts full responsibiity for the propar execution and fulfiment of 3 obllgations and condifons

Mimdhm
Z o
o-w-ldhm(mm

167372020




PART B (TO BE FILLED IN BY THE CITY OF CAPE TOWN)

By signing this Form of Offer and Acceptance the City of Cape Town (also

referred fo as the ‘Purchaser’):

accepts the offer submitted by (TGN /150 REFERRED TO AS THE
“SUPPLIER") . thereby
concluding a confract with the supplier for a contract period commencing from date of

commencement of confract and terminating 30 June 2025;

undertakes to make payment for the goods/services delivered in accordance with the

terms and conditions of the Coniract.

SIGNED AT_____ ONTHIS THE DAY OF 20
(PLACE) (DD) (MM) (YY)

Signature(s) and stamp of

Executive Director or his/ her delegaied authority

Print name (s):
(duly authorised in terms of the System

of Delegations as approved by Council)

12



FORM OF OFFER AND ACCEPTANCE (continued)

(TO BE FILLED IN BY THE CITY OF CAPE TOWN)

Schedule of Deviations

Notes:
The extent of devlations from the tender documents issued by the CCT before the
tender closing date is limited to those permitted in terms of the conditions of
tender.
A tenderer's covering letter shall not be included In the final contract document.
Should any matter in such letter, which consfitutes a deviation as aforesaid,
become the subject of agreements reached during the process of offer and
acceptance, the outcome of such agreement shall be recorded here.
Any other matter arising from the process of offer and acceptance either as a
confirmation, clarification or change to the tender documents and which it is
agreed by the Parties becomes an obligation of the coniract shall also be
recorded here.
Any change or addition to the tender documenls arising from the above
agreements and recorded here, shall also be incorporated into the final draft of
the Confract.

1 SUDJECT: iz st avisnmininess omwsaiarssa s7a sharas oy s7 st oo & & 0 S5ars 5y iie. 5atis 2 AATA. 3958 woatoa o e
DETANSE w0s 50 s sarerdlaine S insiers siateieie as 1o 4 ek el STt Se e e e

............................................................
..............................................................

2 SUDECT, svs s b aseress susi o e e o o S e e e B e s e e s B

D eTQIlS couimmmains s e e i S s s AU SR T B R IR SR

..............................................................



B D] C s G Pyt s e e e IR b e ool U T S S 37e s
DETANS:, Gnrn st rmmt LI A o S et (o e s ey e e st o

..............................................................
..............................................................

--------------------------------------------------------------

ASUDICET . = s e i emms dau sl miis i iyeraions s e b s. aireniiniss soaTe s Sha AT gesks aeiess
Defalls..u sinuems siaaumnameni Sonensaiitis Sivan sisna vase e srses sidess

..............................................................
..............................................................

..............................................................

By the duly authorised representatives signing this agreement, the CCT and the
tenderer agree fo and accept the foregoing schedule of deviations as the only
deviations from and amendments to this tender document and addenda
thereto as listed in the returnable schedules, as well as any confimation,
clarification or changes to the terms of the offer agreed by the tenderer and the

CCT during this process of offer and acceptance.

Itis expressly agreed that no other matter whether in writing, oral communication
or implied during the pericd between the issue of the tender documents and
the receipt by the tenderer of a completed signed copy of this Agreement shall
have any meaning or effect in the contract between the parties arising from this

agreement.
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A2 - SPECIAL CONDITIONS OF CONTRACT

The following Special Conditions of Contract, refening to the National Treasury —
Conditions of Contract {revised July 2010), are applicable to this Contract:

1. Definitions

Delete Clause 1.15 and substitute with the following

1.15 The word ‘Goods’ is to be replaced everywhere it occurs in the GCC with the
phrase ‘Goods and / or Services’ which means all of the equipment, machinery,
materials, services, products, consumables, efc. that the supplier is required to
deliver to the purchaser under the contract. This definition shall also be

applicable, as the context requires, anywhere where the words “supplies™ and
“services” occurs in the GCC.

Delere Clause 1.19 and subsfitute with the following

1.19 The word *Order’ is to be replaced everywhere it occurs in the GCC with the words
‘Purchase Order’ which means the official purchase order authorised and
released on the purchaser’s SAP System and the date of the Purchase Order will
be the contract commencement date

Delete Clause 1.21 and substitute with the following:

1.21 *Purchaser’ means the | GG hc oddress of the Purchaser is [l

Add the following after Clause 1.25:

1.26 ‘Supplier’ means any provider of goods and / or services with whom the contract
is concluded

3. General Obligations
Delete Clause 3.2 in its entirety and replace with the following clauses.

3.2 The parties will be liable to each other arising out of or in connection with any breach
of the obligations detailed or implied in this contract, subject to clause 28.

3.3 All parties in a joint venture or consortium shall be jointly and severally liable to the
purchaser in terms of this contract and shall carry individually the minimum levels
of insurance sfated in the contract, if any.



3.4 The parfies shall comply with all laws, regulations and bylaws of local or other
Quthorities having jurisdiction regarding the delivery of the goods and give all
notices and pay all charges required by such authorities.

3.5 The suppliershall:

3.5.1 Arange for the documents listed below to be provided to the Purchaser prior to
the issuing of the order:

a)l Proof of Insurance (Refer to Clause 11) or Insurance Broker's Warrantee

b} Letter of good standing from the Compensaftion Commissioner, or a
licensed compensarion insurer (Refer to Clause 11)

C) Inifial delivery programme

a) Other requirements as detailed in the tender documents

3.5.2 Only when nofified of the acceptance of the bid by the issuing of the order, the
supplier shall commence with and camy out the delivery of the goods in
accordance with the contract, to the satisfaction, of the purchaser

3.5.23 Provide all of the necessary maieriais, [abour, plant and equipment required for
the delivery of the goods including any temporary services that may be required

3.5.4Insure his workmen and employees against death or injury arising out of the delivery
of the gocods

3.5.5 Be continvously represented during the delivery of the goods by a competent
representative duly authorised to execute instructions;

3.5.6 In the event of a loss resulting in @ claim against the insurance policies stated in
clause 11, pay fhe first amount {excess) as required by the insurance policy

3.5.7 Comply with all written instructions from the purchaser subject to clause 18

3.5.8 Complete and deliver the gocds within the period stated in clause 10, or any
extensions thereof in terms of clause 21

3.5.9 Make good at his own expense all incomplete and defective goods during the
warranty period

3.5.10 Pay to the purchaser any penalty for delay as due on demand by the purchaser.
The supplier hereby consents to such amounis being deducted from any

pavment to the suppiler.
3.5.11 Comply with the provisions of the OHAS Act & ail relevant regulations.
3.5.12 Comply with all laws relating tc wages and condifions generally goveming the

employment of labour in the Cape Town area and any applicable Bargaining
Council agreements.



3.5.13 Deliver the goods in accordance with the contract and with all reasonable care,
diligence and skill in accordance with generally accepted professional
techniques and standards.

3.6  The purchaser shall:

3.6.1 Issue orders for the goods required under this Contract. No liability for payment will
ensue for any work done if an officlal purchase order has not been issued to the
supplier.

3.6.2 Make payment fo the supplier for the goods as set out herein.
3.6.3 Take possession of the goods upon delivery by the suppilier.

3.6.4 Regularly inspect the goods to establish that it is being delivered in compliance
with the contract.

3.6.5 Give any instructions and/or explanations and/or variations to the supplier
including any relevant advice to assist the supplier to understand the contract
documents.

3.6.6 Grant orrefuse any extension of time requested by the supplier to the period stated
in clause 10.

3.6.7 Inspect the goods to detemmine if, in the opinion of the purchaser, it has been
delivered in compliance with the confract, alternatively in such a state that it
can be propery used for the purpose for which it was infended.

3.6.8 Brief the supplier and issue all documents, information, etc. in accordance with the
contract.

5. Use of confract documents and information; inspection, copyright, confidentiality,
efc.

Add the following after clause 5.4:

5.5 Copyright of all documents prepared by the supplier in accordance with the
relevant provisions of the copyright Act (Act 98 of 1978) relating to contract shail
be vested in the purchaser. Where copyright is vested in the supplier, the
purchaser shall be entitled to use the documents or copy them only for the
purposes for which they are infended in regard to the contract and need not
obtain the supplier’s permission to copy for such use. Where copyright is vested
in the purchaser, the supplier shall not be liable in any way for the use of any of
the information other than as origindlly intended for the confract and the
purchaser hereby indemnifies the supplier against any claim which may be
made against him by any party arising from the use of such documentation for
other purposes.

17



The ownership of data and tactual information collected by the supplier and
paid for by the purchaser shall, after payment, vest with the purchaser

5.6  Pubilicity and publication
The supplier shall not release public or media statements or publish material
related fo the services or contract within two (2) years of completion of the
services without the written approval of the purchaser, which approval shall not
be unreasonably withheld.

5.7  Confidentiality
Both parties shall keep all infformation obtained by them in the context of the
Contfract confidential and shall not divulge it without the wiitten approval of the

other party.
7. Performance Security
Delete clause 7.1 to 7.4 and replace with the following:

Not Applicable. Tenderers must disregard Form of Guarantee / Performance Security
and are not required to complete same.

8. Inspections, tests and analyses
Delete Clause 8.2 and substitute with the following:

8.2 If itis a bid condition that supplies to be produced or services to be rendered should
at any stage during production or execution or on completion be subject to
inspection, the premises of the bidder or contractor shall be open, at all
reasonable hours, for inspection by a representative of the purchaser or an
organisation acting on behalf of the purchaser.

10. Delivery and documents
Delete clauses 10.1 and 10.2 and replace with the following:

10.1 Delivery of the goods shall be made by the supplier In accordance wiih the terms
specified in the contract. The time for delivery of the goods shall be the date as
stated on the order.

10.2 The purchaser shall determine, in its sole discretion, whether the goods have been
delivered in compliance with the confraci, altfematively in such a state that it can
be propery used for the purpose for which it was intended. When the purchaser
determines that the goods have been satistactority delivered, the purchaser must
issue an appropriate certification, or wiitten approval, to that effect. Invoicing
may only occur, and must be dated, on or after the date of acceptance of the

goods.



11. Insurance

Add the following affer clause 11.1:

11.2 Without limiting the obligations of the supplier in terms of this contfract, the supplier
shall effect and maintain the following additional insurances:

a)

o)

d)

Public liability insurances, in the name of the supplier, covering the supplier
and the purchaser against liability for the death of or injury to any person, or
loss of or damage to any property, arising out of or in the course of this
Contract, in an amount not less than R20 miillion for any single claim;

Motor Venhicle Liability Insurance, in respect of all vehicles owned and / or
leased by the suppiier, comprising (as a minimum) “Balance of Third Party”
Risks including Passenger Liability Indemnity;

Registration / insurance in terms of the Compensation for Occupational
Injuries and Disease Act, Act 130 of 1993. This can either take the form of a
certified copy of a valid Letier of Good Standing issued by the Compensation
Commissioner, or proof of insurance with a licenced compensation insurer,
from either the bidder’s broker or the insurance company itself (see Proof of
Insurance / Insurance Broker's Wamanty section in document for a pro forma
version).

Professional indemnity insurance providing cover in an amount of not tess than
RS miillion in respect of each and every claim during the contract period

In the evenf of under insurance or the insurer's repudiation of any claim for
whatever reason, the CCT will retain its right of recourse against the supplier.

11.3 The supplier shall be obliged to furnish the CCT with proof of such insurance as the
CCT may require from time to time for the duration of this Contract. Evidence that
the insurances have been effected in terms of this clause, shall be either in the
form of an insurance broker’s warranty worded precisely as per the pro forma
version contained in the Proof of Insurance / Insurance Broker's Warranty section
of the document or copies of the insurance policies.

15. Warranty

Add to Clause 15.2:

15.2 This warranty for this contract shall remain valid for six (6) months after the goods
have been delivered.

16. Payment

Delete Clause 16.1 in its entirety and replace with the following:



16.1 A monthly payment cycle will be the norm. All invoices which are dated on or
before the 20th of a particular month will typically be paid between the 23rd and
26th of the following month. The supplier may submit a fully motivated application
regarding more frequent payment to the Employer for consideration. Requests for
more frequent payments will be considered at the sole discretion of the Employer
and is not a right in terms of this contract.

Delete Clause 16.2 in its entirety and replace with the following:

16.2 The supplier shall fumish the purchaser's Accounts Payable Department with an
origindl tax invoice, cleary showing the amount due in respect of each and every
claim for payment.

Add the following after clause 16.4

16.5 Notwithstanding any amount stated on the order, the supplier shall only be entitled
fo payment for goods actually delivered in terms of the Project
Specificafion and Drawings, or any variations in accordance with clause 18. Any
contingency sum included shall be for the sole use, and at the discretion, of the
purchaser.

The CCTis notliable for payment of any invoice that pre-dates the date of delivery
of the goods.

16.6 The purchaser will only make advanced payments to the supplier in stict
compliance with the terms and details as contained on Proforma Advanced Payment
Guarantee

17. Prices

Add the following after clause 17.1

17.2 The prices for the goods delivered and services performed shall not be subject to
confiract price adjustment

18. Conifract Amendments

Delete the heading of clause 18 and replace with the following:

18. Coniract Amendments and Variations

Add the following to clause 18.1:
Varations means changes to the goods or any extension of the duration of the
contract that the purchaser issues fo the supplier as instructions in writing, subject
to prior approval by the purchaser's delegated authorily as reflected on an

authorised amended order. Should the supplier deliver any goods not described
in a written instruction from the purchaser, such work will not become due and

payable unfit amended order has been issued by the purchaser.



21. Delays in the supplier's performance
Delete Clause 21.2 inits entirety and replace wifth the following:

21.2 If at any time during the performance of the contract the supplier or ifs
subcontractors should encounter conditions beyond their reasonable control
which impede the timely delivery of the goods, the supplier shall notify the
purchaser in writing, within 7 Days of first having become aware of these
conditions, of the facts of the delay, its cause(s) and its probable duration. As soon
as practicable after receipt of the supplier's notice, the purchaser shall evaluate
the situation, and may at his discretion extend the time for delivery.

Where additional time Is granted, the purchaser shall also determine whether or
not the supplier is entitled to payment for additional costs in respect thereof. The
principle to be applied in this regard is that where the purchaser or any of its
agents are responsible for the delay, reasonable costs shall be paid. In respect of
delays that were beyond the reasonable control of both the supplier and the
purchaser, additional time only (no costs) will be granted.

The purchaser shall notify the supplier in writing of his decision(s) in the above
regard.

21.3 No provision in a contract shall be deemed to prohibit the obtaining of goods from
a national department, provincial department, or a local authority.

22. Penalties

Delete clause 22.1 and replace with the following:

22.1 Subject to GCC Clawse 25, il the supplier [ails to deliver any or all of the goods within
the period(s) specified in the conlract, the purchaser shall, without prejudice to its
other remedies under the contract, deduct from the conlract price, as a penailty,
a sum as stated herein for each day of the delay until actual delivery or
performance.

The penalty for this contract shall be as per the Service Level Agreement.

23. Termination for default

Delete the heading of clause 23 and replace with the following:

23. Termination

Add the following to the end of clause 23.1:

il the supplier faqils to remedy the breach in terms of such nolice
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Add the ftollowing after clause 23.7:

23.8 In addition to the grounds for termination due to default by the supplier, the
confract may also be terminated:

23.8.1 Upon the death of the supplier who was a Sole Proprietor, or a sole member of a
Close Corporation, in which case the contract will terminate forthwith.

23.8.2 The parties by mutual agreement terminate the contract.

23.8.31f an Order has been issued incomecily, or 1o the incorrect recipient, the resulting
contract may be terminated by the purchaser by written notice

23.9 It the confract is terminated in terms of clause 23.8, all obligations that were due
and enforceable prior 1o the dale of the termination must be performed by the
relevant party.

27. Settlement of Disputes
Amend clause 27.1 as follows:

27.1 If any dispute or difference of any kind whatsoever, with the exception of
termination in terms of clause 23.1(c), arises between the purchaser and the
supplier in connection with or arising out of the coniract, the parfies shall make
every effort to resolve such dispute or difference amicably, by mutual
consuttation.

Delete Clause 27.2 in its enfirety and replace with the following:

27.2 Should the pariies fail to resolve any dispute by way of mutual consultation, either
party shall be enfitled to refer the matter for mediation before an independent
and impartial person appointed by the City Manager in accordance with
Regulation 50(1) of the Local Government: Municipal Finance
Management Act, 56 of 2003 - Municipal Supply Chain Management
Regulations {Notice 868 of 2005). Such referral shall be done by either party
giving writtfen notice to the other of its intention to commence with mediation.
No mediation may be commenced uniess such nofice is given o the other party.

Irespective whether the mediation resolves the dispute, the parties shall bear
their own costs concerning the mediation and share the costs of the mediator
and related costs equally.

The mediator shall agree the procedures, representation and dates for the
mediation process with the parfics. The mediator may meet the parties together
or individually to enable a setllement.

Where the parties reach sefflement of the dispute or any part thereof, the
mediator shall record such agreement and on signing thereof by the parties the
agreement shall be final and binding.



Save for reterence to any portion of any settlement or decision which has been
agreed to be final and binding on the parties, no reference shall be made by or
on behalf of either party in any subsequent court proceedings, fo any outcome
of an amicable setflement by mutual consultation, or the fact that any particular
evidence was given, or to any submission, statement or admission made in the
course of amicable settlement by mutual consultation or mediation.

28. Limitation of liability

Delete clause 28.1 (b) and replace with the following:

(b) the aggregate liability of the supplier to the purchaser, whether under the
coniract, in tort or otherwise, shall not exceed the sums insured in terms of
clause 11 in respect of insurable events, or where no such amounts are
stated, fo an amount equal to twice the contract price, provided that this
limitation shall not apply to the cost of repairing or replacing defective
equipment.

Add the following affer clause 28.1:

28.2 Without detracting from, and in addition to, any of the other indemnities in this

28.3

28.4

contract, the supplier shall be solely liable for and hereby indemnifies and holds
harmless the purchaser against all claims, charges, damages, costs, actions,
liability, demands and/or proceedings and expense in connection with:

a) personal injury or loss ot life to any individual;
o)) loss of or damage 1o property;

arising from, out of, or in connection with the performance by the supplier in
tferms of this Confract, save to the extent caused by the gross negligence or wilful
misconduct of the purchaser.

The supplier and/or its employees, agents, concessionaires, suppliers,
subcontractors or customers shall not have any claim of any nature against the
purchaser for any loss, damage, injury or death which any of them may directly
or indirectly suffer, whether or not such loss, damages, injury or death is caused
through negligence of the purchaser or its agents or employees.

Notwithstanding anything to the contrary contained in this Contract, under no
circumstances whalsoever, including as a result of its negligent (including grossly
negligent) acts or omissions or those of its servants, agents or contractors or other
persons for whom in law it may be liable, shall any party or its servants (in whose
favour this constitutes a stipulafio alteri) be liable for any indirect, extrinsic,
special, penal, punitive, exemplary or consequential loss or damage of any kind
whatsoever, whether or not the loss was actually foreseen or reasonably
foreseeable), sustained by the other party, its directors and/or servants, including
but not limited to any loss of profits, loss of operation fime, corruption or loss of
informalion and/or loss of coniracts.
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28.5 Each party agrees to waive all claims against the other insofar as the aggregate
of compensation which might otherwise be payable exceeds the aforesaid
maximum amounts payable.

31. Notices

Delete clauses 31.1 and 31.2 and replace with the following:

31.1 Any notice, request, consent, approvals or other communications made between
the Parties pursuant to the Confract shall be in writing and forwarded fo the
addresses specified in the contract and may be given as set out hereunder and
shall be deemed to have been received when: a) hand delivered - on the
working day of delivery

b) sent by registered mail - five (5) working days after mailing
c) sent by email or telefax — one {1) working day after fransmission

32. Taxes and Duties

Delete the final sentence of 32.3 and replace with the following:
In this regard, it Is the responsibility of the supplier to submit documentary
evidence in the form of a valid Tax Clearance Certificate issued by SARS to the

CCIT at he Supplier Management Unit located within the Supplier Management
[ Registration Office, 2@ Floor {Concourse Level), Civic Cenfre, 12 Hertzog

Boulevard, Cape Town (I

Add the following after clause 32.3:

32.4 The VAT registration number of the City of Cape Town is 1NN,

ADDITIONAL CONDITIONS OF CONTRACT

Add the following Clause affer Clause 34:

35. Reporting Obligations.

35.1 The supplier shall complete, sign and submit with each delivery note, all the
documenits as required in the Specifications. Any failure in this regard may result in a
delay in the processing of any payments.

36. Coniract Period

36.1 It the intention of the City of Cape Town 1o run this tender subject to Section 33 of
The Local Government Municipal Finance Management Act 56 of 2003 whereby this
tender will impose financial obligations on the City for a period longer than the three
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(3) financial years. The tender period is initially valid for the 3-years, thereafter the
additional 2 years that is addressed in this tender document is subject 1o the City of
Cape Town's Council approval via the Section 33 process.
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A3 — GENERAL CONDITIONS OF CONTRACT

(National Treasury - General Conditions of Contract ({revised July 2010}))
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1. Definitions

1. The following terms shall be interpreted as indicated:

1.1 ‘Closing time' means the date and hour specified in the bidding documents for
the receipt of bids.

1.2 ‘Confract’ means the written agreement entered into between the purchaser
and the supplier, as recorded in the contract form signed by the parties,
including all attachments and appendices thereto and all documents
incorporated by reference therein.

1.3 ‘Confract price’ means the price payable to the supplier under the contract for
the full and proper performance of his or her contractual obligations.

1.4 ‘Comnupft practice’ means the offering, giving, receiving, or solicifing of anything
of value to influence the action of a public official in the procurement process
or in contract execution.

1.5 ‘Countervailing duties' are imposed in cases in which an enterprise abroad is
subsidised by its government and encouraged to market its products
internationally.

1.6 ‘Country of origin’ means the place where the goods were mined, grown or
produced or from which the services are supplied. Goods are produced when,
through manufacturing, processing or substantial and major assembly of
components, a commercially recognised new product results that is
substantially different in basic characteristics or in purpose or utility from its
components.

1.7 ‘Day’ means calendar day.

1.8 ‘Delivery’ means delivery in compliance with the conditions of the contract or
order.

1.9 ‘Delivery ex stock’ means immediate delivery directly from stock actually on
hand.

1.10 ‘Delivery into consignee’s store or to his site' means delivered and unloaded in
the specified store or depot or on the specified site in compliance with the
conditions of the contract or order, the supplier bearing all risks and charges
involved until the supplies are so delivered and a valid receipt is obtained.

1.11 ‘Dumping’ occurs when a private enterprise abroad markets its goods on its own
initiative in the RSA at lower prices than that of the country of origin, and which
action has the potential to harm the local industries in the RSA.

1.12 ‘Force majeure’ means an event beyond the control of the supplier, not
involving the supplier’s fault or negligence, and not foreseeable. Such events

27



may include, but are not restricted 1o, acls of the purchaser in ifs sovereign
capacity, wars or revolutions, fires, floods, epidemics, quarantine restrictions and
freight embargoes.

1.13 ‘Fraudulent practice’ means a misrepresentation of facts in order to influence a
procurement process or the execution of a contract to the detriment of any
bidder, and Includes collusive practice among bidders (prior to or after bid
submission) designed to establish bid prices at artificial, non-competitive levels
and to deprive the bidder of the benefits of free and open competition.

1.14 ‘GCC' means the General Conditions of Contract.

1.15 ‘Goods’ means all of the equipment, machinery, and/or other materials that the
supplier is required to supply to the purchaser under the contract.

1.16 ‘Imported content” means that portion of the bidding price represented by the
cost of components, parts or materials which have been or are still to be
imported {whether by the supplier or his subcontractors) and which costs are
inclusive of the costs abroad, plus freight and other directimportation costs such
as landing costs, dock dues, import duty, sales duty or other similar tax or duty
at the South African place of entry as well as fransportation and handling
charges to the factory in the Republic where the supplies covered by the bid
will be manufactured.

1.17 “Local content’ means that portion of the bidding price which is not included in
the imported content, provided that local manufacture does take place.

1.18 "Manufacture’ means the productlion of products in a tactory using labour,
materials, components and machinery, and includes other, relaled

valueadding activifies.

1.19 ‘Order’ means an official written order issued for the supply of goods or works or
the rendering of a service.

1.20 ‘Project site’, where applicable, means the place indicated in bidding
documents.

1.21 ‘Purchaser’ means the organisation purchasing the goods.

1.22 ‘Republic' means the Republic of South Africa.

1.23 'SCC" means the Special Conditions of Contract.

1.24 ‘Services’ means those functional services ancillary to the supply of the goods,
such as fransportation and any other incidental services, such as installation,
commissioning, provision of fechnical assistance, training, catering, gardening,

secunity, maintenance, and other such obligations of the supplicr covercd under
the contract.
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1.25 *Written” or ‘in writing” means handwritten in ink or any form of electronic or
mechanical writing.

2. Application

2.1 These general concitions are applicable to all bids, confracts and orders, including bids
for functional and professional services, sales, hiring, lefting and the granting or
acquiring of rights, but excluding immovable property, uniess otherwise indicated in the
bidding documents.

2.2 Where applicabie, special conditions of coniract are also laid down to cover specific
supplies, services or works.

2.3 Where such special conditions of contract are in confiict with these general conditions,
the special conditions shall apply.

3. General

3.1 Unless otherwise indicated in the bidding documents, the purchaser shall not be liable
for any expense incurred in the preparation and submission of a bid. Where applicable,
a non-refundable fee for documents may be charged.

3.2 With certain exceptions, invitations fo bid are only published in the Govemment Tender
Bulletin. The Govemment Tender Bulletin may be obtained directly from the
Govemment Printer, Private Bag X85, Pretoria 0001, or accessed electronically from

www.ireasury.gov.zd.

4. Standards

4.1 The goods supplied shall conform to the standards mentioned in the bidding documents
and specifications.

5. Use of contract documents and information; inspection.

5.1 The supplier shall nof, without the purchaser’s prior written consent, disclose
the confract, or any provision thereof, or any specification, plan, drawing,
pattem, sample, or information fumished by or on behailf of the purchaser in
connection therewith, to any person other than a person employed by the
supplier in the performance of the contract. Disclosure to any such
employed person shall be made in confidence and shall extend only so far
as may be necessary for the purposes of such performance.

5.2 The supplier shall not, without the purchaser's prior written consent, make use
of any document or information mentioned in GCC clause 5.1. except for
purposes of performing the contract.

5]
w

Any document, other than the contract itself, mentionec in GCC clause 5.1
shall remain the property of the purchaser and shall be refumed (all copies)
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to the purchaser on completion of the supplier's performance under the
contract if so required by the purchaser.

5.4 The supplier shall permit the purchaser to inspect the supplier’s records
relating to the performance of the supplier and to have them audited by
auditors appointed by the purchaser, if so required by the purchaser.

6. Patent rights

6.1 The supplier shall indemnify the purchaser against all third-party claims of infingement
of patent, frademark, or industrial design rights arising from the use of the goods or any
part thereof by the purchaser.

7. Performance Security

7.1 Within 30 (thirty) days of receipt of the nofification of contract award, the successful
bidder shall fumish to the purchaser the performance security of the amount specified
in the SCC.

7.2 The proceeds of the performance security shall be payable to the purchaser as
compensation for any loss resulting from the supplier’s failure to complete his obligations

under the contract.

7.2 The performance security shall be denominated in the curency of the confract orin a
freely convertible currency acceptable fo the purchaser, and shall be in one of the
following forms:

Q) a bank guarantee or an irevocable letter of credit issued by a reputable
bank located in the purchaser’s counlry or abroad, acceptable to the
purchaser, in the form provided In the bidding documents or another form
acceptable to the purchaser; or

b) a cashier's or certified cheque.

7.4 The performance security will be discharged by the purchaser and returned to the
supplier not later than 30 (thirty) days following the date of completion of the supplier's
performance obligations under the contract, including any warranty obligations, uniess
otherwise specified in the SCC.

8. Inspections, tests and analyses
8.1 All pre-bidding testing will be for the account of the bidder.

8.2 If itis a bid condition that supplies to be produced or services to be rendered should at
any stage during production or execution or on completion be subject fo inspection,
the premises of the bidder or confractor shall be open, at all reasonable hours, for
inspection by a representative of the Deparfment or an organisation acting on behalt
of the Department.



8.3 If there are no inspection requirements indicated in the bidding documents and no

mention of such is made in the contract, but during the contract period it is decided
that inspections shall be camied out, the purchaser shall itself make the necessary
arrangements, including payment arrangements with the testing authority concemed.

8.4 If the inspections, tests and analyses refered to in clauses 8.2 and 8.3 show the supplies

fo be in accordance with the contract requirements, the cost of the inspections, tests
and analyses shall be defrayed by the purchaser.

8.5 Where the supplies or services referred 1o in clauses 8.2 and 8.3 do not comply with the

confract requirements, irespective of whether such supplies or services are accepted
or not, the cost in connection with these inspections, tests or analyses shall be defrayed

by the supplier.

8.6 Supplies and services which are referred to in clauses 8.2 and 8.3 and which do not

comply with the contract requirements may be rejected.

8.7 Any contract supplies may on or after delivery be inspected, tested or analysed and

may be rejected if found nof fo comply with the requirements of the confract. Such
rejected supplies shall be held at the cost and risk of the supplier, who shall, when called
upon, remove them immediately at his own cost and forfhwith substitute them with
supplies which do comply with the requirements of the contract. Failing such removal,
the rejected supplies shall be returned at the suppliers cost and risk. Should the supplier
fail to provide the substitute supplies forthwith, the purchaser may, without giving the
supplier further opportunity to substitute the rejected supplies, purchase such supplies
as may be necessary at the expense of the supplier.

8.8 The provisions of clauses 8.4 to 8.7 shall not prejudice the right of the purchaser tc cancel

the contract on account of a breach of the conditions thereof, or o act in terms of
Clause 23 of the GCC.

9. Packing

2.1 The supplier shall provide such packing of the goods as is required to prevent their

92

damage or deterioration during transit to their final destination, as indicated in the
confract. The packing shall be sufficient to withstand, without limitation, rough handling
during transit and exposure to exfreme temperatures, salt and precipitation during
transit, and open storage. Packing, case size and weights shall take info consideration,
where appropriate, the remoteness of the goods' final destination and the absence of
heavy handling facilities at all points in transit.

The packing, marking, and documentation within and outside the packages shall
comply stricly with such special requirements as shall be expressly provided for in the
contract, including additional requiremenits, if any, specified in the SCC, and in any
subsequent instructions ordered by the purchaser.

10. Delivery and documents
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10.1 Delivery of the goods shall be made by the supplier in accordance with the terms
specified in the coniract. The detaqiis of shipping and/or other documents to be
furnished by the supplier are specified in the SCC.

10.2 Documents to be submitted by the supplier are specified in the SCC.

11. Insurance

11.1 The goods supplied under the contract shall be fully insured, in a freely convertible
currency, against loss or damage incidental to manufacture or acquisition,
transportation, storage and delivery in the manner specified in the SCC.

12. Transportation

12.1 Should a price other than an all-inclusive delivered price be required, this shall be
specified in the SCC.

13. Incidental Services

13.1 The supplier may be required to provide any or all of the following services, including
additional services {if any) specified in the SCC:

(@) performance or supervision of on-site assembly, and/or commissioning of the supplied
goods;

(b) fumishing of fools required for the assembly and/or maintenance of the supplied goods;

(c) fumishing of a detailed operations and maintenance manual for each appropriate unit
of the supplied goods;

(d) performance or supervision or maintenance and/or repair of the supplied goods, for a
period of time agreed by the parties, provided that this service shall not relieve the
supplier of any warranty obligations under this contract; and

(e) training of the purchaser’s personnel, at the supplier’s plant and/or on-site, in assembly,
star-up, operation, maintenance, and/or repair of the supplied goods.

13.2 Prices charged by the supplier for incidental services, if not included in the contract
price for the goods, shall be agreed upon in advance by the parties and shall not
exceed the prevailing rates charged to other parties by the supplier for similar services.

14. Spare parts

14.1 As specified in the SCC, the supplier may be required to provide any or dll of the
following materials, notifications, and information pertaining to spare parts
manufactured or distributed by the supplier:

(a) such spare parts as the purchaser may elect to purchase from the supplier,
proevided that this election shall not relieve the supplier of any waranty
obligations under the contract; and

(b} in the event of termination of production of the spare parts:
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{i) Advance nofification to the purchaser of the pending termination, in sufficient time to
pemit the purchaser to procure needed requirements; and

(i) following such femination, fumishing at no cost to the purchaser, the blueprints,
drawings, and specifications of the spare parts, if requested.

15. Wamranty

15.1 The supplier warrants that the goods supplied under the contract are new, unused, of
the most recent or current models, and that they incorporate all recent improvements
in design and materials uniess provided otherwise in the confract. The supplier further
warrants that all goods supplied under this contract shall have no defect arising from
design, materials, or workmanship (except when the design and/or material is required
by the purchaser's specifications), or from any act or omission of the supplier, that may
develop under nomal use of the supplied goods in the conditions prevailing in the
country of final destination.

15.2 This waranty shall remain valid for 12 {twelve) months after the goods, or any portion
thereof, as the case may be, have been delivered to and accepted at the final
destination indicated in the contract, or for 18 (eighteen) months after the date of
shipment from the port or place of loading in the source couniry, whichever period
concludes ecrlier, unless specified otherwise in the SCC.

15.3 The purchaser shall nofify the supplier promptiy, in writing, of any claims arising under
this wamranty.

15.4 Upon receipt of such notice, the supplier shall, within the period specified in the SCC
and with all reasonable speed, repair or replace the defective goods or parts thereof,
without costs to the purchaser.

15.5 If the supplier, having been nofified, fails to remedy the defect(s) within the period
specified in the SCC, the purchaser may proceed to take such remedial action as may

be necessary, at the supplier's risk and expense and without prejudice to any other
rights which the purchaser may have against the supplier under the contract.

16. Payment

16.1 The method and conditions of payment to be made to the supplier under this contract
shall be specified in the SCC.

16.2 The supplier shall fumish the purchaser with an invoice accompanied by a copy of the
delivery note and upon fulfiiment of any other obligations stipulated in the contract.

16.3 Payments shall be made promptly by the purchaser, butin no case later than 3C (thirty)
days after submission of an invoice or claim by the supplier.

16.4 Payment will be made in Rand unless otherwise stipulated in the SCC.



17. Prices

17.1 Prices charged by the supplier for goods delivered and services performed under the
contract shall not vary from the prices tendered by the supplier in his bid, with the
exception of any price adjustments authorized in the SCC or in the purchaser's request
for bid validity extension, as the case may be.

18. Contract Amendments

18.1 No variation in or mogification of the terms of the contract shall be made except by
written amendment signed by the parties concemed.

19. Assignment

19.1 The supplier shall not assign, in whole or in part, its obligations to perform under the
contract, except with the purchaser's prior written consent.

20. Subcontracts

20.1 The supplier shall notify the purchaser in writing of all subcontracts awarded under this
contract if not already specified in the bid. Such nofification, in the orginal kid or later,
shall not relieve the supplier from any liability or obligation under the confract.

21. Delays in the supplier's performance

21.1 Delivery of the goods and performance of services shall be made by the supplier in
accordance with the fime schedule prescribed by the purchaser in the confract.

21.2 If at any fime during the performance of the confract, the supplier or its
subcontracter(s) shouid encounter congitions impeding timely delivery of the goods
and periormance of services, the supplier shall promptly notify the purchaser in writing
of the fact of the delay, its likely curation and its cause(s). As soon as practicable after
receipt of the supplier’'s notice, the purchaser shall evaluate the situation and may at
his or her discretfion extend the supplier's fime for performance, with or without the
imposition of pendalties, in which case the extension shall be raiified by the parties by
amendment of contract.

21.3 No provision in a contract shall be deemed to prohibit the obtaining of supplies or
services from a national department, provincial department, or a local authority.

21.4The night is reserved to procure, cutside of the confract, small quantities cf supplies; or
to have minor essential services executed if an emergency arises, or the supplier's point
of supply is not situated at or near the place where the supplies are required, or the
supplier’s services are not readily available.

21.5 Except as provided under GCC Clause 25, a delay by the supplier in the performance
of its delivery oblications shall render the supplier liable 1o the imposition of penaities,



pursuant to GCC Clause 22, unless an extension of time is agreed upon pursuant to
GCC Clause 21.2 without the application of penalties.

21.6 Upon any delay beyond the delivery period in the case of a supplies confract, the
purchaser shall, without cancelling the contract, be entitled tc purchase supplies of a
similar quality and up to the same quantity in substitution of the goods not supplied in
conformity with the contract and to retum any goods delivered later at the supplier’s
expense and risk, or to cancel the contract and buy such goods as may be required to
complete the contract and, without prejudice to his other rights, be entitled o claim

damages from the supplier.
22. Penalties

22.1 Subject to GCC Clause 25, if the supplier fails to deliver any or all of the goods or to
perform the services within the period(s) specified in the coniract, the purchaser shall,
without prejudice to its other remedies under the contract, deduct from the confract
price, as a penalty, a sum caiculated on the delivered price of the delayed goods or
unperformed services, using the current prime inferest rate, calculated for each day of
the delay until actual delivery or performance. The purchaser may also consider
termination of the coniract pursuant to GCC Clause 23.

23. Termination for default

23.1 The purchaser, without prejudice to any other remedy for breach of confract, by
written notice of default sent to the supplier, may terminate this contract in whole orin
part:

(Q) if the supplier falls to deliver any or all of the goods within the period(s)
specified in the contract, or within any extension thereof granted by the
purchaser pursuant to GCC Clause 21.2;

(b) if the supplier fails to perform any other obligation(s) under the contract; or

(c) if the supplier, in the judgment of the purchaser, has engaged in corrupt or
fraudulent practices in competing for or in executing the contract.

23.2 In the event the purchaser terminates the confract in whole or in part, the purchaser
may procure, upon such terms and in such manner as it deems appropriate, goods,
works or services similar to those undelivered, and the supplier shall be liable 1o the
purchaser for any excess costs for such similar goods, works or services. However, the
supplier shall continue petrformance of the contract to the extent not terminated.

23.3 Where the purchaser terminates the contract in whole or in part, the purchaser may
decide fo impose a restriction penalty on the supplier by prohibiting such supplier from
doing business with the public sector for a period not exceeding 10 years.

23.4 If a purchaser intends imposing a restriction on a supplier or any person associated
with the supplier, the supplier will be allowed a time period of not more than 14
(fourteen) days to provide reasons why the envisaged restriction should not be
imposed. Should the supplier fail to respond within the stipulated 14 (fourteen) days the
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purchaser may regard the intended penalty as not objected against and may impose
it on the supplier.

23.5 Any restriction imposed on any person by the Accounting Officer/Authority will, at the
discretion of the Accounting Officer/Authority, also be applicable to any other
enferprise or any partner, manager, director or other person who wholly or partly
exercises or exercised or may exercise controf over the enterprise of the first-mentioned
person, and with which enterprise or person the first-mentioned person is or was, in the
opinion of the Accounting Officer/Authority, actively associated.

23.6 If a restiction is imposed, the purchaser must, within 5 (five} working days of such
imposition, fumnish the National Treasury with the following information:
(i) the name and address of the supplier and/or person resiricied by
the purchaser;
(ii) the dafe of commencement of the restriction;
(i} the period of restriction; and
{iv) the reasons for the restriction.

These details will be loaded in the National Treasury’s central database of suppliers or
persons prohibited from decing business with the public sector.

23.7 If a court of law convicts a person of an offence as contemplated in sections 12 or 13
of the Prevention and Combating of Corrupt Activities Act, Act 12 of 20C4, the court
may also rule that such person’s name be endorsed on the Register for Tender
Defaulters. When a person's name has been endorsed on the Register, the person will
be prohibited from doing business with the public sectfor for a period of not less than
five years and not more than 10 years. The National Treasury is empowered to determine
the period of restriction, and each case will be dealt with on its own merits. According
to section 32 of the Act the Register must be open to the public. The Register can be
perused on the National Treasury website.

24. Anti-dumping and countervailing duties and rights

24.1 When, after the date of bid, provisional payments are required, or anti-dumping or
countervailing duties are imposed, or the amount of a provisional payment or
antidumping or countervailing right is increased in respect of any dumped or subsidised
import, the State is not liable for any amount so required orimposed, or for the amount
of any such increase. When, after the said date, such a provisional payment is no longer
required or any such anti-dumping or countervailing right is abolished, or where
the amount of such provisional payment or any such right is reduced, any such
favourable difference shall, on demand, be paid forthwith by the contractor to the
State, or the State may deduct such amounits from moneys (if any) which may otherwise
be due to the contractor in regard to supplies or services which he or she delivered or
rendered, oris to deliver or render in termns of the contract or any other contract or any
other amount which may be due to him or her.

25. Force majeure
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25.1 Notwithstanding the provisions of GCC Clauses 22 and 23, the supplier shall not be
llable for forfeiture of its performance security, damages, or termination for default if,
and fo the extent that, his delay in performance or other fallure to perform his
obligations under *he confract is the result of an event of force majeure.

25.2 If a force majeure situation arises, the supplier shall notify the purchaser prompily, in
wrifing, of such condition and the cause thereof. Unless otherwise directed by the
purchaser in wiiting, the supplier shall confinue to perform ifs obligations under the
contract as far as is reasonably practical, and shall seek all reasonable alternative

means for performance not prevented by the force majeure event.
26. Termingation for insolvency

26.1 The purchaser may at any time terminate the contract by giving written notice to the
supplier if the supplier becomes bankrupt or otherwise insolvent. In this event,
terminatfion will be without compensation fc the supplier, provided that such
termination will not prejudice or affect any right of action orremedy which has accrued
or will accrue thereafter to the purchaser.

27. Setiement of Disputes

27.1 If any dispute or difference of any kind whctsoever arises between the purchaser and
the supplier in connection with or arising out of the contract, the parties shall make
every effort to resolve such dispute or diffcrence amicably, by mutual consultation.

27.21f, after 30 (thirty) days, the parties have failec 1o resolve their dispute or difference by
such mutual consultation, then either the purchaser or the supplier may give notfice o
the other party of his infention to commence with mediation. No mediation in respect
of this matter may be commenced unless such notice is given to the other party.

27.3 Should it not be possible to settie a dispute by means of mediation, it may be settled in
a South African court of law.

27.4 Mediation proceedings shall be conducted in accordance with the ruies of procedure
specifed in the SCC.

27.5 Notwithstancing any reference to mediation and/or court proceedings herein,

(a) the parties shail continue to perform their respective obligations under the
contfract unless they otherwise agree; and
{b) The purchaser shali pay the supplier any monies due to the supplier.

28. Limitation of Liability
28.1 Except in cases of criminal negligence or wilful misconduct, and in the case of

infingement pursuant to
Clause é:
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(a) the supplier shall not be liabie to the purchaser, whether in contfract, tort, or otherwise,
for any indirect or consequential loss or damage, loss of use, 10ss of production, or loss
of profits or interest cosfs, provided that this exclusion shall not appiy to any obligation
of the supplier to pay penalfies and/or damages to the purchaser; and

(b) the aggregate liability of the supplier to the purchaser, whether under the coniract, in
tort or otherwise, shall not exceed the total confract price, provided that this limitation
shall not apply to the cost of repairing or replacing defective equipment.

29. Goveming language

29.1 The contract shall be written in English. All comrespondence and other documents
pertaining fc the confract that is exchanged by the parties shall also be written in
English.

30. Applicable Law

3C.1 The coniract shall be interpreted in accordance with South African laws, unless
ofherwise specified in the SCC.

31. Notices

31.1 Every wiitten acceptance of a bid shall be posted to the supplier concemed by
registered or certified mail, and any other nofice to him shall be posted by ordinary
mail, to the address fumished in his bid or to the address noftified later by him in writing;
and such posting shall be deemed to be proper service of such nofice.

31.2 The time mentioned in the contract doccuments for performing any act after such
aforesaid notice has been given, shall be reckoned from the date of posting of such
notice.

32. Taxes and Duties

32.1 A foreign supplier shall be entirely responsible for all taxes, stamp duties, licence fees,
and other such levies imposed outside the purchaser’s country.

32.2 A ‘'ocal supplier shall be entirely responsible for all faxes, duties, licence fees, etc.,
incurmred until delivery of the contracted goods to the purchaser.

32.3 No coniract shall be concluded with any bidder whose tax matters are not in order.
Pricr to the award of a bid the Department must be in possession of a tax clearance
certificate submitted by the bidder. This certificate must be an original issued by the
South African Revenue Services.

33. National Industrial Participation (NIP) Programme

33.1 The NIP Programme acministered by the Department of Trade and Industry shall be
applicable to all confracts that are subject to the NiP obligation.



34 Prohibition of Restrictive practices

34.1 In fems of section 4 (1) (b) (iii) of the Competition Act, Act 89 of 1998, as amended, an
agreement between or concerted practice by firms, or a decision by an association of
firms, is prohibited if it is between parties in a horizontal relationship and if a bidder(s)
is/are or a contractor(s) was/were involved in collusive bidding (or bid rigging).

34.2 If a bidder(s) or contractor(s). based on reasonable grounds or evidence obtained by
the purchaser, has/have engaged in the restrictive practice reterred to above, the
purchaser may refer the matter to the Competition Commission for investigation and
possibie imposition of administrative penalties as contemplated in the Competition Act,
Act 89 of 1998.

34.3 If a bidderis) or coniractor(s) has/have been found guilty by the Competition
Commission of the restrictive practice referred to above, the purchaser may, in addition
and without prejudice to any other remedy provided for, invalidate the bid(s) for such
ifem(s) offered, and/or terminate the confract in whole or part, and/or restrict the
bidder(s) or contractor(s) from conducting business with the public sector for a period
not exceeding 10 (fen) years and/cr claim camages from the bidder(s) or contractor(s)
concemed.
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A4 - SUPPORTING SCHEDULES

[ Schedule 2: Declaration for Procurement above R10 million
If e vaiue of the ransaction is expectad 1o exceed R10 million (VAT inchuded) the lenderer shall complete the
following questionnaire, sitech the Necessary documents and sign this schedule:
1. A you by lew required to prepare annual financial statements for audiing? (Please mark with
X)

L YE5 % I NO

11 HYES, submit audited annual financial sistements:

m for the past three years, or
m sinca the date of establishment of the tenderer (I established during the past threa

years)
al such sudiled financial stalemnents o List of other documents attached
Somterer schacde "

2. Do you have any outstanding und isputed commitments for municipal services towards e OCT or cther
municipality in respect of which payment is overdus for more then 30 (thirly) deys? (Please
mark with X)

- | . N R

21 i NQ, this serves to certify that the lenderer has no undispuled commitments for municipal
services lowards sy municipality for mare then Byea (3) (three) months In respect of which
paymant is overdue for moss than 30 (Ihirty) days.

22 N YES, provide particulars:

Has amy contract been awarded o you by an organ of state during the past five (S) years? (Plcase
madk with X)

YES NO




31 KYES, ingert pariiculars In the tabls below including particulars of any material non-compliance
or dispute conceming Bhe execution of such contract Altamatively attach the particulers fo List of other
documents attached by tenderer schedule in the same format a5 the table below:

Organ of State Contract Description Contract Non-complance/dispute
- sl B 2 Gl
iycanay Feiwa Sappont 30 monas WA
TTaediy A 150 (b4 Sywem) 3 oo WA
B e ¢ - 3 go=—— oo P — e
LEUAL NP LTOUpR R 20 WO LIS 1317,
977 LATQOpIDCOLZ 7 moaus WA

4. Wil any partion of the goods or services be sourced from outside the Repubiic, and i so, what portion
and whether any portion of paymaent from the CCT Is expecied to be transferred out of the Republic?
(Please mark with X)

YES NO
X

4.1 If YES, fumish particulars below

s b s HaE Bedodd

The tendarer hereby certifies that the information set out in this schedule andlor altached hereto is true and
correct, and acknowledges that failure to properly and tuthiully complete this schedule may resullin steps being
taken against the tenderer, the tender being disqualified, andior (in the event that the tenderer is successful)
the cancellation of the contract, restriction of the tendsrer or the exercise by the employer of any other remedies
avaiiable to .

16/312000




Schedule 4: Declaration of intersst - State Employees (WBD4) |

1. Nobid wil be accapted from persons in he service of the state”.

2 Any parson, heving 8 Kinalp with porscns in the service of the steie. induding 8 biood relatonship,

mhmﬂ.upﬂWvabmmmaw
to perons in service of the state, It s recuired that he tenderer or halr suthorised representative
declare ther position In relation 1o the oy 13 authonty
3 Lﬁ»nmwumummmmummmwm
31 Ful &-dmvu&ahm— -
32 =
33 Poson compied s the Compasy (dvecter, rvates, shassh u,_—li.. e
34 Company or Close Corporafion R N - e ISR IO PRI
35 TaxRsternce Mumder. — e O S DN

18 VAT Registration Number: _

7 The names of ail directors / rustees / shareholders’ members, hei Individual identRty numbens
and state amnployee numbers must be ndicesed in DAMROGCH 4 below.

a8 Are you presently In the service of the stste? YE‘@
331 Hyws, fumish parsculers ..
kK mmmh“mud“nh“mmm?m@

310 Do you have arry relalionship (tamily, fiend., ofhver) wilth parsons in the senvice sute and
who may be involved with the evalustion end or sdjudicaton of this bid? YES

3101 M yos, lumish porlioulers . . e Sbeiishitisteosen

311 Aw you. aware of any relaticnghip (fasndy, end, other) between sy oiher lendersr and arry
porsons in the e a9 who may be involved with The sveluation and or adjudication
of this bd? YES

312 Are any of the company's direciors, maregem, principle shersholdars or
stskehoiders in service of the siste? YES
3121 ¥ yes, furnsh parhouters ...

KRk MWMMUH‘I& USees. menegers, principie
harsholdors or o dmw
3131 Hyes fumish particuden .. ...

3.14 Do you or any of the deectors, in gera, principie shareholders, or stakehocicers of
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TENDER NO:205820190/2020

this company have any interest othar reiated companies or business whather o not they
ore bidding for this contract? NO

2141 Hyes, b RckrtcCSDRzpoﬂamd\:dmAppcndGC

4, Ful detalls of directors / rustess / members / shareholdens
Fult Name Idanity Number Stats Empicyse Number

] N/A
. WA

n-mhuhn-ﬁamnmmunmumm.mmnmm

t. end dedges that failure (o properly and ruihiully complete this schedule may result in sieps being
&maphulhm the tender being disqualiied, andéor (in the event that the tenderer is successful)
mwdwmmdmeMwnmqudmmm
available fo

'I! |F

neme;
behaif of the tenderer (duly authorised)

WSO Reguiations: “ie he servize of B4 slam” meens [0 be -
@ & memberof -

O any muniolpel counelt;
m any provinclal legisisture; or
m we iy o the Cosmctl f provisess;
& # membder of ihe doard of directon of any menicipal entty;
g -Mdcq-Mcw.‘: - > =
mmunmmmummuvdmx Fane
g - amboy e uting 2uthority of eny nationsl or provinsial publx emety: o
an smpioy L
* Sharehoitr™ meantl & person wiho own hares i1 e compey ed I wy Sosadrod 2 B s o’ Y
o bursiness and control over Y




TENDER NO:2059/20192020

Schedule §: Conflict of Interest Declaration |

The tenderer shall dactare whether X has sy confict of intecest in the YansacBon for which the tender
Is submitied. (Please merk with X)

T e = )

1.1 ¥ you, the lenderer s required 10 set out the perficulars in the table below:

The tenderer shal! deciare wheiher i has directy or through 8 representative or intermediary
promised, offersd or Qranted:
21 any inducement cr rewsrd to the CCT for or In connection with the swerd of this conrect; or

22 any reward, g, favowr or hosplalty b any official or any ofher rofe player involved in the
implemenisiion of the supply chain management palicy. (Please mark adh X)

] e —

If yos, the lenderar is required 10 set oul he parficulens In The tabie below:

Should the tendorer be sware of any cormupt or fraudulent transactions relsting to the procurement
process of the City of Cape Town, please contect the following:

the CRty's ant-coruption hatiee o [ Y fee)

The lenderer hersby ceriifies that the Ihformation set oul In Fas schedule andvor attached herelo 15 bua end
comect, and acknowledges that fallure 1o property and truthfully compiese this schodulo may result in stops being
taken aganst the landerer, tho londor being disqualified, and/or (I Tw overt Mat the lenderer s SUCCessTUY)

he cancailation of the CoMrecy, of the wenderer o he by the empioyer of any other romodies
avalablaton
18/3/2020
name: | Swarts Dats

behatf of the senderer (duly suthorised)



TENDER NO:2658/2018/2020

Schedule 9: Occupational Health and Safety Agreement

mruuawsscnounmormeoccunmmmmwnvm 85 OF 1903 AS

in s own right, do heredy underake lo "-hruhwwmﬂd ﬂh.
performed, and all equipment, machinery or plant used in such a ly with the provisions of
NMMWHOMMSMM(OHSA)NNRMWM

| furth nfiem that | amiwe are registered with the Compensation Commissioner and that all registration
Muummmm-dmnmmmmmmmwaum.nm
with an sppr ¥

COD ACT Registration Number: . _

OR Compensalion (neurer: Policy Na.:

| undertake to appoint, whers required, suitabls competent persons, in writing, in terma of the requicements of
OHSA and the Ragulations and to charge him/them with the duty of ensuring that the provisions of OHSA and
Reguistions a3 well as the Council's Special Conditions of Contract, Way Leave, Lock-Out and Work Permit
Procodures are adhered (0 as far a5 reasonably practicable.

I further undertake to that any sub ctors employed by me will enter into an cocupational health snd
safely agresment scparately, and that such subcontractors comply with the conditions set.

| heraby deciara that I have resd and understand the Occupetional Health end Safety Specifications contained
in this tender and undertake 1o comply therewith at all times.

| heraby also undartake 10 comply with the Occupationsl Health and Satety Specification and Plen submitied
and approved in terms thereof.

Signed at ..CapeTowm....o.......... .on the....... 4 doy of. March 20.20

Wlnu! sndatary
Signed ot . . o et e oo e O W ol Sl i s A s o D

City of Cape Town
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TENDER NO.2668/20182020

Schedule 10: Certificate of independent Tender Determination |

1, the undersigned, in submitiing this lender

SUPPLY, SUPPORT, MAINTENANCE OF ICT SECURITY RELATED INFRASTRUCTURE, SOFTWARE,

SERVICES AND LICENSING

In response 1o the fender invitation made by THE CITY OF CAPE TOWN, do herstryy maka tha following ststemants, which
| certify 1o be rue and complela in every respect:

loatty.onbehetiof: [N 0 (ise of wodew)
That

1
2

3.

10.

| hevo reed and | understand the contents of tis Cortificeto;

[ undersiand that this lendar will be dlequatiied ¥ his Certficste s found not to be BUe and Complete In every
108paCE;

1 am suthortsed by the tenderer to sign thip Cextificale, and 10 submit this tender, on behell of the tenderer;

Eath penson whose signature sppears on this Hncer hes been 3uorieed by e tendener to delermine the krms
of, and o wign, the lender on behall of the tenderer;

For the purposes of this Certficate ond s tender, | understand that the word ‘competitor’ shal indude any
Individusl or organisation othar than the tandersr, whether or not affilialed wilh the lenderar, wha:

(m) has been requesed to SLDMIE a tander In response K this tender invitation;
(®) Mmﬂ:z-mowmmbmmmumwwmmwu

(c) provides the samse goods and services au the Lendersr andror I8 In Lhe seme line of businass as the lenderer.

mwumummmmmmmm
or arrangement with 37y COMPELID!, HOWEVEN, COM MUNICEBON DEMABN HEMtNEr it 8 Joint venture or JONBorum'
wil not be construed as cotiusive price quotng.

In parsculor, wWRNOUt Imiting the gereralkty of parsgraphs § and 6 sbove, tham has been no cnsutiabon,
communication. agreement or armngement with any competitor regarding:
(w) pricas:

(®) geographical aron whare product or service wil be rendered (markel slocation);

{c) mathods, fackors or formules used 1 Calcule proes;

{d) the intention or docision 10 submit or not 10 SubmR & tender;

0] e submission of & tendar which does NOt Most the 8pecticetions and condBons of the tender; or
(4] tendering with the INtendon POt 10 win e CoMact

In adaion, thero heve been NO CONBU REKONS, COMMUNICIONS, SGrEOMONTS OF AMBNQOMAENES with ANy COMPELT
:;&vhm quantity, m“mnau-wmymdumormb
this bendoer invitabon relates,

Tho torma of tis lender have not been and wif not be disclosed by the , directly or Indicectly, o any
Mmbwmmmummwmwdnmdum

lmmlh&hddhnudwm any othver remady provided
redated o londers and contracis, tenders thet are suspicious wil umummm‘a}:h

16/3/2020

“riedall Swarts

Name (PRINT)
(For and on behaif of the Tendersr (duly suthorised))
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A5 - SERVICE LEVEL AGREEMENT

SUPPLY, SUPPORT, MAINTENANCE AND SERVICES OF
ICT SECURITY SERVICES®
these being
Reverse Proxy Services
Vulnerability Management Services
Citrix Virtual Desktop Infrastructure or equivalent
IT Security Intelligence Systems (managed by The City)
IT Securty Intelligence Systems (managed by the Service Provider)
Data Loss Prevention Solutions
Anti-mahware solutions & Email Hygiene

Secunty Assessment Services
Cloud Access Service Broker

Between

CITY OF CAPE TOWN

(of the one part)

and

I ...

(of the other part)
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1z

INTERPRETATION AND DEFINITIONS
1.1 In this Agreement and unless the context otherwise requires: -

1.1.1 words, including their definitions in clause 1.4, which import the
singular number only, shall include the plural and vice versa;

1.1.2 words imporfing persons shall include bodies corporate;

1.1.3 words impeorting the singular, includes the plural and vice

versa.

1.2 The head notes to the various clauses of this Agreement are inserted for
reference purposes only and shall in no way govem or affect the
construction hereof.

1.3 All references to this Service Level Agreement shail be references to this
Agreement and all Annexures hereto, which Annexures form an Integral
part of this Agreement, and expressions defined in this Agreement shall
bear the same meanings when used in any Annexure fo this Agreement

and vice versa.

1.4 Unless the context otherwise requires, the under-mentioned expressions shall
have the meanings respectively assigned to them hereunder, namely: -

Access right or opportunity to reach or visit (to gain access); security

and keys;
Accessories not part of basic equipment, addifional or extra items;
Accident unfortunate, usuclly harmful event,
caused unintentionally
Third Party Liability:

(Company) must insure
against eventuality (personal or equipment) at
([Company)’s expense;

comply with COIDA.

Refer to Cleuse 11: Insurance under the General
Conditions of Confract as contained on page 193
of the Tender Document and Special Conditions of
Coniract as contained on page 184 of the Tender

Document;
Authorised Person appointfed and duly authorised respectively by
representative the City and the Supplier, fo act {and speak) upon the
respective party’s behalf;
"Eihy! City"” means the City of Cape Town, @ municipality

established by the City of Cape Town
Establishment Notice No. 479 of 22 September

48
I



2000, issued in terms of the Local Govemment:
Municipal Structures Act, 1998,

(Act 117 of 1998) or any structure or empioyee of
the City acting in terms of delegated authority;

"Commencement date of slgnature of last party hereto or date as
agreed date” by both parties in this agreement — kicks in 30 days after
going live, anticipated dafe is 1 JULY 2020;

"Confract
Management”

Defects

Equipment

Failure

Guarantees

Crief Point

Job Complefion

Line departments
Malfunction
Misuse
Negligence

Normal working
hours

“Parties”

Monthly statistical reporting on service levels;

faults, imperfection in manufacture or snortcoming of
equipment possioly causing other components to
become faulty;

Any associated materal required for
solution infrastructure;

1. breaking dewn cor ceasing to function
2. non-performance of duties or resporsicilities;

underfaking to answer and compensate for the loss
of performance or for an obligation by another
person. Refer to Clause 7 of the Special Conditions of
Confract; Annexure 1: Form of Guarantee /
Performance Security in the Tender Document;

Objective measure of a penalty to be applied in the
event of a required performance mehic not being
met as defined by the City

To be considered complete, each job must be
signed off by the line department before the City will
enfertain honoring an invoice.

Departments within the organizational sfructure of
the City.

When equipment fails to function nomally;

wraong or improper use or application of equipment;

Lack of proper care and aftention;

Hours between 08:00 and 16:30 from Monday fo
Friday, excluding public holidays;

the City and the Supplier collectively;
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Repairs

“"Reporting”

Resolufion

Response

Service agent

“Service Level”

“Service Level
Agreement (“SLA")"

“Service Level
Measure”

“Service Level
Termination Event”

“Service
Penalty”

Restore to good, working condition after damage,
wear or malfunction;

Timely periodic reporting on monthly meetings in the
format as agreed upon between City of Cape Town
and (Companyy);

System is repalred and made operationally
available;

Representative from

(Company) arives on-site or
email acknowlcdgement that
(Company) has received a

request for work

Authorised technician, able to perform to specified
requirements

the required quantitative level or degree of
performance of the Services by the Supplier as set
out by Service Level Measure, see the Service Level
Measurements Section;

the agreement concluded between the parties as
evidenced in this wriften document, any annexures
and the related tender;

the method specified in this Service Level Agreement
for quantitatively calculating the Supplier's aciual
performance. The results of these calculations are
compared with Service Levels to evaluate the
Supplier's compliance with Service Levels, see the
Service Level

Measurements Section;

an event wherein the City shall have the option, but
not the obligafion, to termminate this agreement
without further obligations;

the amount calculated which the City shall have
the option, but not the obligation, to recover as a
reduction in the fee payable for the Services, each
time the Supplier fails to meet the Service Levels,
reference clause 22: Pendlties of the Special
Conditions of Contract



“Stock
Management”

Sundries

“Supplier”

Technical skills

Useful life

Warranties

Working day

Stock levels of appropriate spares and equipment of
the right quality and quantity in the right location to
enable the Supplier to operate within the agreed
upon for response;

items or oddments not mentioned individually;

(Companyj),

Registration Number: of
physical address:

; Postal address:

, a company duly incorporated
in accordance with the company laws of South
Africq, represented herein by
who warrants that he/she is duly autherised by
board resolution to sign this Agreement for and on
behalf of the Supplier.

The Supplier warrants that-

1. itis registered under the Regional Services
Council Act, 1985, under registration number.
CMC RSC
Levy # , for the purpose of
the payment of all levies payable by it under that
Act; and

2. dalllevies due by it under such Act to date hereof,
have been paid;

“Supplier” is a generic term which may include
suppliers of goods and services, contractors
and/or consultants;

technical abllity / expertise of installation and fest
equipment technicians

Minimum duty cycle of equipment or components

undertaking as to the ownership or quality of an
item, accepting responsibility for defects or repairs
overa

specified period. Refer to Clause 15 of the General
Conditions of Confiract as contained on page 185
of the Tender document and Clause 15 of Special
Conditions of Contract;

Any day between Monday and Friday, 08:00 fill

17:00, excluding Saturdays, Sundays and Public
Holidays
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2

2.1

2.2

23

24

Working hours Eight hours in any given working day

SERVICE LEVELS

These Service Levels are the minimally acceplable level of service as defailed
hereunder for the Services and failure fo comply may give rise 1o the
calculation of Service Penalties and they may give rise 10 a Service Level
Termination Event.

Any failure to meet a Service Level is unacceptable and may constitute a
material breach of the Supplier's obligations.

Maximum Delivery Period - on-site within six weeks of purchase order date.
Failure to comply may result in defaulting the preferred supplier and ultimately,
suspension.

Communication Plan

E-mail is the preferred means of communication between the Supplier and the
City of Cape Town.

The City's authorised representatives, see names below, will provide
(Company)’s authorised representatives, see names
below, with an Order number by Fax or email. This number must be reflected on
the relafed invoice. {Company)’s must send an emait
acknowledgement within the following timeframes of receiving an order or
request for a warranty repair or replacement:

Whe.n order 08:00 to 17:00 After 17:01 and

received weekends

RESDONSE Before 17:00 next Before 17:00 nexi
R business day business day

(Company)’s contact details:

Procurement or orders
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Authorised
Representative

Name: I
Tel number: _

Provide
Percentage of not
meeting Service
Level

(Example 60%)

email occt_|IEEG———— T

Fax Num

Escalation Level
1

Name: IS

Tel number: _

Email add —

Fax Num

Provide
Percentage of not
meeting Service
Level

(Example 80%)

Escalation Level
2

Name: NN
rel numoer: I

e

Fax Num

Warranty or fault Repairs / Replacement

Authorised
Representative

Name: NN
rel number:_ N

Provide
Percentage of not
meeting Service
Level

IExompIe 60%)
Email add

Fax Num
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Escalation Level
1

Nome: |

Provide
Percentage of not
meeting Service
Level

Example 80%)
Email add —

A4

Fax Num
Escalation Level
2 Name:
Tel number:
Email add
Fax Num

City of Cape Town

Procurement

Authorised representative:

E-Mail address:
Telephone Number.
Fax Number:

contact detail:

City of Cape Town Procurement process:
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Department
completes the
“Request tor

‘computer hardwareI

v

IT Procurement Business Unit

create creates
Purchase Purchase

' !

Cost Centre

Manager
releases
Purchase

Procurement
creates
Purchase Order

*

Purchase Order
faxes or e-mails to

Vendor confirm
receipt of

Warmranty Repairs / Services / Fault Reporting

Authorised representatfive: ||| R
E-mail address: I
Telephone number: [ ]

{Insert your process flow fo request warranty repairs or a service or to report a faull]

insert process flow from above and modify —just log call
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City Security Team

monitors heaith

:

Clty Security Team
detects eror and
analyse

!

City Security Team
logs call with
<supplier> Service

Dofk
v

<Supplier>
performs third line
support

v

<Supphier>
escalate to vendor
if required

Call resolved and
City informed
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25 Roles and Responsibilities
The Supplier
Party Functional Role Service Responsibility
Service Maintain Logging and fracking of contractual incidents for all
Provider guaranteed problems from receipt of issue from City fo
service levels and | resolution.
service assurance
Service Performance Quarterly repotts to the City
Provider Management
Report
Service Coniractual Quarterly reporfs to the City
Provider Incident Report
Service Supply and Supply and deliver of equipment within a period of
Provider delivery of goods six weeks from date of purchase order received
from City
Service SLAmeasurement | Calculation of any Service Credits if due
Provider
Service Adherence to all Communication with City contacts onty
change control,
Provider mainfenance and
emergency
procedures
Service Support and Provide support and maintenance services from
Provider maintenance receipt of logged call from City Ihis includes
managing escalation procedures to the vendor
support cenlre
Service Solution Design Drafting ot solution designs, scenarios and
Provider associated quotations in order to meel the
information security requirements of the City of
Cape Town
City of Request for Cleary defined requirements
Cape Town | solufions
IS&T
department
City of Generate Supply orders with official City order number,
Cape Town | purchase order delivery address and confact person
IS&T
department
City of Taking reccipt of Sign [nvaoices or delivery notes on delivery of orders
Cape Town | goods, and
IS&T support and
department | mainfenance
certificates
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City of Fault nofification Log support calls with supplier with relevant details
Cape Town
IS&T

department

City of SLA measurement | Measure and /or audit the measurement of delivery
Cape Town schedule, arange Goods Receipt Note (GRN)

IS&T
department

Line departments other than IS&T

Request quotes from IS&T

Raise Purchase Requisition

Release Purchase Requisition on SAP

On delivery of ordered equipment, sign the Receipt or Delivery note
GRN the Purchase Order

2.6 Scope

O A i

2.6.1 In-Scope
- Quotafions
» Solution design and proposals
+  Supply and delivery of services, licenses, goods, and support and
maintenance cerfificates
Support and maintenance processes with supplier

2.6.2 Out-of-Scope
- Informal telephonic queries

2.7 Description of Services:

Quotations
= Support and maintenance
= Log calls with vendor
- Management of vendor processes on behalf of the City

Types of equipment:

Appliances - various
*  Servers
= On premise

Refer to Pricing Schedules within the tender document, regarding the SLA costs
10 be provided in order to meet the terms and conditions of the Service Level
Agreemen: measurements as per Schedules listed below.




3 SERVICE LEVEL MEASUREMENTS

3.1 The provision of each Service will be measured by comparing the level at
which the actual Services are provided agalnst the level at which the parties
agreed that the Services will be provided as set out below;
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3.2 The method that the parties will use to make this comparison is set out below:

3.1 Schedule A: Reverse Proxy

# ‘ Service Element Service Measure Service Metric Grief Points
1 incurred for
nonperformance

1. Cevice Availability Uptime of Not defined —
each
indivicual
Reverse  Proxy
Cevice

2. . Service Availability Uptime of the Not defined =
Reverse Proxy
service

3. Incident Response Mean Time To Less than 60 minutes | 5 Grief Points
Respond (MTTr) -
Priority 1,2 & 3

Incidents

Maximum Tme To | Remediate 5 Grief Poinis
Restore (TIRMAX) — | configuration issues

Priority 1 & 2 within one (1) full

Incidents Working Day

Maximum Time To | Five (5) full Working | @ Grief Points
Replace (TIRpMAY) | Days

4 | Provide Technical support | Provided (yes / no) | 5 Grief Points
' Maintenance and services available
Technical Support as specified Assessed monthly by
random check
| Note: non-
avaiiability of

fechnical support
may result in Device
and/or Service
Unavailability, and
will be penalised
consequenily

5. Provide and maintain | Provide and Provided (yes/no) 2 Grief Points
Contact Information | maintain contact
details Assessed monthly by

random check




Key Contact
Person responds

Not detined

timeously
Adhere to Responses to Design Proposails 5 Grief Points
procurement, requests for Design| provides within ten
ordering, delivery Proposals as (10) full Working
and payment required Days (yes / no)
PROSEsS Responses fo Quotations 1 Grief Point
requests for provided within
Quotations seven (7) full
provided as| Working Days (yes /
required no)
Equipment Specified items | —
Delivery process delivered - not
followed as defined
speciied Packaging as =
specified — not
defined
Labelling as —
specified — not
defined
Delivery within -
quoted lead fime -
not defined
Delivery at the| —
place specified in
the
Purchase Order
not defined
Fault handling Not defined =
process followed
Repair or Not defined —
replacement
process foliowed
Report to the City Provide monthly | Provided within 2 Grief Points
Summary Report | seven (7) full
as specified, Calendar Days after
including record | The last day of each
of all Incidents month (yes/no)
and related Assessed monthly
resolutions, plus
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root cause when

requested
Report on an Provided within 2 Grief Points
outstanding seven (7) full
software updates, | Calendar Days after
security updates | the last day of each
and related month {yes/no)
recommendations | Assessed monthly
8. Attend Service Physical Present as per 2 Grief Points
Review Meetings affendance at attendance register
the Service (yes/no}
Review
Meeting of the Assessed per
Key meeting as
Contact Person evidenced by
Attendance
Register
3.2 Schedule B: Vulnerability Management (VM)

# | Service Element Service Measure | Service Metric Grief Points
incurred for
non-
performance

1. Device Availability Uptime of each Not defined -
individual Device
2; Service Availability Uptime of the Not defined -
Vuinerabillity
Management
service
3. Incident Response Mean Time To Less than eight (8) 5 Grief Points

Respond (MTTr) —
Priority 1,2 & 3
Incidents

Maximum Time To
Restore (TTRMAX) —
Priority 1 & 2
Incidents

consecutive hours

Remediate
reconfiguration
issues

within three (3) full

5 Grief Points

62




Maximum Time To
Replace (TTRpMAX)

Working Days

Five (5) full Working
Days

5 Grief Points

Provide Maintenance | fechnical support | Provided (yes / no) | 5 Grief Points
and Technical services available
Support as specified Assessed monthly by
random check
Note: non-
availability of
technical support
may result in Device
and/or Service
Unavailability, and
will be pendlised
consequently
Provide and maintain | Provide and Provided (yes/no) 2 Grief Points
Contact Information | maintain contact
detdails Assessed monthly by
random check
Key Contact Not defined -
Person responds
fimeously
Adhere to Responses to Design Proposals 5 Grief Points
procurement, requests for Design| provides within ten
ordering, delivery Proposals as (10) full Working
and payment required Days (yes / noj
process R . . - .
esponses to Quotations provided| 2 Grief Points
requests for within seven (7} full
Quotations Working Days (yes /
provided as| no)
required
Equipment Specified items| —
Delivery process delivered - not
followed as defined
specified Packaging as -
speclfied — not
defined
Labelling as -
specified — not
defined
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Delivery within
quoted lead time -
not defined

Delivery at the
place specified in
the

Purchase Order —

not defined

Fault handling As specified (yes / 3 Grief Points
process followed | NO)
Repair or As specified (yes / 3 Grief Points
replacement no)
process followed
Report to the City Provide monthly Provided within 2 Grief Points
Summary Report | seven (7) full
as specified Calendar Days after
iduds recordiof the last day of each
all Incidents and I =y ack
Assessed monthly
consequent
resolutions, plus
roof cause when
requested
Report on an Provided within 2 Grief Points
outstanding seven (/) full
software updates, | Calendar Days after
security updates | the last day of each
and related month (yes/no)
recommendations | Assessed monthly
Monthly report fo | Provided within 1 Grief Point
include five seven (7) full
assessments of Calendar Days after
vulnerability scans | the last day of each
as per schedule, month (yes/no)
to be provided by | Assessed monthly
the City, to ensure
appropriate
configuration
using best
practice
Attend Service Physical Present as per 2 Grief Points
Review Meetings attendance at attendance register
the Service {yes/no)
Review
Meeting of the Assessed per
Key meeting as
Contact Person evidenced by
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Allendance
Reglster

3.3 Schedule C: Citrix Virtual Desktop Infrastructure or equivalent

Maintenance and
Technical Support

services available
as specified

Assessed monthly by
random check

Note: non-
availability of
technical support
may result in Device
and/or Service
Unavailability, and
will be penalised
consequently

# | Service Element Service Measure | Service Mefric Grief Points
incurred for
nonperformance

1. Device Avallabllity Uptime of each Not defined -
(ref. individual VDI
clause 6.1) server
2. ?rir;/ice Availability Uptime of the VDI Not defined -
clavse 6.2) i
3. Incident Response Mean Time To Less than 60 minutes | 5 Grief Points
Respond (MTr) —
Priority 1,2 & 3
Incidents
; Remediate 5 Grief Points
Maximum Time To S —
Restore (TTRMAX) :siﬁ(e)? ol
r"‘fg'y Tt &2 within three (3) ful
Les Working Days
Maximum Time To | Five (5) full Working | 9 Grief Points
Replace (TTIRpMAX) | Days
4. Provide Technical support | Provided (yes / no} | & Grief Points
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Provide and maintain | Provide and Provided (yes/no) 2 Grief Points
Contact Information | maintain contact
detdails Assessed monthly by
random check
Key Contact Not defined -
Person responds
fimeously
Adhere to Responses to Design Proposals 5 Grief Points
procurement, requests for provides within ten
ordering, delivery Design Proposals | {10) full Working
and payment as required Days (yes / no)
process Responses to Quotations 1 Grief Point
requests for provided within
Quotations seven (7) full
provided as| Working Days (yes /
required no)
Equipment Specified items| —
Delivery process delivered - not
followed as defined
specified Packaging as -
specified — not
defined
Labelling as -
specified — not
defined
Delivery within —
quoted lead time -
not defined
Delivery at the|—
place specified in
the
Purchase Order —
not defined
Fault handling Not defined =
process followed
Rep(_]ir or Not defined =
replacement
process followed
Report to the City Provide monthly Provided within 2 Grief Points
Summary Report | seven (7) full
as Calendar Days after
specified the last day of each
month (yes/no)
Assessed monfhly
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Allend Service
Review Meelings

Physical
allendance at
Ihe Service
Review
Meeling of Ihe
Key

Contact Person

Provided within
seven (/) full
Calendar Days affer
the last day of each
month (ycs/no)
Asscssed monthly

2 Gref Points

3.4 Schedule D: IT Security Intelligence (managed by The City)

Service Element Service Measure | Service Metric Grief Points
incutred for
nonperformance

1. Device Availability Not applicable Not defined -
2. Service Availability Not applicabie Nof defined -
3. Incident Response Mean Time To Less than four (4} 5 Grief Points
Respond (MTIr) — | hours
Priority 1, 2 & 3
Incidents
Maximum Time To | Not defined -
Restore (TTRMAX) —
Priority 1 & 2
Incidents
Maximum Time To | Five (5) full Working | 2 Gricf Points
Replace (TIRpMAX) | Days
4. Provide Technical support | Remediate 5 Griel Poinfts
Maintenance and services available | configuration issues
Technical Support as specified within three (3) full
Working Days
5. Provide and Provide and Provided (yes/no) 2 Grief Points
maintain Contact maintain contact
Information details Assessed monthiy by
random check
Key Contact Not defined -
Person responds
timeously
6. Adhere to Responses to Quotations 2 Grief Points
procurement, requests for provided within
ordering, delivery Quotations seven (7) full
provided as| Working Days (yes /
required no)
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and payment Equipmen? Specified items| —
process Delivery process delivered - not

followed as defined

speciied Packaging as -
specified — nof
defined
Labelling as --
specified — not
defined
Delivery within -
quoted lead time -
not defined
Delivery at the|—
place specified in
the
Purchase Order -
not defined

Fault handling Not defined -

Vi process followed

Repair or Not defined -

replacement

orocess followed

8. | Report to the City Provide monthly Provided within 2 Grief Points

Summary Report
Qs specified

Incluge record of
all Incidents and
consequent
resolutions, plus
root cause when
requested

seven (/) Calendar
Days after the last
day of each month
(yes/no)

Assessed monthly

Inclucde details of
outstanding
security updates,
software updates,
and any related
recommendations

1 Grief Point




9. Attend Service Physical Present as per 2 Grief Points
Review Meetings attendance at attendance register
the Service (yes/no)
Review
Meeting of the Assessed per
Key meeting as
Contact Person evidenced by
Attendance
Register

3.5 Schedule D: IT Security Intelligence (managed by the Service

Provider)

#

Service Element

Service Measure

Service Melric

Grief Points
incuired for
nonperformance

Device Avdailability

Uptime of each
individual logging
unit or appliance

Better than or equal

to 99% over Ihe
period ol each
Calendar month

10 Grief Points

Service Availability

Uptime of the IT
Security
Intelligence
Platform

Better than or cqual

to 99.9% over the
period of each
Calendar monlh

15 Crief Points

Incident Response

Mean Time To
Respond (MTTr) —
Priority 1,2 & 3
Incidents

Maximum Time To
Restore (TTRMAX) —

Less than thirty (30)
minutes

Not defined

5 Grief Points

Priority 1 & 2
Incidents
Maximum Time To | Five (5) full Working | © Grief Points
Replace (TTIRpMAX) | Days
4. Provide Technical support | Remediate 5 Grief Points
Maintenance and services available | configuration issues
Technical Support as specified within three (3) full
Working Days
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Train City staff on
the functiondlity
of the plaiform

Eight (8] full Working
Hours per Calendar
Month, s

2 Grief Points

sufficient to | evidenced by
| ensure  service | signed job card
| confinuity
: Provide and maintain | Provide and Provided [yes/no) 2 Grief Points
Contact Information | maintain contact
details Assessed monthly by
random check
Key Contact Not defined =
Person responds
timeously
Adhere to Responses to Design Proposals 2 Grief Points
procurement, requests for Design| provides within ten
ordering, delivery Proposals as {10) full Working
and payment required Days (yes / no)
RiREss Responses o Quotations 1 Grief Point
requests for provided within
Quotations seven (7) full
provided as| Working Days (yes /
required no)
Equipment Specified items| —
‘, Delivery process delivered - not
‘ followed as defined
specified Packaging as —
specified — not
defined
Labelling as -
specified -~ not
defined
Delivery within -
quotedlead time —
not defined
Delivery at the| —
place specified in
the
Purchase Order —
not defined
Fault handling As specified — not =
process foliowed | defined
Repair or As specified — not —
replacement detined
process followed
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8. Report to the City Provide monthly Provided within 2 Grief Points
Summary Report | seven (/) Calendar
as specified Days after the last
day of each month
Include record of | (yes/no)

all Incidents and
consequent Assessed monthly
resolutions, plus
root cause when

requested

Include details of 1 Grief Point
outstanding
security updates,
software updates,
and any related

recommendations
9. Aftend Service Physical Present as per 2 Grief Points
‘ Review Meetings attendance at attendance register
the Service (yes/no)
Review
Meeting of the Assessed per
\ Key meeting as
Contact Person evidenced by
Attendance
\ Register
3.6 Schedule E: Data Loss Prevention
# | Service Element Service Measure | Service Mefric Grief Points
\ incurred for
nonperformance
1. | Device Availability Uptime of Devices | Not defined =
2. | Senvice Availapilty | UPfime of ihe Not defined %
Service
3. ‘ Incident Response Mean Time To Less than four (4) 5 Grief Points
‘ Respond (MTTr) hours
Priority 1,2 8 3
incidents
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MaxXmum Time To
Restore (TTRMAX) —

Not defined

Pricrity 1 & 2
Incidents
Maximum Time To | Five (5) full Working | 9 Grief Points
Replace (TTIRpMAX) | Days
4. Provide Technical support | Remediate 5 CGrief Points
Mcintenance ana services available | configuration issues
Technical Support as specified within three (3) full
Working Days
5. Provide and maintain | Provide and Provided [yes/no) 2 Grief Points
Contact Information | maintain contact
‘ details Assessed monthly by
random check
Key Contact Not defined —
Person responds
fimeously
6. Adhere to Responses to Deslgn Proposals 5 Grief Points
procurement, requests for Design| provides within fen
ordering, delivery Proposals as tull Working Days
and payment required {yes / no)
e Responses to Quotations 1 Grief Point
requests for provided within
Quotations seven (7) full
provided as| Working Days (yes /
required no)
Equipment Specified items| —
Delivery process delivered - not
followed as defined
specified
Packaging as =
specified (yes / no)
Labelling as -
specified — not
defined
Delivery within =
quoted lead time -
not defined
Delivery at the| —
place specified in
the
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Purchase Order —

not defined
Fault handling Not defined =
process followed

Not delined =

Repair or
replacement
process followed

7. | Report to the City Provide monthty Provided within 2 Grief Points
Summary Report | seven (7) Calendar
as specified Days after the iast
day of each month
Include record of | [yes/no)
all Incidents and
| consequent Assessed monthly
resolutions, plus
root cause when
requested
Include details of 1 Grief Point
oufstanding
‘ securty updates,
‘ software updates,
and any related
recommendations
8. Attend Service Physical Present as per 2 Grief Points
Review Meetings afttendance at aftendance register
the Service (yes/noj
Review
Meeting of the Assessed per
Key meeting as
Contact Person | evidenced by
Aftendance
Register
3.7 Schedule F: Anti-malware solutions & Email Hygiene
# | Service Element Service Measure Service Metric Grief Points
incurred for
nonperformance
1. Device Availability Uptime of Devices | Not defined =
2. Service Avdilability Uptime of the Not defined -
Malware
Protection service
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3. Incident Response Mean Time To Less than two (2) 5 Grief Points
Respond (MTTr) — | hours
Priority 1,2 & 3
Incidents
Maximum Time To | Four (4) hours 10 Grief Points
l Restore (TTRMAX) —
| Priority 1 & 2
Incidents
| Maximum Time To | Five (5) full Working | © Grief Points
| Replace (TTIRpMAX) | Days
4. l Provide Technical support | Remediate 5 Grief Points
’ Maintenance and services available | configuration issues
' Technical Support as specified within three (3} full
Working Days
5. ‘ Provide and maintain| Provide and Provided (yes/no) 2 Grief Paints
Contact Iinformation | maintain contact
} details Assessed monthly by
| random check
Key Contact Not defined -
Person responds
timeously
8. Adhere o Responses to Design Proposats 5 Grief Poinfs
procurement, requests for Design| provides within ten
ordering, delivery Proposals as full Working Days
and payment required (yes / noj
PIREE Responses to Quotations I Grief Point
requests for provided within
Quotations seven (7] full
provided as| Working Days {yes /
required no)
Equipment Specitied items| —
Delivery process delivered - not
followed as defined
specified .
Packaging as =
specified (yes / no)
Labelling as =
specified — not
defined
Delivery within -
quoted lead time —
not defined
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Delivery at  the
place specitied in
the

Purchase Order —

services

not defined
| Fault handling Not defined =
process followed
‘ Repgir or Not defined =
| replacement
\ process followed
. | Report to the City Provide monthly Provided within 2 Grief Points
Summary Report | seven (7) Calendar
as specified Days after the last
day of each monih
Include record of (yes/no)
all Incidents and
consequent Assessed monthly
resolutions, plus
root cause when
requested
Include details of 1 Grief Point
outstanding
security updates,
' software updates,
\ and any related
recommendations
8. Aftend Service Physical Present as per ? Grief Points
Review Meetings attendance at aftendance register
the Service (yes/no)
Review
Meeting of the Assessed per
Key meeting as
Contact Person | e€videnced by
Atfendance
Register
3.8 Schedule G: Security assessment
# | Service Element Service Measure | Service Metric Grief Points
incumred for
nonpeiformance
1: Device Availability Not applicable Not defined =
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2 Service Availablliity Not applicable Not defined
3. Incident Response Mean Time To Not defined
Respond (MTTr)
— attributed to
a security risk
assessment
Maximum Time To | Not defined
Restore (TTRMAX) —
Priority 1 & 2
Incidents
Maximum Time To | Not defined
Replace (TTRpMAX)
4. Provide Technical support | Notf defined
Maintenance and services available
Technical Support as speciﬁed
5. Provide and maintain | Provide and Provided (yes/no)
- Contact Information | maintain contact
' details Assessed monthly by
‘ random check
‘ Key Contact Not defined
Person responds
! fimeously
6. Adhere to Responses to Not defined
procurement, requests for Design
ordering, delivery Proposals as
and payment required
RISsE Responses to Quotations
requests for provided within
Quotations seven (7) full
| provided as| Working Days (yes /
' required no)
Equipment Specified items
‘ Delivery process | delivered - not
followed as defined
specified

Packaging as
specified (yes / no) -
not defined

Labelling as
specified — not
defined




Delivery within
quoted lead time —
not defined

Delivery  at

the
Purchase Order —
not

the
place specified in

defined

Fault handling
process followed

Nof defined

Repair or
replacement
process followed

Not defined

Report to the City

Provide monthly
Summary Report
as specified

include record of
all Incidents and
consequent
resolutions, plus
root cause when
requested

Not defined

Include details of
outstanding
security updates,
software updates,
and any related
recommendations

8.

Attend Service
Review Meetings

Physical
attendance at
the Service
Review
Meeting of the
Key

Contact Person

Not defined

3.9 Schedule H: Cloud Access Service Broker (CASB)

# | Service Element

Service Measure

Service Metic

Grief Points
incuired for
nonperformance
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Device Availabiity

Uptime of CASB
agevices

Not detined

Service Availability

Uptime of the
CASSB service

Not defined

Incldent Response

Mean Time To
Respond (MTTr) -
Priority 1,2 & 3
Incidents
Maximum Time To
Resfore (TTRMAX) —
Priority 1 & 2
incidents

Maximum Time To
Replace (TTRpMAX)

Less than five (5)
minutes

Not defined

Five {8) full Working
Days

5 Grief Points

5 Grief Points

Provide Technical support | Remediate 5 Grief Points
Maintenance and services available | configuration issues
Technical Support as specified within three (3) full
Working Days
Provide and Provide and Provided (yes/no) 2 Grief Points

maintain Contact

maintain contact

Information details Assessed monthly by
random check
Key Contact Noft defined -
Person responds
timeously
Adhere to Responses to Design Proposals 5 Grief Points
procurement, requests for provides within ten

ordering, delivery
and payment
orocess

Design Proposals

(10) full Working Days

Qas required {yes / no)
Responses to Quotations provided| 1 Grief Point
requests for within seven (7) full
Quctations Working Days (yes /
provided as| noj
required
Equipment Specified items| —
Delivery process delivered -  not
followed as defined
specified

Packaging as =

specified (yes / no)
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4

Labelling as specified
—not defined

Delivery within
quoted

lead time —not
defined

Delivery at the place
specified in the
Purchase Order — not
defined

Faulf handling Not defined =
process followed

Repair or Not defined =
replacement

process followed

Report to the City Provided within 2 Grief Points
. seven (7) Calendar
g{}?;lﬂrgzr;n gggg}; Days after the last
as specified day of each month
(yes/no)
Include record of
alf Incidents and pisessecmonttly
consequent
resolutions, plus
root cause when
requested
Include details of 1 Grief Point
ovtstanding
security updates,
software updates,
and any related
recommendations
Aftend Service Physical Present as per 2 Grief Points
Review Meetings aftendance at attendance register
the Service (yes/no)
Review
| Meeting of the Assessed per
\ Key meeting as
\ Contact Person evidenced by
| Attendance Register
FREQUENCY FOR REPORTING COMPLIANCE OF THE SERVICE LEVEL
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The Measurement Period will be daily and the Reporting Period will be monthly.
Information, such as grief points, termination events and performance statistics
against service levels, will be consolidated in the form of a Report and presented
at the scheduled monthly meetings. Meetings to be scheduled post award with
successful bidder. The supplier will compile a monthly report and deliver the
report to the City of Cape Town authorised representative two days prior to the
scheduled meeling date.

Communication to be done by the City’'s delegated Information Technology
Manager and authorised representatives from (Company).

5 SERVICE PENALTY

5.1 Ineach case of a failure 1o satisfy a Service Level, the Supplier will satisfy the
applicable Service Level wilhin seven days from dale of nolification of service
level failure.

5.2 Inaddilion, in each case that a Service Level is not complied with, the City shall
be entitled (but not obliged) to recover a Service Penalty, calculated in the
manner described in the Service Penally Calculation Section.

6 SERVICE PENALTY CALCULATION
6.1 Each Service Penalty is made up of an accumulation of Grief Points.

6.2 Grief Points are accumulated automaticaily by the City due to failures by the
Suppilier to meet Service Levels.

6.3  Grief points shall be allocated for each failure 1o meet any Service Levels in
each calendar month.

6.4  Each block of 15 {fifteen) Grief Points that is accumulated by the City in each
month will constitute a Service Penalty, which may be claimed by the City.
Consistenfly high monthly Grief Points over several months will be reviewed and
consideration given to this constituting a Service Level Terminal Event.

6.5 Before every monthly SLA meeting the Supplier will generate a report with all
the details of the non-compliance of the service levels and the grief points that
the City is entitled.

6.6  The City may claim a Service Penalty by informing the Supplier at the SLA
meeting or in writing that it is claiming the Service Penalty.

6.7  On the first accumuiation of a Service Penalty, the penalty which may be claimed
will be 5% (five percent) of the Order or Service Fee atfected that the City musl pay
the Supplicr in terms of this agreement for the month in which the Crief Points were
incurred.

6.8 The pendlty will be claimed as a discount in following month’s account.



6.9

6.10

6.11

7

7.1
72

8

8.1

8.2

2.1

2:2

10

10.1

10.2

A 12 monih rolling period will commence on the first (15) day of each month. A
12month rolling period is detined as the current month and the previous 11
monlths.

Al the second accumulation of a Service Pendlly in any 12-month rolling
period, the penally that may be claimed will be 10% (ten percent) of the Order
or Service Fee atfected for the month in which the Grief Points were incurred.

On the third and subsequent occumrence of a Service Pendlly inany rolling 12-
month period, the penalty that may be claimed will be 15% (fifteen percent) of
the Order or Service Fee affected for the month in which the Grief Points were
incurred and may constitute a Service Level Termination Event.

TERMINATION — GENERAL EVENTS

Termination for defauli: See clause 23 of the GCC

Termination for insolvency: See clause 26 of the GCC
NOTICES

All notices given by any party to any other hereunder shall be given in writing
and shall be sent by prepaid registered post, or shall be delivered by hand, to
the recipient’s dornicilium for the lime being.

Noiwithstanding anything to the conltrary herein contained, a wrilien notice or
communication actually received by a party shall be an adequate written
nolice or communication 1o him notwithstanding that it was not sent nor
delivered 1o the recipient’s chosen domicilium.

DOMICILIA CITANDI ET EXECUTANDI ADDRESSES
For all purposes of, and arising in connection with, this Agreement the parties
choose as their respective domicilia citandi ef executandi addresses the above
addresses.
Any party may from time to time change its address for the purpose of this

clause to any other address within South Africa upon not less than 10 (ten)
days’ notice given to the other party to such effect.

GENERAL
This Agreement and the related tender sets out the entire agreement and
understanding between the parties in connection with the subject matter

hereof and supercedes all prior agreements, if any, between them.

None of the parties shall be bound by any express or implied term,
representation, warranty, promise or the like, not recorded herein.
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10.3

10.4

10.5

10.6

1

No addifion fo, variation or consensual cancellation of this Agreement, shall be
of any force or effect unless in writing and signed by or on behalf of all parties.

No indulgence which any party may grant to the any other shall constitute a
waiver of any of the rights of the grantor who shall not thereby be precluded
from exercising any rights against the grantee which might have arisen in the
past or which might arise in the future.

All parties acknowledges that, in entering into this Agreement, they are not
relying upon any warranties, representations or undertakings howsoever or to
whomsoever made, save and except in so far as same are embodied in this
Agreement.

This Agreement is read together with the General Conditions of Contract and
the Speclal Conditions of Contract as contained in the Tender Document.

APPUCABLE LAW

This Agreement shall in ail respects be construed In accordance with, and shall
be govemed by, South African law.
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Aé - PRICING SCHEDULE

Schedule D: IT Security Intelligence

Pricing provided must be for a fully working and licensed product. Provide options and fully
explain altematives. Products must be able to integrate into the existing environment. Any
ambiguity must be explained as part of the pricing provided. Where addifional licenses or
modules are recommended fo enhance protection, indicate as recommended and not
part of the base product. This approach will assist in comparing various technologies.

Sections provided are anindication of anticipated requirements. Where addifional sections
or components must be added, do so by expanding the table.

. Price as per below tables.

Provide an SLA cost in order to be able fo meet the terms and conditions of the
service level agreement. All SLA amounts must be provided on an annual basis. If
necessary, during evaluation the Sid Evaluation Committee may aiso divide the
Year amounts by 12, in order to determine the appropriate monthly cost.

Ad hoc labour costs will be considered for evaluation purposes.

fFailure to provide pricing for each component ot 1he solution will render the tender
nonresponsive, unless the functionality has been included elsewhere within the
same section. Do not leave any component blank; an explanation must be
provided.

Please indicate the Mark-up percentage: 5%

Please provide your partnership status by identifying the relevant technology area and your

parinership status:
Technology area (Original Equipment
Manufacturer) Cumrent Parinership Status
McAfee or equivalent Premium
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A7: SPECIFICATIONS

5.1. Infroduction

The City's IS & T deparment has deployed a variety of IT security fechnologies
and confrols as part of the City's IT Security roadmap, in order to ensure
confidentiality, infegrity and availability of City data.

As part of the previous IT Security Tender 302S/2016/17, a number of technologies
that were obsolete have now been replaced with modemn technologies. In
addition, as part of the previous tender, new technologies have been deployed
providing new functionality.

It is therefore the City's intention to expand, support, maintain and mature these
newly deployed cyber security environmenis. These environments are therefore
requesting pricing on specific technologies or equivalent as per pricing
instruction 4.17.

For new requirements and where no solution has been deployed, service
providers may propose solutions that fit the City's defined requirements.

In terms of providing available documentary evidence, details of any additional
documentation provided should be included in Schedule 14: List of other
documents attached by tenderer, below, and cleary referenced in your answer
page/s inits respective answer area. And, where requested in the document, all
relevant reference documentation to be attached in Scheduvie 16, cross
referencing the applicable question which should be clearly marked in the
document AND within Schedule 16 Information to be provided with the tender.

5.2. IT ARCHITECTURAL STANDARDS AND GUIDELINES

This section provides prospective vendors with fechnical information regarding
the City's current IT environrnent. For this fender the City's IT Architectural
standards are categorized into Compulsory, Preferred and Not Supported for the
proposed solutiors.

+  Compuisory IT Architectural Standards
These standard cre mandatory and the proposed solution(s) must adhere
to these standards fo ensure interoperability with existing IT landscape and
to be accepted by the City's IT Architecture governance.

+  Preferred IT Architectural Standards
These standard arc recommended for propesed solution(s) to ensure
seamiess integration with the City's existing IT landscape and would be



considered for acceptance under the City's current IT Architecture
governance.

*  Nol Supporled IT Archileclural Standards
These standard have already been considered under the City’s 1
Architecture govemance framework and rejecled or does not comply to
the City's standards and therefore must not be considered in the proposed
solutions.

5.2.1 Compulsory Minimum IT Architectural Standards

= |P protocol only on the network

= The use of Secure Transport Layer Security (TLS) version 1.2 between all
application components

« Encryption of all data in fransit which has been classified as confidential,
sensitive and personal identifiable information.

«  Separate database and application server architecture.

» ODBC or OLEDB connectlions between applicatlions and databases — Full
relational database design, using stored procedures.

« All DLLs must be wrapped as COM+ objects (preferably writfen in .NET)

*  Minimum .Net Framework to be used version 4.7.1 in order fo fully support TLS
version 1.2 Scheduled events via DTS on SQL Server.

« Application security (i.e. user accounts} at the application or database level
(not at the OS level)

+  Applications and Databases hosted on Virtual Machine (VM) Servers created
using MS Hyper-V (only)

= Solution must function within a Microsoft Managed Environment
= PC thick clients must not function requiring administrative rights

«  PC Thick clients must be packable and deployable across a network using

System Cenfre
Configuration Manager (SCCM) to locked down managed pc's

= Solution interfaces with SAP must be SAP architectural compliant (preferably
certified)

= All confidential data must be encrypted
+ Applications

5.2.2 Preferred IT Architectural Standards
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* Application Solutions hosted on Microsoft platforms
*  Web applicaticns rather than thick client/server applicatfions

+ If thick client applications are used, these needs to be packaged in the
Microsoft Installer format (MSI)

* Business logic imptemented in stored procedures rather than ininline code.

= The ability to co-exist with other 3rd party applications on the same
hardware.

= Application solutions not hosted on Microsoft platforms but on platforms such
as Linux will be reviewed and considered based on the proposal put forward
and as it complies with the requirements above

5.2.3 Not Supported IT Architectural Standards

* Active X Controls — the managed desktop environment does not permit
these.

*  Mapped Network Drives or UNC paths between workstafions and application
servers

= Mapped Network Drives between application/web/database servers
*  Mapped Network Drives or UNC paths between workstations

« IP addressing - use DNS addressing instead

* Application and database on same server

+  Custom-developed Windows server services

« User/Application accounts requiring a permanent server login

= Microsoft Access on a server

*  Applicafions wriften in such a manner whereby usernames and password are
embedded in the application code

* Insecure Secure Socket Layer Security (SSL) protocols €.g. SSL version 3

5.3. SCOPE

For this tender it is requires for suppliers 1o supply and implement the goods and
services for the identified 12 sections or technology areas within the IT Security
domain. This supply and implementation will happen within the cunrent IT Security
operational environment and care must therefore be taken fo ensure af all times
continued IT Security operations and the no exposure or increased risk is
infroduced from the program or any individual sub-projects that will be required
to deliver on all the tender requirements.
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In general, the goods and services scope of the fender includes:

- The sclution design, supply and implementation of Hardware components
including appliances, storage, servers.

« The solution design, supply and implementation of Software components
inciuding application, licensing. subscriptions, maintenance, monitoring tools,

management tools etfc.

- Services: upgrace, implementation, fraining, operation, support,
maintenance, service level agreements, managed services, security
assessments etc.

*  Any other interrelated componenis to ensure @ working solution

The specific scopes in the fender in terms of specific solutions or technologies are
grouped in twelve solutions sections and include:

+ Schedule A: Reverse Proxy

Provide a Cifrix or equivalent reverse proxy solution including load balancing and
web application firewall functionality as well as reporting and decryption and re-
encryption solutions. Delivery metrics for this solution will be managed through
agreed Service Level Agreement (SLA)

+  Schedule B: Vulrerability Management (VM)

Provide a Tenable vulnerability management solution or equivalent for the
infrastructure, application, web application, datcbase and firewall landscape
which include reporting and asset classification functionality. Delivery meirics for
this solution will be managed through agreed Service Level Agreement (SLA)

« Schedule C: Citrix Virtuci Desktop Infrastructure cr equivalent
In this section tenderers will be required to expand and provide support and
maintenance services for the Citrix VDI platform cr equivalent.

« Schedule D: IT Security Intelligence

Tenderers must propose a McAfee solution or equivalent for an IT Security
Intelligence Platform to facilitate the integration of the in scope services. Delivery
metrics for this solution will be managed through agreed Service Level
Agreement (SLA).

Schedule E: Data Loss Prevention

Provide a Data Loss Prevention (DLP) solution which will integrafe with the existing
environment. The successiul fenderer will also be required to project manage the
imptementation of this solution. Delivery metrics for this solution will be managed
through agreed Service Level Agreement (SLA).
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« Schedule F: Anti-malware solutions & Email Hygiene

Provide the requested Trend Micro Anti-Maiware solution or equivalent for the
City's environment. Provide Trend Micro email gateway functionality or
equivalent and Exchange 2013 antimaiware protection in both Cape Town and
Goodwood datfa centres including advanced anti-spam and anti-malware
capability. This solution must also provide reporting for anti-malware, content
filtering anc spam solutions. Delivery metrics for this solution will be managed
through agreed Service Level Agreement (SLA).

« Schedule G: Security assessment services

Security assessment services are required for the CCT’s SAP Portal, including
appiication and infrastructure environments and a Microscft Internet Services
project. It is the intention that a panel(s) of service provicer for each project will
be created. Work will be rotated according to a defined schedule.

« Schedule H: Cloud Access Service Broker (CASB)

Provide a Cloud Access Service Broker (CASB) solution which will integrate with
the existing environment and future planned cloud services and applications.
The successful tenaerer will also be required to project manage the
implementaticn of this solution. Delivery metrics for this solution will be managed
through agreed Service Level Agreement (SLA).

5.4 REQUIREMENTS

For each requestec solution / goods / service section the background and
context is provided followed by the regquirements statement for the specific
section. Please respond within the table provided per section.

55 INFORMATION GUIDE ON FUNCTIONALITY SCORING

In preparing your response to this request, your goal should be to maximise your
score by convincing our evaluation anc adjudication panels that you cffer the
best solution and service. Points will be awarded for completeness of responses.
You should address all the areas.

Answer each mandatory question inits enfirety and insert your responses into
Annexures Al-Aé in this document and expand your answers where necessary.
Please respond fully to each question before proceeding to the next question.
Do not place additional information in an appendix or annexure, rather place
any addifional answer to the question using the following numbering convention:
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if the answer for a question is on page 10, you may append any further answer
pages with the question cleary referenced at the top of the page and the page
shouid be numbered 10.7, 10.2, etc. at the bottom of the page (please see
positioning and numbering convention of this document);

In terms of providing available documentary evidence, details of any addifional
documentation provided shoulc be included in Schedule 14: List of other
documents attached by tenderer, below, and cleary referenced in your answer
page/s inits respective answer area. And, where requested in the document, all
reievant reference documentation to be aftached in Schedule 16, Cross
referencing the applicable question which should be cleary marked in the
document AND within Schedule 16é: Information to be provided with the tender.

If you feel that a question overlaps another question, then repeat your answer as
different people may evaluate and adjudicate different answers.

| Schedule A: Reverse Proxy — Background and Requiremenis

The purpose of this schedule is to expand, support and maintain the Citrix
Application Delivery Controlier (ADC) which is primary used for reverse proxy,
web application firewall and load balancing.

These services are:

- Microsoft SharePoint 2010, 2013 and 2016 web services
- Microsoft Outiock 2013 web access

- Microsoft Lync 2013 / Skype for Business

+ SAP Portal web services

- Various other web services

+  Citrix VDI pubiished over a HTTPS portal.

- Cilix MDM

- Server publishing

- Secure FIP services using FTP-S and SFTP protocols
- Secure Shell services using SSH

These services are performed through a two tier Demilitarized Zone (DMI)
infrastructure in both the Cape Town and Goodwood Data Centres. Services
published may be hosted within the DMZ, or securely published from the
corporate network to the Intemet. The current DMZ infrastructure does not exist in
isolation. There are a number of security devices protecting the City. Where
possible, the DMZ firewall architecture will leverage the existing Palo Alto
NGFW’s, to create muttiple DMZs. Within the DMZ a reverse proxy solution is
required.

Functional Questions Technical Response
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In the following table, please respona fo each item. Please complete the

"Description /

Technical Response” column for each item that is included. This section is a
technical response section and must be responded in full. An exiraction of these
question will be repeated as evaluation questions in “Evaluation” section 6.2.1.14
where the scoring criteria will be provided. It is highly recommended you review
the scoring criteria in detail, prior to providing the necessary detailed technical

response.

Requirement / Question

Description / Technical Response

Al

Please explain how reverse proxy is
implemented in the proposed Citrix
solution or equivalent and highlight the
benefits thereof.

Citrix ADC reverse proxy resides in front of
one or more Web servers and shields the
orgin server from client requests. In the
reverse proxy mode, when the appliance
receives arequest, a virtual server evaluates
the request and forwards it to a load
balancing virtual server. The incoming
request can be fransformed by changing
the host header or the host URL before it is
sent to the backend server.

Cltrix ADC supports all services listed in the
fender document.
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Describe in detail how to publish a web

service e.g. www.capefown.gov.za
from within a back to back firewall

topology across two geographically
dispersed DMI's.

To provide access to a web service using
Citrix ADC:

. Create a load balancer vServer on
Citrix ADC located in the DMZ.
. Configure vServer IP address. External

firewall is configured to NAT traffic from the
public network to the IP address.

Add individual internal web services [P
addresses to load balance or add a Service
Group that contains the IP addresses.

. Specify port SSL traffic and bind a SSL
certificate to the vServer.

. Create an appropriate monitor to
verify availability of the back-end web
services servers.
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. Commwunication to the load-
balanced web servers criginates from the
ADC's Subnet IP address directly to the

servers located within the DAMZ.

Where web services are accessible from
untrusted or trusted corporate networks from
multiple data centres, the Global Server
Load Balancing features of Citrix ADC can
be leveraged as follows:

® Creaie ADNS listener on each
NetScaler ADC pair - DNS clients send DNS
queries to the ADNS listeners. GSLB resolves a
DNS guery into an IP address and retums the
IP address in the DNS response.

. Create GSLB Sites {aka MEP Listener) -
GSLB Sites usually correspond to different
datacentres.

GSLB Sites are also the IP address endpoints
for Citrix ADC's proprietary Metric Exchange
Protocol (MEP}, which is used by GSLB to
fransmit proximity, persistence, and
monitoring information.

. Import Static Proximity DatabaseCitrix
ADC includes a database that can be used
to determine the geographic allocation of
an IP address. Or you can subscribe fo a
geolocation service and impzort its daiabase.
. Delegate DNS sub-zone to NetScaler

ADC ADNS
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A3

Describe in detail how to publish a web ¥

senice e.g. webmail.capetown.gov.za
from within the corporate network
though a back to back firewall topology
across two geographically dispersed
DMZ’s.

To provide access 1o a web service using
Citrix ADC:

. Create aload balancer vServer on
Citrix ADC located in the DMZ.
. Configure vServer IP address. An

extemal firewall is configured to NAT fraffic
from the public network to the IP address.

. Add individual infemal web services IP
addresses to load balance or add a Service
Group that contains the IP addresses.

. Specify port SSL traffic and bind a SSL
certificate to the vServer.

. Create an appropriate maonitor to
verify availability of the back-end web
services servers.

Communication o the loaa-
balanced web servers originate from the
ADC's Subnet IP gadress through the Infemal
firewall fo the servers locaied within the

corporate network.

Where web services are accessible from
untrusted or trusted corporate networks from
multiple data cenfres, the Global Server
Load Balancing features of Citrix ADC can
be leveraged as follows:

. Create ADNS listener on each
NetScaler ADC pair- DNS clients send DNS
queries to the ADNS listeners. GSLB resolves a
DNS guery into an I[P address, and refums the
IP address in the DNS response.

. Create GSLB Sifes (aka MEP Listener)-
GSLB Sifes usually comrespond to different
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Requirement / Question

Description / Technical Response

data centres.

GSIB Sites are also the [P address endpoints
for Citrix ADC's proprietary Melric Exchange
Protocol (MEP}, which is used by GSLB to
fransmit proximity, persistence, and
monitornng information.

. Import Static Proximity Catabase-
Citrix ADC includes a dcatabase that can be
used fo determine the geographical
location of an IP address. Or you can
subscribe to a geclocarion service and
Import its database.

. Delegate DNS sub-zone to NetScaler
ADC ADNS

A4

Describe how to perform a port redirect
for a web service published within the
corporate neiwork.

To redirect ports for a web service:

. Create ¢ load balancing virtual server
and assign the protocol/port and IP address.
. Enable the "Protection™ advanced
settings for the vServer

. Configure the redirect URL and port,
which redirect traffic to a specific vServer
configured on the required port cn the ADC.

A5

Descrioe how to perform a UL redirect
within the corporate network, and for a
URL published to the Infemet.

To redirect URLs for a web service:

. Create a load balancing virtual server
and assign the profocol/port and IP address.
. Enable the "Protection” advanced
seftings for the vServer

. Configure the redirect URL, which
redirects traffic to a specific vServer
configured on the ADC.
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Aéb

Describe how in detail to publish a
server from the DMZ to the intemal
cormporate network.

To provide access to servers using Citrix ADC:

. Create a load balancer vServer on
Citrix ADC located in the DMZ.
. Configure vServer IP address.

Extemal firewall is configured to NAT fratffic
from the public network to the IP address. »
Add individual infernal servers'

services

IP addresses 1o load balance cor ada a
Service Group that contains the IP addresses.
. Specify port SSL traffic and bind a SSL
cerificate to the vServer.

. Create an appropriate monitor to
verify availabitity of the back-end web
services servers.

’ Communication to the loaa-
balanced web servers originate from fhe
ADC's Subnet IP address through the intemal
firewall to the servers located within the
corporate nefwork.

A7

Describe how In detail to publish a
server farm from the DMZ to the internal
corporate network.

To access a Citrix Apps and Desktops server
farm, a Gateway instance is deployed on
the Citrix ADC.

. Create a Gateway vServer on Citrix
ADC located in the DMZ.
. Configure vServer IP address. An

extemal firewall is configured to NAT fraffic
from the public nefwork o the IP address.

Add individudl infemail servers' services
IP addresses to load balance or add a
Service Group that coniains the IP addresses.
. Specify port for SSL fraffic anc bind a
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Requirement / Question

Description / Technical Response

SSL certificate to the vServer.

. Create an appropriate monitor to
verify availability of the back-end web
services servers.

. Configure authentication policies.

. Configure Citrix StoreFront and Secure
Ticket Authority (STA) setings.

. Communication to the Citrix
Storefront, STA servers and Citrix VDA
instances originate from the ADC's Subnet IP
address through the internal firewall to the
servers located within the corporate
network.

A8

In order to securely publish web
applications only specific paths may be
published. Describe in detail how to
perform rhis task.

The ADC App Firewall feature can be vsed
lo implement URL Protection checks to
examine request URLs fo prevent attackers
from aggressively aftempting to access
multiple URLs {forceful browsing) or using a
URL to tigger a known security vulnerability in
web server software or web site scripts. The
Start URL check examines the URLS in
incoming requests and blocks the
connection attempt if the URL does not meet
the specified criteria. To meet the criteria,
the

URL must match an entry in the Start URL list,
unless the Enforce URL Closure parameter is
enabled. |

The primary purpose of the Start URL check is
to prevent repeated attempts fo access
random URLs on a Web site, (forceful
browsing) through bookmarks, external links,
or jumping to pages by manually typingin
the URLs to skip the pages required to reach

that part of the website. Forceful browsing
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can be used to frigger a buttfer overflow, find
content that users were not intended to
access directly, or find a back door into
secure areas of your Web server. The App
Firewall enforces a website's given fraversal
orlogic path by allowing access to only the
URL's that are configured as start URLs.

A9

How do you implement caching and
compression for web services published
to the corporate network and Intermnet in
order to facilitate accelaration

Both features require minimal configuration
and are enabled from the Cifrix ADC
interface.

Citrix ADC Caching feature:

The integrafed cache provides in-memory
storage on the NeiScaler appliance and
serves Web contfent to users without requiring
a round trip to an origin server. For static
content, the infegrated cache requires a
little initial setup. After you enable the
integrated cache feature and perform basic
setup (for example, determining the amount
of NetScaler appliance memory the cache is
permitted to use), the intfegrated cache uses
buili-in policies to store and serve specific
types of static content, including simple Web
pages and image files. You can also
configure the integrated cache to store and
serve dynamic content

tnat is usually marked as non-cacheable by
Web and application servers (for example,
database records and stock quotes).

Citrix ADC Compression:

The compression feature in a NetScaler
appliance enables a NetScaler server to
compress HTTP responses 1o compression-
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Requirement / Question

Description / Technical Response

aware browsers. Virtually ¢!l current web
orowsers can franslate compressed HTTP
data.

A NetScaler server is configured to compress
textin HIML, XML, plain text, CSS (Cascading
Style Sheets), and Microsoft Office
documents. NetScaler appliance does not
compress images in GIF or JPG format. The
maijor benefits of compressed fraffic include
reduced bandwidth costs, WAN latency
reduction, and better server performance.

How would you implement a reverse
proxy solution in conjunction with the
Palo Aito NGFWSs, using the DMZ’s as
depicted from these firewalls2 All
corporate traffic to the DMZ must be
inspected by the NGFW and IPS, and all
Intemet traffic fo the DMZ must be
inspected by the NGFW and IPS.

All inbound traffic from public networks is
inspected by the Palo Alto firewall and
directed o IP addresses bound fo load
palancer or content redirection virtual
servers on the Citrix ADC.

A public SSL certificate is bound to the
VirtuaiiP address on the Citrix ADC, which
decrypts communication and proxies the
connection by initiating a connection to
servers/services on the corporate network.
This fraffic originates from the Citrix ADC's
Subnet IP (which is not accessible from the
public network) and fraverses the internal
firewall to the corporate servers/services.

Describe in detail how to publish Skype
for Business from a server within the DMZ
fo the Internet. The following

Skype roles are published Lync Edge,
Lync Web, SIP, AV and web
conterencing.

The diagram below shows the
recommended topology for implementing
"Microsoft Lync 2013" with Citrix ADC:
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# Requirement / Question Description / Technical Response
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Describe in detail how to publish both
FIPS and SFTP services from the DMZ to
the Internet for external providers to
connect to in a secure manner using a
digital cerfificate.

networks traverse the external firewall and
are directed to IP addresses bound to load
balancer or content redirection virtual
servers that are configured to process FTPS
and SFTP traffic on the Citrix ADC. Context
switch virtua! servers can be configured to
distribute traffic based on the fraffic type
and reduce the number of required public
IP addresses. Device certificates can be
enabled on the virtual server and used o
ensure that only authorized devices can
connect.

One can also require the device certificate

when using pre-authentication or advanced
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endpoint analysis policies. The Citrix ADC
communicates with the FTPS and SFIP back-
end services on fthe corporate network
through the Citrix ADC's Subnet IP to traverse
the intemal firewall o the corporate servers |
services.

Describe in detail how to publish a SAP
Portal to the intemet in a secure manner
ol
https://eservices.capetown.gov.za/irj/pot
tal/

SAP s securely accessed from public
networks by implementing Load Balancing
{(SSL offload), Application Firewall and
Integrated Caching.

Summary of deployment Steps:

a) Create load balancing virtual server (SSL
offload). b) Create a service forlocal virtual
server.

c) Define monitor for service.

d) Create signatures for the application
firewall and enable the buili-in rules in the
web-is category. ) Create an application
firewall profile.

f) Configure the profile’s security checks
to enable Buffer Overflow, XSS and SOL
Injection protections.

g)  Configure the profile’s settings to bind
signatures and exclude file uploads from
inspection, to prevent false positives.

h) Create an application firewall policy
with an expression that identifies the traffic
flowing to and

from the application, and an action that
applies the configured profile's protections to
the traffic.
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Requirement / Question

Description / Technical Response

) Bind the policy to the load balancing
virtual server.

j) Monitor logs and tweak the
configuration. Deploy relaxation rules to
avoid false positives if needed.

k) Opftimization (Configure Integrated
caching)

) Define Cache Content group and
Cache Policy m) Bind the Policy to load
balancer n} Monitor logs and Cache object
details

The City currently uses VLAN tagging as
a technique to segregate service
providers within a Third Party hosted
DMZ. This is foday configured on the
network switch as well as on the Palo
Alto firewall. This ensures that that the
server is not visible to other service
providers within the third Party hosted
DMZ. As part of your solution proposal;
how would you provide the same or
better level of securifye

Citrix ADC appliance supports Layer 2 port
and IEEE 802.1q tagged VLANs. VLAN
configurations are useful when you need fo
restrict fraffic fo cerfain groups of stafions.
You can configure a neiwork inferface as a
part of multiple VLANs by using IEEE 802.1q
fagging. You can configure VLANs and bind
them 1o IP subneais. The Citrix ADC then
performs IP forwarding between these VLANS
(if it is configured as the detault router for the
hosts on these subnets).

Port-Based VLANs: The membership of a port
based VLAN is defined by a set of network
interfaces that share a common, exclusive
Layer 2 broadcast domain. You can
configure multiple port-based VLANS.

. Tagged VLANSs: 802.1q tagging
(defined in the IEEE 802.1q standard) allows a
networking device (such as the Citrix ADC)
to add information to a frame at Layer 2 to
identify the VLAN membership of the frame.
Tagging allows network environments to
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Requrement / Question

Description / Technical Response

have VLANs that span mulliple devices.

Ihe diagram below illustrales a configuration

with multiple VLANs with 802.1 Tagging:

Servers on 10.402.31.x

........................

The City's Intemet site
www.capefown.gov.za is deployed as a

Microsoft SharePoint 2013 failover cluster
across both Data Centre's Internet
Hosting DMZs. How would your proposed
solution enable the communication of
servers from DMZ to DMZ, across the
corporate network?

The topology for a Global Server Load

Balancing (GSLB) deployment for
SharePoint 2013 across data centres
is as follows:
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The deployment is the same for both intemal

and extemal clients. DNS view helps in
managing internal and external IP address
mapping with DNS name.
Communication process: 1. A user
accesses tne www.capetown.gov.za
SharePcint login page using a web
orowser. A DNS request for it is issued.

2. This domain name is bound to GSLB virtual
server. So, the resolution request comes to
GSLB virtual server which resolves the domain
name fo an IP address based on

107




the GSLB method configured.

3. The IP address of load balancing
virtual server is sent to the client depending
on whether the user is in the infranet or
connecting via the Internel.

4. The client connects to a load
balancing virtuatl server which connects to
one of the backend

SharePoint web servers depending on the
local load-balancing method configured on
it. 5. SharePoint web server connects to the
appropriate SharePoint app server. An app
server takes the request from a web server,
does central administration and connects to
the backend database for request
fulfilment.

6. App server sends the result to the frontend
web server which sends it back to the client
via NetScaler load balancer.

The City’s Infemet site
www.capefown.gov.za is deployed as a

Microsoft SharePoint 2013 failover cluster
across both Data Centre’s Intermnet
Hosting DMZs. How would your proposed
solution provide load batancing from (q)
corporate nefwork and {b) the Intemet

Citrix ADCs in both data centres are
configured to process SharePoint traffic. All
inbound SharePoint traffic from public
networks traverse the external firewall and
are directed to IP addresses bound to load
balancer or content redirection virtual
servers that are configured to process
SharePoint traffic on the Citrix ADC.

The Citrix ADC communicates with the
SharePoint back-end services on the
corporate network through the Citrix
ADC's Subnet IP to fraverse the intemal
firewall.

For traffic from the corporate network to

108




SharePoint, firewall ports o the NeiScaler
ADC Virtual IP addresses may be opened if
security policies allow for it. Altfernatively,
intemal Citrix ADC instances should be
deployed.

Describe in detail how your solution
would provide protection against a
distributed denial of service attack from
the Infernet. Assume all other security
confrols i.e. firewall has failed to respond

appropriately.

Citrix ADC has a HITP Denial of Service (DoS)
Protection feature to protect against DDos
attacks.

When the NetScaler appliance detects an
attack, it responds to a percentage of
incoming requests with a

Java or HTML script containing a simple
refresh and cookie. (You configure that
percentage by setting the Client Detect
Rate parameter.) RealWeb browsers and
other Web-based client programs can parse
this response and then resend a POST
request with the cookie. DoS clients drop the
NetScaler appliance's response instead of
parsing it, and their requests are therefore
dropped as well.

Even when a legifimate client responds
correclly to the NetScaler appliance's refresh
response, the cookie in the client's POST
request may become invalid in the following
conditions:

. If the original request was made
before the NetScaler appliance detected
the DoS attack, but the resent request was
made after the appliance had come under
attack. » When the client's think time
exceeds

four minutes, affer which the cookie
becomes invalid.
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The City’s Intemet Service Provider (ISP)
strategy provides for the capability to
use which ever ISP it prefers, based
Upon appropriate performance and
cost

metrics. The City has registered an
Autonomous System Number (ASN)
with AfriNIC in order to publish the City’s
address space. How will your proposed
solution enable the City to readily switch
between ISPs for published services?

A DMZ with internal Virtual IP Addresses on
Cifrix ADCs should be accessible from
multiple Intemet providers. Ihere would be a
different NAT for each Internet circuit since
they are typically different public IPs. To
make this work, one would configure GSLB to
resolve asingle DNS name to multiple public
IPs:
1.
NetScaler. NAT it to a public IP on each

Create an ADNS service on the

Intemet provider. In your public DNS,
creafe a Host record (A record) for each

ADNS public IP.

2. Create one GSLB site (Local).

3. Create GSLB services for each Public
P

(one for each Intemet provider) that is
NATed to the application VIP.

4.
DNSname. Bind the two GSLB services. GSLB

Create one GSLB vServer. Bind the

Persistence is optional.
5.
DNS name for the application, create a new

In your public DNS, delete the existing

DNS delegation (NS records) that delegate
the application DNS name to the two

NetScaler ADNS services.

The DNS request can reach the Citrix ADC
through either of the Infemet circuits. GSLB
will respond with either of the GSLB services
which are public IPs for the service.

110



Describe how to deploy Web
Application Firewall (WAF) functionality.
Describe in detail your proposed
solutions functionality and capabilities in
terms of

WAF.

Cilrix ADC provides the App Firewall feature
which offers a comprehensive security
solution. The fealure is included with
Platinum level licensing and can be added
to Enterprise licensing as an option.

The Citrix ADC Hybrid Security model allows
one to take advantage of both a positive
security model and a negative security
model 10 come up with a configuration
ideally suited for your applications.

. Positive security model protects against
Buffer Overflow, CGI-BIN Parameter
Manipulation, Form/Hidden Field
Manipulation, Forceful Browsing, Cookie or
Session Poisoning, Broken ACLs,

Cross-Site Scripting (XSS), Command
Injectlion, SOL Injection, Eror Triggering
Sensitive Information Leak, Insecure Use of
Cryptography, Server Misconfiguration, Back
Doors and Debug Options, Rate-Based
Policy Enforcement, Well Known Platform
Vulnerabilifies, Zero-Day Exploits, Cross-Site
Request Forgery (CSRF), and leakage of
Credit Card and other sensitive data.

. Negative security model uses a rich
set signature to protect against L7 and HTTP
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application vulnerabilities. The Web App
Firewall is infegrated with several third-party
scanning tools, such as those offered by
Cenzic, Qualys, Whitehat, and IBM. The builf-
in XSLT files allow easy importation of rules,
which can be used In conjunction with the
native-format Snort based rules. An
autoupdate feature gets the latest updates
for new vulnerabilities.

20

The City cunrently uses the Tenable . SC
Vulnerability Management suife
including the Web Application Scanning
(WAS) module. Using a WAS or similar
application vuinerapility management
report for a web application, how would
you implement a control to mitigate a
SQL injection vulnerability.

Cltrix ADC provides the following XML
Protection checks provided by the Web App

Firewall feature:

. XML Format Check

. XML Denial of-Service Check

. XML Cross-Site Scripting Check

. XML SOL Injection Check

J XML Aftachment Check

. Web Services Interoperability Check
. XML Message Validation Check

. XML SOAP Fault Filtering Check

XML Protection checks examine requests for
XML-based attacks of all types. XML security
checks apply only to content that is sent with
an HTTP content-type header of texUxml. If
the content-type header is missing, or is set
to a different value, all XML security checks
are bypassed. Example:HTML SOL injection
check

. The XML SOL injection check
examines the user requests for possible XML
SOL Injection aftacks. If it finds injected SQL
in XML payloads, it blocks the requests.
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Requirement / Question

Description / Technical Response

. The Citrix Web App Frewall inspects
the presence of SQL keywords and special
characters to identify the XML SOL Injection
attack. A default set of keywords and
special characters provides known keywords
and special characters that are commonly
used to launch XML SQL aftacks.

The City has widely deployed the use of
encryption to secure confidential data
in transmission for the City’s web site
and applications. The City wishes 10
inspect this data at the NGFW and IFS
layer for threats, whilst maintaining the
security of the data. Please expiain in
detail how to achieve this.

The NGFW can be infegrated as an inline
device with Citrix ADC. A SSL forward proxy
appliance can be integrated with one or
more inline devices to prevent threats and
provide advanced security protection. The
inline device can be any security device,
such as IPS and NGFW. The following
diagram shows how a SSL forward proxy is
integrated with inline security devices:
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When you infegrate inline devices with SSL
forward proxy appliance, the components

interact as follows:

1. A client sends a request to a SSL
forward proxy appliance.

2. The appliance sends the data to the
inlinedevice for content inspection based on
the policy evaluation. For HTTPS traffic, the
appliance decrypts the data and sends it in
plain text to the inline device for content
inspection. If
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Requirement / Question

Description / Technical Response

there are two or more inline cevices, the
appliance load balances the devices and
sends the fraffic.

3. The Inline device inspects the data for
threats and decides whether to drop, reset,
or send the data back to the appliance.

4. If there are security threafs, the
device modifies the data and sends it to the
appliance.

5. For HTTPS traffic, the appliance
reencrypts the data and forwards the
request to the backend server.

6. The backend server sends the
response to the appliance.

s The appliance again decrypts the
data and sends it to the Inline device for
inspection.

8. The inline device inspects the data. If
there are security threats, the device
modifies the data and sends it to the
appliance.

9. The appliance re-encrypfts the data
and sends the response fo the client
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To provide advanced secuiity protection, a
Citrix ADC appliance is integrated with one

or more inline devices:

Considering the above question, what is | Inspecting encrypted traffic.
the impact, as below: Most IPS and NGFW
a. Transaction in progress appliances bypass encrypted
b. Integrity of the encrypted data traffic, thereby leaving servers
c. Web application vulnerable to attacks. A Citrix

ADC appliance can decrypt

traffic and send it to inline
devices for inspection. This
enhances the customer's
network security.
. Offloading inline devices from TLS/SSL
processing. TLS/SSL processing is expensive,
and this issue can result in high system CPU in
IPS or NGFW appiliances if they decrypt the
fraffic. As encrypted traffic is growing af a
fast pace, these systems fail to decrypt and
inspect encrypted traffic. Citrix ADC helps in
offloading inline devices from TLS/SSL
processing. This results in an inline device
supporting a high volume of traffic
inspection.
. Loading balancing inline devices. The
Citrix ADC appliance load balances mulfiple
inline devices when there is a high volume of
traffic.

. Smart selection of iraffic. Every packef]
flowing info the appliance might be content
inspected, for example, download of text
files. User can configure the Citrix ADC
appliance to select specific traffic (for
example .exe files) for inspection and send
the traffic to inline devices for processing the
data.
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Requirement / Question

Description / Technical Response

A 23

Exelain in detail how your proposed
solution infegrates into the existing
Mc Afee ESM solution.

Citrix ADC infegrated into MCAfee Entferprise
Securty Manager (ESM) as follows:

Citrix ADC is added as a data source

to a fo McAfee ESM receiver.

Citrix ADCs are configured to add the
Mc Afee Event Receiver's IP address and port
s Syslog server to the ADC's auditing
settings. A pelicy Is created and bound on
the ADC to send all logs to the McAfee Event
Receiver.

A 24

Explain in detail new your proposed
solution infegrates into your proposed, o
other, Data Loss Prevention 1ools.

Citrix ADC integrates with McAfee products
to provide Data Loss Prevention (DLF). If can
send fraffic over plain text to any security
device that can act as an ICAP server. With
this capability, one add DLP, AV, or any
security device 1o your deployment without
making vital changes.

A 25

Exelain in detail the end 1o end support
modei from the reseller to the vendor,
ensuring that the City has the necessary
ocal support 1o ensure compliance with
the SLA as attached to the tender
aocument.

This is outiine in the service management
govermance document-Appendix J

A 26Provide details regaraing product
license cnd annua! license requirements
o ensure product maintains latest

relevant versions.

To support the features noted in the Reverse
Proxy schedule, Platinum licensing is required.
Citrix ADC is licensed based on required
throughput.

117




Provide signed reference letters from
companies or organisations with in South
Africa where you have provided
architecture, implementation  and
support  services for the proposed
solufion.  Only official letters will be
recognised which have been authorisedincluded in Schedule 16
by a delegated manager. Contac
detadils must be provided in order 10
perform verification of your solution. I
would be highly beneficial for the
reference letters to include details of thel
project including relevant technologies
which the City uses. Provide all required
evidence in Schedule 16: Information to)
be provided with the tender

Schedule C: Citrix Virtual Deskfop Infrastructure or equivalent

Ihis section of the tender will facilitate the purchase of software and licenses,
including support, maintenance and/or upgrades for the cumrent Virtual Desktop
or equivalent solution implemented

at the City. The proposed solution must meet the architectural standard set forth
by the Information Systems and Technology (IS&T) department.

Cumrent Environment

The City currently has a VDI implementation with 150 user base which is used to
provide a service of publishing corporate applications of which the intended user
body are mainly labour broker assigned contractors and extemal auditors with
own devices. A standard set of corporate applications are published to these users
which dllows access to email, SharePoint, corporate intemet, and the SAP
application. Access to the VDI portal is available intemally via the corporate
network as well as externally via public internet.

Future Requirements

The following requirements must to be considered and any solution would need to

provide, cater for, or able to scale for deliver such services:
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1. The City has revised its Microsoit Enterprise Agreement (EA) in order to save
licencing costs and is embarking on an altemate desktop strategy. It is
envisaged that these changes will require a greater leverage on VDI to
deliver or present corporate applications to any device and required the
solution to be operating system agnostic.

2. The City has for a number of years been using a fraditional Microsoft
Windows desktop (which is cumently Microsoft Windows 10 64 Dbit
Professional), with applications installed locally on the desktop. Any solution
must have the ability to deliver virtudlised applications to the existing
environment, or deliver virtualised applications to non-windows desktops.

3. Any proposed solufion should take licensing implications into account
especially with regard to the change in Desktop EA.

Intent of Tender

The intent of the tender is fo provide for expansion, services, licensing, support and

maintenance, for the current Citrix VDI installation or equivalent.

Mandatory Requirements for Citrix Virtual Desktop Infrastructure or equivalent

Provide evidence for below requirements in Schedule 16. Failure fo do so will render

the submission nonresponsive for this schedule.

1. Cerlified staff in your direct employ. Provide copies of certifications in

annexure.
2. The City requires that dll licences must be concurrent or enterprise in
nature. Does your licensing model provide for this2 Provide proof of
licensing or equivalent.
3. Your company must be certified to sell Citrix VDI products or equivalent?
Provide copies of certifications in annexure.

Funciionality Giuesiions

In the following table, please respond to each item. Please complete the
“Description /

Technical Response” column for each item that is included. This sectionis a
technical response section and must be responded in full. An exfraction of these
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question will be repeated as evaluation questions in “Evaluation” section 4.5
where the scoring criteria will be provided. It is highly recommended you review
the scoring criteria in detail, prior to providing the necessary detailed technical

response.

Technical Requirements / Questions

Descripfion / Technical Response

Cl1

Describe how the proposed solution
would be able fo deliver
cesktops/applicafions fo the end user by
providing dedicated OS per user
(dedicated or persistent desktop) and by
sharing the Operating System resources
on the Server (shared hosted deskiop)

This Tllustration shows the key componentsin a
fypical deployment.
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VDI Models

Hosted Apps - Delivers only the application
interface to the user.

. Shared Desktop - Multiple user desktops
are hosted from a single, server-based operating
system.

Pooled Desktop- Provides each user with a

random), temporary desktop operating system.

Applications and desktops are presented to users
using Storefront which authenticates users
access based on AD security groups.
Applications are presented via the Ciirix
workspace application or using a web-based

application front end.

Multiple operating system instances are
provisioned from standardized golden images
using Citrix Provisioning or Machine Creation
Services.
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C2

Describe how the proposed solution
would optimize fthe usage of server
resources and should support network
efficient protocols which are capable of
delivering the desktops efficiently and
effectively consuming minimum
bandwidth (30-40 KBPS per deskfop).

Bandwidth utilization depends on the type of
user and how active users display protocols can
pe configured to optimize user experience based
bn network and latency conditions. Streaming

c3

Describe how the proposed solufion
would be capable of load balancing
and providing the Desktop delivery by
internal load balancing algorithms. The
same solution should be capable of
providing secure access over WAN using
SSL or IPSEC VPN technology

Citrix Virtual Apps and Desktops manages user
oad across multiple identically configured OS
nstances based on CPU and Memory ufilisation
by default. Criteria such as Concurrent login

tolerance, disk usage, maximum number of
sessions can be included if required.

C4

Describe how the proposed solufion
infegrates with all known vendors offering
device cerfificates, as a measure
ensuring certified devices access central
systems

When user log on, you can require device
certification as part of the authentication process.
Citrix Gateway supports device certificates that
enable you to bind the device identity to a public

key. Devices must use X.509 certificates

C5

the
protocols. Al a minimum the following

Describe supported mainstream

protocols must be support — RDP, PColP,
ICA /HDX, RemoteFX

Display protocols are vendor dependent. Citrix
supports the ICA / HDX display protocol.
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Cé

Describe the different methods
Desktop

ofiThe following list provides a brief explanation of

Citrix Desktop and Application delivery models.

Delivery like Hosted Share, VDI, StreamedManagement of these is performed from a single

Deskiop efc. with single product.

Citrix Studio console.

Management of all delivery types should® Hosted Apps— The hosted apps model

be from single console.

delivers only the application interface 1o the user,
This approach provides a seamless way for
organizations to deliver a centrally managed
and hosted application into the user's local PC.
Hosted apps include a few vatiants:

0 Windows Apps -The Windows apps model
utilizes a server-based Windows operating system,
resulfing in many users accessing a single VM
model.

0 VM Hosted Apps - The VM hosted apps model
ulilises a desktop-based Windows operating
system, resulting in a single user accessing a
single VM model. This model is often used to
overcome application compatibility challenges
with a multi- user operating system.

0 Linux Apps - The Linux apps model utilizes a
server-based Linux operating system, resulting in
many users accessing a single VM model. 0

Browser Apps - The browser apps model
utilizes a server-based Windows operafing system
to deliver an app as a tab within the
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Technical Requirements / Questions

Description / Technical Response

user's local, prefered browser.

. Shared Desktop -- With the shared
desktop model, muttiple user desktops are
hosted from a single, server-based operating
system. The shared desktop model provides a
low- cost, high-density solution; however,
applications must be compatible with a multi-
user serverbased operating system. Also,
because muliiple users share a single operating
system instance, users are restricted from
performing actions that negatively impact other
users, for example installing applications,
changing system settings and restarting the
operating system.

. Pooled Desktop - - The pocled desktop
model provides each user with a random,
temporary desktop operating system. Because
each user receives their instance of an
operating system, overall hypervisor density is
lower when compared to the shared desktop
model. However, pooled desktops remove the
requirement that applications must be multi-user
aware and support server-based operating
systems.

. Personal Desktop - - The personal desktop
model provides each user with a statically
assigned, customizable, persistent desktop
operating system. Because each user receives
their instance of an operating system, overdall
hypervisor density is lower when compared to
the shared desktop model. Pro
Graphics Desktop— The pro graphics deskiop
model provides each user with a hardware-
based graphics processing unit
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Technical Requirements / Questfions

Description / Technical Response

(GPU) allowing for higher-definition graphical
content.

. Local Streamed Desktop —The local
streamed deskiop model provides each user with
a centrally managed desktop, running onlocal
PC hardware

. Local VM Desktop —Ihe local VM desktop
model provides each user with a centrally
managed desktop, running on local PC
hardware capable of functioning with no
network connectivity.

. Remote PC Access - - The remote PC
access desktop model provides a user with
secure remote access to their statically assigned,
fraditional PC. This is often the fastest and easiest
VDI model to deploy as it utilizes already
deployed desktop PCs.
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Cc7

Describe how the service level are
assured through end session monitoring
within the product.

Director uses a troubleshooting dashboard that
provides real-time and historical heatth
monitoring of the Citrix Virtual Apps or Desktops
Site. This feature allows you to see failures in real-
time, providing a better idea of what the

endausers are experiencing.

The Dashboard provides an overview of the key
aspects of a deployment, such as the status of:

« User sessions and session use

- Logon performance

-« Connections and machines, including
failures

» Load evaluation

= Historical trends

* Infrastructure

Platinum level licensing is required to send
automaied alerts.

125



C 8 |Describe how profiles are managed

Citrix Profile Management and Workspace
Environment Management work hand in hand to
manage and oplimize the user experience.
Citrix Profile Management

Profile management ensures that the user's
settings are applied to the user's virtual desktop
and applications, regardless of the location and
endpoint device.

Profile management is enabled through a profile
oplimization service that provides an easy,
reliable way for managing these settings in
Windows environments to ensure a consistent
experience by maintaining a single profile that
follows the user. it auto-consolidates and
optimizes user profiles to minimize management
and storage requirements and requircs minimail
administration, support and infrastruciure while
providing users with improved logon and logout.

Workspace Environment Management

Resource management- To provide the best
experience for users, Workspace Environment
Management monitors and analyzes user and
application behaviour in real-time, then
infelligently adjusts RAM, CPU, and I/O in the user
workspace environment.
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Technical Requirements / Questions

Description / Technical Response

Profie management- To deliver the best possible
logon performance, Workspace Environment
Management replaces commonly used Windows
Group Policy Object objects, logon scripts, and
preferences with an agent which is deployed on
each virfual machine or server. The agent is mutti-
threaded and applies changes fo user
environments only when required, ensuring users
always have access to their desktop as soon as

possible.

c9

Describe how only applications are;
defivered based on user roles and profiles

StoreFront authenticates users to sites hosting
resources and manages stores of applications
and desktops that users access. It hosts your
enterprise application store, which lefs you give
users self-service access fo app and deskfops you
make available fo them. It also keeps track of
users' application subscriptions, shortcut names,
and other data to ensure they have a consistent
experience across multiple devices.

When users connect from outside the corporate
firewall, Cltrix Cloud can use Citrix Gateway
formery NetScaler Gateway) technology to
secure these connectlons with SSL. Citrix
Gateway or the Citrix VPX virtual appliance is an
SSL VPN appliance that is deployed in the
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Technical Requirements / Questions

Description / Technical Response

demilifarized zone (DML). It provides a single
secure point of access through the corporate
firewall.

Applications and deskiops are assigned to
specific users or user groups from the Cilrix Studio

Console.
2
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Describe the support for single image

provisioning

Citrix Provisioning is a sfreaming technology that
delivers an OS image including applications,
patches, updates, and other configuration
information to virtual and physical machines. It
cenfralizes virtual machine management whlie
reducing the operational and storage costs of a

virtualized desktop environment.

Using Cifrix Provisioning, any virtual disk can be
configured in standard image mode. Standard
image mode allows many computers to boot
from it simultaneously, greatly reducing the
number of images that must be maintained and
the amount of required storage. The virfual disk is
in a read-only format. Target devices cannot
change the image.
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Technical Requirementis / Quesfions

Description / Technical Response

Describe how the proposed solution
handles the requirement fo spawn both
persistent and non-persistent desktops
from a masterimage

Provisioning Services streaming technology allows
computers to be provisioned and re- provisioned
n real-time from a single shared-disk

image. This enables administrators to eliminate
the need to manage and patch individual
systems. Instead, all image management is

done on the master image.

When you create a machine catalogue for VDI
desktops, you create one of these types of

desktops:

. Random non-persistent desktops, aiso
known as pooled VDI desktops. Each time users
log on to use one of these desktops, they
connect fo a dynamically selected desktop in a
pool of desktops based on a master image. All
changes to the desktop are lost when the
machine restarts.

¢ Static non-persistent desktop. The first time
a user logs on fo use one of these desktops, the
user is assigned a desktop from a pool of
deskiops based on a master

image. After the first use, each time a user logs in
to use one of these desktops, the user connects
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Technical Requirements / Questions

Description / Technical Response

fo the same desktop that was assigned on first
use. All changes to the desktop are lost when the
machine resfarts.

. Static persistent, also known as VDI with
Personal vDisk. Unlike other types of VDI desktops,
these desktops can be fully personalized by users.
The first time a user logs on to use one of these
desktops, the user is assigned a desktop from a
pool of desktops based on a master image.
Subsequent iogins from that user connect o the
same deskiop that was assigned on first use.
Changes to the desktop are retained when the
machine restarts because they are stored in a
Personal vDisk

desktop

Describe how the proposed solution
delivers a Windows 10 Professional

Windows 10 desktops can be delivered using

Citrix Provisioning by creating and configuring a
master Windows 10 Target Device vDisk and
creating machine catalogues and Windows 10
Desktop VDA instances from the Citrix Studio
console based on options noted in section C11.

equivalent

Describe how the proposed solution
delivers a minimal footprint OS on enduser|
devices e.g. ThinOS and ZeroOS or

Delivery of the thin client OS to end-user devices
s done by 3rd party non-Citrix vendor-specific
oroducts
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# |Technical Requirements / Questions

Descripfion / Technical Response

C [Describe how the proposed solufion
14 |provides the delivery ol applications on e .
any kind of device including tablets I_\] L“'.I,:F——
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C |Describe how the proposed solution|Citrix policies are used to control user access
= ond session environments of the control

delivers policy based controls

every desktop)

(session/printing bandwidth control forponnection, security, printing and bandwidth

settings. You can crecte policies for specific
groups of users, devices, or connection types.
Computer settings (policy setfings applying to
machines) define the behaviour of virfual
desktops and are applied when a virtual desktop
starts. These settings apply even when there are
No active user sessions on the virtual desktop. User
Eeﬁings define the user experience when
~onnecting using ICA. User policies are applied

When a user connects or reconnects using ICA
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# |Technical Requirements / Questions

Description / Technical Response

Describe how the proposed solution
provides an independent hypervisor

Ihe following hypcervisors are supported:

. Amazon Web Services (AWS)

. Citrix Hypctrvisor (formery XenScrver)

. CloudPlatform (deprecated)

. Microsoft Azure Classic (deprecated)

o Microsoft Azure Resource Manager

. Microsoft System Center VirtualMachine
Manager

. Nutanix Acropolis

. VMware vSphere (vCenter + ESXi)

Citrix Hypervisor is the complete server
virfualization platform from Cilrix. The Citrix
Hypetrvisor package contains all you need to
create and manage a deployment of virtual x86
computers running on XenServer, the opensource
hypervisor with near-native performance. Cilrix
Hypervisor is aptimized for both Windows and

Linux virtual servers.

Citrix Hypervisor runs directly on server hardware
without requiring an underlying operating system,
which resutts in an efficient and scalable system.
Citrix Hypervisor works by abstracting elements
from the physical machine (such as hard drives,
resources, and ports) and allocating them to the
virtual machines running on it.
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# |Technical Requirements / Questions

Description / Technical Response

Describe how the proposed solution
delivers advanced features for memory,

CPU and disk 1OPs management

Citrix Provisioning provides several features to
bptimize hardware and storage requirements.
VM- Cache In RAM

RAM associated with the virtual machine holds
the write cache drives tor each target virtual
machine. This option provides high
performance due 1o the speed of RAM.
However, if the RAM cache runs out of space,
the virtual machine will become unusable. To
use this option, significant amounts of RAM must
be allocated to each virtual machine,

increasing the overall cost.

Virtwal Desttop/App
Write Coche
G-=—s
M irage LRSS
Virtasl Oesitop/App
Shared PVS Server CRrix XerServer, Microtoft . Videare

VM -Cache In RAM with Oveiflow to Disk A
combination of RAM and local storage is used
for the write cache. First, writes are stored within
the RAM cache, providing high performance.
As the RAM cache is consumed, large blocks
are removed from the RAM cache and placed
onto the local storage write cache disk. This
option provides high levels of performance with
the low cost of local storage.
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Steady State Write [OPS - Provisioning Services
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Average HOPS
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Cache it RAM with Overfiow to Disk & the recommended option.

PVS-Accelerator

Using PVS-Accelerator virtual appliances dramatically
improves the combination of Citrix Hypervisor and
Citrix Provisioning. Premium licensing is required for this
component

When this feature is enabled, Citrix Provisioning targets
device (VM) read requests are cached directly on the
Citrix Hypervisor server machine. These requests are
cached in physical memory or a storage repository.
When subsequent VMs on that Citrix Hypervisor server
make the same read request, the virtual disk is
streamed directly from cache, not from the Citrix
Provisioning server. Removing the need to stream from
the Citrix Provisioning server reduces network utilization
and processing on the server
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Technical Requirements / Questions

Descripfion / Technical Response

considerably. This approach results in a
substantial improvement in VM performance.

Describe how ihe proposed solution
infegrafes with Active Directory 2012 R2in
order fo allow varous methods of
deskiop assignment/ entitlement/
management through Clty’s AD

Citrix Virtual Apps and Desktop components that
un on Microsoft OS are all domainjoined.

Access to published resources is confrolled by
assigning AD security groups to allocate resources
jo users that are grouped based on their
requirements.

Mulfiple authentication mechanisms for
connections through Cifrix Gateway is available
including authenfication to MS Active Directory
and Azure AD. The following authentication types
are available:

. Lightweight Directory Access Protocol
(LDAP/S)

. RADIUS

. SAML

o TACACS+

. Client ceriificate authentication (including
smart card authentication)

The diagram below illustrates a deployment
where users on public networks authenticate to
Active

Directory to access published Ciirix VirtualApps
and Desktops resources.
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Descripfion / Technical Response

Describe how the proposed solufion
provides high availability and disaster|
recovery in order to be able to extend the
solution to the DR site whenever the need
arises for high availability

Disaster recovery can be implemented in several
wVays depending on the business' recovery
pbjectives and time allowed to recover.

Disaster recovery options:

. Recover from Offline Backup

. Recover via Replication

. Replication with Automated Recovery

. Hot Standby (Active-Passive) with Manual
Failover

. Hot Standby (Active-Passive) with
Automated Failover

. Active-Active with Automated Failover The
diagramillusirates an Active-Active DR scenario
that is more seamiess to end-users with

Automated Failover that leverages Citrix ADC
GSLB (Global Server Load Balancing).
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# [Technical Requirements / Questions |Descripfion / Technical Response
C |Describe how the proposed solution|Citrix Virfual Apps and Deskiops capacity can be
20

provides scalability without major

reconfiguration or redesign

scaled by adding additional virtual machine
nstances to machine catalogues from the Citrix

studio Console.

Citrix Studic can create additional Active
Directory machine accounts. It communicates
with Citrix

Provisioning and the Hypervisor to deploy
additional instances that are booted from a
generalized OS image without requiring
additional OS and application configuration. The
hypervisor must have enough processors,

memory and storage available to
accommodate additional machines.
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Technical Requirements / Questions

Description / Technical Response

Describe how the proposed solution
supports secure gateway connections of|
proxy connections through firewall —
standard firewall ports 1o be used

Citrix Gateway is used to provide secure access
from untrusted networks to resources on frusted
networks. Licensing Is available to deploy it to
standalone physical or virtual applicnces and the
feature is also available on appliances with Citrix
ADC licensing.

Access to Citrix Virtual Apps and Desktops
resources are provided by configuring the
Gateway instance for ICA proxy mode or by
configuring SmartAccess which allows one to do
pre-authentication checks to

control access to resources using Citrix Gateway

session policies.

i
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# |Technical Requiremenis / Questions

Description / Technical Response

Describe how the proposed solution
supports connectivity via LAN, WAN and
infemet

Users can connect to the Virtual Apps and
Deskfops environment from:

. Public networks - User connections are
facilitated by Cltrix Gateway to provide secure
access by proxying all HDX connections.

. LAN - Users on trusted LAN networks can
connect directly to resources or through Citrix

. WAN- Users on frusted WAN networks. can
connect directly to resources or through Clirix
Gateway if required. The Citrix policies may be
configured to optimize the display protocol for

these connections.

§ ——0@—-1
. I t
Remote Users &

UE / W Users

i
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Describe how the proposed solution
provides bandwidth optimisation
capabilifies, both manual and
automated for fast and slow networks
from connected devices

Selecting the correct display protocol determines
the quality of static images, video and text within
ser's session as well as determining the impact
bn single server scalability and network utilization.
Administrators  have the following options:
optimisation capabilities,

. Legacy - optimized for Windows 7 and
Windows 2008R2 graphic engines (GDI/GDI+).
both manual and automated for fast and

. Desktop Composition Redirection -
offloads desktop Windows manager DirectX
commands to slow networks from the endpoint,
but only supports a Windows desktop VDA. Plus,
in the
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7.15 LISR release,
connected devices Desktop  Composition
Redirection is a depreciated fealure.
. Framework- a UDP-based protocol that
can pravide high refresh rates in environmenis
with high latency and high packet loss scenarios
at the cost of greater network bandwidih
utilization, commonly found on broadband
wireless connections.
. H.244- Often referred fo like the video
codec, which provides the highest frame rates
required for the high-quality video while saving
network bandwidth. It does come at the expense
of CPU processing time, reducing single server
scalability. H.264 is the preferred codec when
users predominately use multimedia applications.
. Thinwire - Based on the original Citrix
patents from the 1990s that thinly tfransfers data
over a wire. Use Thinwire in the majority of use
cases as It provides a good vser experience with
minimal resource costs. There are two variations
of Thinwire.
e} Legacy- optimized for Windows 7 and
Windows 2008R?2 graphic engines (GDI/GDI+). o
Thinwire+ - optimized for Desktop
Windows Manager (DWM) graphics engine in
Windows
8, Windows 10, Windows 2012 and Windows
2016
. Selective H.264 (Adaptive Display)-
utilizes multiple codecs (H.264 and Thinwire+)
simultaneously for portions of the screen

o Do not use - only uses Thinwire+ and not
H.264. Best for users without server-rendered
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Descripfion / Technical Response

video or other graphically intense applications.
o For the entire screen - Only uses H.264.
Best tor users with heavy use of server- rendered
video and 3D graphics, especially in low-
bandwidth situations.

fo) For actively changing regions- Uses H.264
for the portions ot the screen that are constantly
changing while the remainder of the screen uses

Thinwire+. This is the best option for most users.

Opiional: Citrix SD-WAN

Citrix SD-WAN appliances may be used as a
WAN Edge solution to optimize network traffic
including Citrix HDX/ICA traffic.SD-WAN is not
Included in Citrix Virtual Apps and Desktops
licensing.

Citrix SO-WAN can parse the ICA protocol to
provide Qudility-of-Service (QoS) and deep
visibility into the HDX traffic. It splits ICA channels
info muitiple streams (real-ime, interactive, bulk,
and background), even over a single port, to
allow for prioritization and steering of cach
stream. Granular awareness of the protocol

dllows for a reliable Citrix Workspace experience
with efficient and effective delivery
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across the WAN.

Cifrix SD-WAN enables you to monitor HDX session
quality by computing a Quality-of Experience
(QoE) metric based on network conditions. Fair
Sharing of bandwidth between HDX users means
the activities of one usersireaming video or large
fiie transfers or print jobs -don't impact other user
experiences on the same network link.
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Describe how the proposed solution
supports bl-directional video and audio

The Citrix H.264 display protocol often referred to
like the video codec, provides the highest frame
rates required for the high quality video while
saving network bandwidth. It does come at the
expense of CPU processing fime, reducing single
server scalability. H.264 is the preferred codec
when users predominately use multimedia
applications.

Communication for Microsoft Teams and Skype
can be optimized by installing Citrix real-time
optimization packs to offload video to user
devices.

Dats Center

User Device
{e. thin client)
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companies or organisations with in South
Africa where vyou have provided
architecture, implementation and
support services for the proposed solution,
Only official letters will be recognised
which have been authorised by d
delegated manager. Contact details
must be provided in order to perform
verification of your solution. It would be
highly beneficial for the reference letters
fo include details of the project including
relevant technologies which the City uses,
Provide all required evidence in Schedule
16: Information to be

provided with the tender

Provide signed reference letters fromfincluded in Schedule 16
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